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1
Decision/action requested

It is requested to approve this informative annex on deployment scenarios for end-to-end security.
2
References

[1]
3GPP TR 33.835: " Study on authentication and key management for applications based on 3GPP credential in 5G"
[2]
3GPP TS 33.163: " Battery Efficient Security for very low Throughput Machine Type Communication (MTC) devices (BEST)".
3
Rationale

In line with the conclusion of Key Issue #6 of 3GPP TR 33.835 [1], this contribution proposes informative text describing a method for obtaining secure communication between UE and AKMA AF based on 3GPP keys generated for the AKMA service. The method for obtaining end-to-end security is making use of the same technique as described in BEST (3GPP TS 33.163 [2]).
The description of possible deployment scenarios for end-to-end security enables operators to offer security services to verticals based on 3GPP documented methods. The availability of 3GPP documentation enables vendors to provide functionality that may be requested by multiple operators and it enables operators to acquire functionality that can be seen as off-the-shelf (i.e. not bespoke). Thus, the high cost and high risk of operator-specific (i.e. custom-made) functionality can be avoided.
4
Detailed proposal

START OF CHANGE 1
Annex <Y> (informative):
Deployment scenarios for end-to-end security

Y.1
Introduction

End-to-end security refers to the security between UE and AF. Based on the AKMA Application Key KAF obtained by both AF and UE as described in this document various methods can be used to achieve security (i.e. integrity protection, confidentiality protection) between UE and AF. For some deployments there is a requirement that operators do not have access to the communication between UE and AF and hence security methods only using KAF are not always appropriate.

In this annex a number of deployment scenarios for achieving end-to-end security are described.
Y.2
End-to-end security based on pre-shared key

Y.2.1
General
This deployment scenario assumes the presence of a pre-shared key KPSK in UE and AF. Based on this key and the obtained KAF as described in this document the following additional keys are derived:

-
KE2Eint; and

-
KE2Eenc.
The key KE2Eint can be used to provide integrity protection of traffic between UE and AF. The key KE2Eenc can be used to provide confidentiality protection of traffic between UE and AF.
Y.2.1
Key derivation function

Key derivation for KE2Eint and KE2Eenc can make use of the key derivation function (KDF) defined in 3GPP TS 33.220  [4], Annex B, with input parameters as defined in clause Y.2.2 of the present document.
Y.2.2
Derivation of end-to-end keys

The following input string is used when the UE and the AF derive the keys KE2Eint or KE2Eenc from KAF and KPSK.
-
FC is one of the values 0xF0 to 0xFE reserved from proprietary use in TS 33.220 [4],
NOTE:
the FC value used by UE and AF is determined based on mutual agreement between UE and AF.

-
P0 = algorithm type distinguisher
-
L0 = length of algorithm type distinguisher (i.e. 0x00 0x01)
Table Y.2.2-1: Algorithm type distinguishers

	Algorithm type distinguisher
	Value

	e2e encryption key (KE2Eenc)
	0x01

	e2e integrity Key (KE2Eint)
	0x02


The input key is equal to the concatenation KAF || KPSK  of KAF and KPSK. 
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