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	Feature / Item:
	

	Affects:
	UICC apps:

	ME:


	AN:


	CN:


	Others (specify):


	Expected Completion Date:
	June 2020 – SA#88

	Service(s) impacted:
	TSC service, 5GLAN service

	Specification(s) affected:
	TS 33.501

	Task(s) within work which are not complete:
	 - Enhancements to the 5G system to support Time Sensitive Communication

- Enhancements to the 5G system to support 5G LAN service.



	Consequences if not included in Release ZZ:
	Editor’s note not solved, double protection of messages creating unnecessary complexity


Abstract of document:

This work item aims at specifying the security for system enhancements required for 5G system to support new vertical service requirements. The new service requirements have been developed as part of two work items cyberCAV (Service requirements for cyber-physical control applications in vertical domains) and 5G LAN (LAN Support in 5G). 
The service requirements are documented in TS 22.261 and TS 22.104. The architecture will be documented in TS 23.501, 23.502, 23.503 based on the outcome of TR 23.734 (Study on enhancement of 5G System (5GS) for vertical and Local Area Network (LAN) services). Related security enhancements are studied in TR 33.819.
 This exception sheet is to request an extension to June 2020.
Contentious Issues:
1. whether integrity enforcement for gPTP messages is needed and whether for confidentiality to consider TSN AF input on already protected messages at application layer
2. details on SMF obtaining information about DN protection from DN-AAA (editor's note)
