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******** START OF CHANGES


[bookmark: _Toc18162604][bookmark: _Toc26876084]Annex K (normative):
Security for 5GLAN services
[bookmark: _Toc26876085]K.1	General
5GLAN services are described in 3GPP TS 23.501 [2] and 3GPP TS 23.502 [8].

[bookmark: _Toc26876086]K.2		Authentication and authorization
For authentication and authorization of a UE in 5GLAN communication, the secondary authentication procedures between UE and external data networks via the 5G Network as described in clause 11 shall apply. 
K.3 	Handling of UP security policy
During establishment of the PDU Session, secondary authentication may be performed in order to authenticate and authorize the UE for accessing the DNN associated with the 5G LAN group according to TS 23.501 [2]. After the UE is authenticated and data connection is set up, any protected data transported between the UE and NG-RAN is using the mechanisms for UP security as described in clause 6.6. 

To reduce incremental complexity added by security, the same UP security policy for all 5G LAN group members may be provided by SMF to gNB with "Required" to be the preferred policy. I.e. for a 5G LAN group, when one or more of the PDU sessions have the UP security policy set to “Required”, all the PDU sessions belonging to that group would be set to "Required". 
When generating the policy enforcement information, and to avoid the redundant double protection, the SMF may consider information by a DN-AAA about DN protection mechanisms already applied. 
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