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Decision/action requested

This contribution proposes text for the security protection clause of the NR PC5 unicast security 
2
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Rationale

This contribution proposes text for the keying clause of the NR PC5 unicast security clause. The text is written to fit the skeleton proposed in S3-200344
The text is based on the ProSe text [2] and the conclusion of the TR but includes at least the following changes:

· Renaming the KD, KD-sess, PEK and PIK are renamed to KNRP, KNRP-sess, NRPEK and NRPIK respectively where NRP is short for NR PC5.

This document should be reviewed in conjunction with S3-200345 S3-200346, S3-200347 and S3-200349. It was chosen to present this way as it felt easier to keep track of proposed revisions to smaller sets of changes rather than one large set of changes.
4
Detailed proposal

It is proposed to include the below pCR in the TS [1].
**** START OF CHANGES ****

5.3.3
Procedures


5.3.3.1 
Securing the PC5 unicast bearer 
5.3.3.1.1
General
5.3.3.1.2
Overview 

5.3.3.1.3
Key establishment procedures  

5.3.3.1.4
Security establishment procedures  

5.3.3.1.5
Protection of the NR PC5 unicast traffic 

5.3.3.1.5.1 
General  
Protection for the signalling and user plane data between the UEs is provided at the PDCP layer. As the security is not preserved through a drop of the connection, all signalling messages that need to be sent before security is established, may be sent with no protection. Once security is established all signalling messages are sent integrity protected and confidentiality protected with the chosen algorithms except the Direct Security Mode Command which is sent integrity protected only. 
Editor’s note: The exact messages that can be sent without
 security protection is FFS.

5.3.3.1.5.2 
Integrity protection 
UEs shall implement NIA0, 128-NIA1 and 128-NIA2 and may implement 128-NIA3 for integrity protection of the relevant bearers. The algorithm identifies from clause 5.11.1.2 of TS 33.501 [8] are reused for PC5-S, PC5-RRC, and PC5-U.
These integrity algorithms are as specified in TS 33.501 [8] and are used with the following modifications;

-
The key used is NRPIK;

-
Direction is set to 1 for direct link signalling transmitted by the UE that sent the Direct Security Mode Command for this security context and 0 otherwise;

-
Bearer[0] to Bearer[4] are set based on the LCID;

Editor’s note: The exact mapping of LCID to Bearer is FFS.

-
COUNT[0] to COUNT[31] are filled with counter value. 
The receiving UE ensures that received protected signalling messages and user plane traffic that is integrity protected are not replayed.
5.3.3.1.5.3 
Confidentiality protection
UEs shall implement NEA0, 128-NEA1 and 128-NEA2 and may implement 128-NEA3 for ciphering of one-to-one traffic. The algorithm identifies from clause 5.11.1.1 of TS 33.501 [8] are reused for PC5-S, PC5-RRC, and PC5-U.
These ciphering algorithms are as specified in TS 33.501 [8] and are used with the following modifications;

-
The key used in NRPEK;

-
Direction is set as for integrity protection (see 5.3.3.1.5.2);

-
Bearer[0] to Bearer[4] are set based on the LCID;
Editor’s note: The exact mapping of LCID to Bearer is FFS.
-
COUNT[0] to COUNT[31] are filled with counter value. 
5.3.3.1.4.4 
Content of the PDCP packet
The Key ID and least significant bits of the counter are carried in the PDCP header, along with any MAC that is needed for integrity protection. Key ID is used to signal which security context is being used and shall be set to KNRP-sess ID.  
This is illustrated in the Figure 5.3.3.1.4.4-1.
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Figure 5.3.3.1.4.4-1: Security parameters in the PDCP header for one-to-one communications

Editor’s Note: It is FFS if the length of counter is 32 bits and if not whether it is the LSB of the counter that is included in PDCP header and if COUNT[0] to COUNT[31] are padded with its of KNPR-sess ID.
**** END OF CHANGES ****

�Clauses added in S3-200345


�Clause added in S3-200346


�Clause added in S3-200347


�Typo corrected 
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