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	Reason for change:
	The 3GPP security protocol profiles need to be regularly updated to stay up to date and remain secure.

- IETF and other organisations are working on phasing out PKCS#1v1.5 padding. 
Examples:
Public Key Cryptography Standard (PKCS) #1: RSA Cryptography Specifications Version 2.2 (also published in RFC 8017) states that “RSASSA-PKCS1-v1_5 is included only for compatibility with existing applications”
https://tools.ietf.org/html/rfc8017


NIST refers to RFC 8017 for the specification of PKCS#1 with additional constraints.

https://nvlpubs.nist.gov/nistpubs/FIPS/NIST.FIPS.186-5-draft.pdf
IETF has completely removed PKCS#1v1.5 padding in TLS 1.3 (RFC 8466) except for use in legacy certificates.

https://tools.ietf.org/html/rfc8446
ENISA writes about PKCS#1v1.5 padding in signatures that “we do not propose that it is used anywhere but in legacy systems”.

https://www.enisa.europa.eu/publications/algorithms-key-size-and-parameters-report-2014
BSI states that “Usage of the older PKCS#1v1.5 paddings is not recommended”. BSI does not allow authentication method 1 to be used in IKEv2 at all. For TLS BSI requires that signatures with PKCS#1v1.5 padding is phased out no later than 2026.

https://www.bsi.bund.de/EN/Publications/TechnicalGuidelines/tr02102/index_htm.html
Critical infrastructure like 3GPP should start to phase out PKCS#1v1.5 padding. ECDSA signature are already mandatory to support in X.509, IKEv2 and TLS. RSA certificates with public key algorithm rsaEncryption can be used with authentication method 14 and RSASSA-PSS. In the future, 3GPP will likely introduce PQC signature algorithms.
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***
BEGIN CHANGES
***

6.2.1b
IKEv2 profile

The following requirements on certificate based IKEv2 authentication in addition to those specified in NDS/IP [1] shall be applied:

For the IKE_INIT_SA and IKE_AUTH exchanges:

-
Following algorithms shall be supported:

-
Authentication: Method 1 - RSA Digital Signature [42];

-
Implementations shall support signatures that use SHA-256, should support signatures that use SHA-384, and shall not support signatures that use SHA-1. Implementations should use SHA-256 as the default hash function when generating signatures.
-
Usage of Method 1 is not recommended as it uses PKCS#1v1.5 padding.

-
Hash Algorithm Notification [43]
-
Implementations shall support SHA2-256, should support SHA2-384, and shall not support SHA1.
-
Authentication: Method 14 - Digital Signature [43].

-
Implementations shall support ecdsa-with-sha256 and should support ecdsa-with-sha384, and should support RSASSA-PSS with SHA-256. Implementations shall not support sha1WithRSAEncryption, dsa-with-sha1, ecdsa-with-sha1, RSASSA-PSS with Empty Parameters, and RSASSA-PSS with Default Parameters.

-
The identity of the CERT payload (including the end entity certificate) shall be used for policy checks;
-
Initiating/responding end entities are required to send certificate requests in the IKE_INIT_SA exchange for the responder and in the IKE_AUTH exchange for the initiator;

-
Cross-certificates shall not be sent by the peer end entity as they are pre-configured in the end entity;

-
The certificates in the certificate payload shall be encoded as type 4 (X.509 Certificate – Signature);

-
An end entity shall rekey the IKE SA when any used end entity certificate expires.

NOTE 2:
Depending on the availability of DNS between peer end entities, the following rule is applied:

-
subjectAltName and IKEv2 policy should both contain IP address (in case DNS is not available);

-
subjectAltName and IKEv2 policy should both contain FQDN (in case DNS is available).

***
END OF CHANGES
***

