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1
Decision/action requested

This contribution proposes a PC5 key architecture. SA3 is suggested to approve this contribution.
2
References

 [1]
3GPP TR 33.836 Study on Security Aspects of 3GPP support for Advanced V2X Services
3
Rationale

In the last SA3 #97 meeting, conclusion on KI #2 is achieved as follows.
7.7
Conclusion on KI #2

For Key Issue #2 on security for eV2X unicast messages over PC5, solution #3, solution #8, solution #19, solution #12 and solution#16 are chosen as the basis for normative work.

The high layer key will be used to generate the PC5 key. However, which parameter will be used for PC5 key generation is left for normative work.

This contribution proposes the PC5 key hierarchy and the detail key generation function. 

4
Detailed proposal

It is proposed to approve the following change.
***
START OF THE 1st CHANGE
***
5.3.3.X
PC5 key hierarchy
The key hierarchy (see Figure 5.3.3.X-1) includes the following keys: Long term key, KNRP, KNRP-sess NRPEK, NRPIK. 
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Figure 5.3.3.X-1: PC5 Key Hierarchy
Long term keyis shared key between the initiating UE, and the receiving UE. 
KNRP for two UEs:


KNRP is a  NR PC5 key derived by the two UEs from the Long term key.

KNRP-sess for two UEs:


KNRP-sess is a session key derived by the two UEs from the KNRP.

Keys for PC5-S signalling / PC5 RRC signalling / PC5 UP traffic: 

-
NRPEK is a key derived by the two UEs from KNRP-sess, which shall be used for the protection of PC5-S signalling / PC5 RRC signalling / PC5 UP traffic with a particular integrity algorithm.

-
NRPIK is a key derived by the two UEs from KNRP-sess, which shall be used for the protection of PC5-S signalling / PC5 RRC signalling / PC5 UP traffic with a particular encryption algorithm. 







***
END OF THE 1st CHANGE
***
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