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1
Decision/action requested

This contribution proposes to resolve the editor’s note and to add Annex to describe the key derivation function for AF in TS 33.535
2
References

 [1]           3GPP TR 21.905: "Vocabulary for 3GPP Specifications".

 [5]            3GPP TS 33.501: "Security architecture and procedures for 5G system"
3
Rationale

This contribution is proposed to resolve the following editor’s note:
Editor’s Note: Derivation of the AF specific KAF is FFS.
This contribution proposes a method to derive a key KAF at the UE and the AAnF. Both the AAnF and the UE shall use the KAKMA to derive application specific keys needed for AKMA Application Functions (AFs).
Annex A.3 is added to describe the key derivation function for Application key.
4
Detailed proposal

*****Start of 1st Change*****
2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".

[2]
3GPP TS 33.501: "Security architecture and procedures for 5G system".
[aa]
3GPP TS 23.003: "Numbering, addressing and identification".
[bb]                      3GPP TS 33.220: " Technical Specification Group Services and System Aspects; Generic Authentication Architecture (GAA); Generic Bootstrapping Architecture (GBA)"
*****End of 1st Change*****
*****Start of 2nd Change*****
6
AKMA Procedures
6.2
Deriving AKMA Application key for a specific AF

The AAnF shall generate KAF using the KAKMA, the AF ID, the GPSI, and the freshness parameter. The AF Id is the FQDN of the AF ID. 

  Editor’s Note: Whether the freshness parameter is counter or timestamp or other random value is FFS.

*****End of 2nd Change*****
*****Start of 3rd Change*****
Annex X (normative): 
Key derivation functions

A.1
KDF interface and input parameter construction

A.1.1
General

All key derivations (including input parameter encoding) for AKMA shall be performed using the key derivation function (KDF) specified in Annex B.2.0 of TS 33.220 [4]. 
This clause specifies how to construct the input string, S, and the input key, KEY, for each distinct use of the KDF. Note that "KEY" is denoted "Key" in TS 33.220 [4].

A.1.2
FC value allocations

The FC number space used is controlled by TS 33.220 [4]. 
Editor's Note: FC values for the present document is FFS.
A.3
KAF derivation function

When deriving a KAF from KAKMA, the following parameters shall be used to form the input S to the KDF:

-
FC = 0xXX
-
P0 = GPSI
-
L0 = Length of the GPSI

-
P1 = AF_Id

-
L1 = length of AF_Id
-
P2 = <Freshness parameter> 
-
L2 = Length of the <Freshness parameter >  
The input key KEY shall be KAKMA.  
*****End of 3rd Change*****
