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*** BEGIN OF FIRST CHANGE ***

4.1.3 Roaming WLAN Interworking Reference Model, access to VPLMN
services

The home network is responsible for access control, but the authorization decision of tunnel
establishment will be taken by the 3GPP proxy AAA based on own information plus information
received from the home network. The VPLMN will take part in tunnel establishment (either the

| WAG or the PRGWPDG).

***END OF FIRST CHANGE ***

*** BEGIN OF SECOND CHANGE ***

414 Network elements

The list below describes the access control related functionality in the network elements of the

3GPP-WLAN interworking Reference Model:
- The WLAN-UE, equipped withaUICC (or SIM card), for accessing the WLAN interworking service):

- May be capable of WLAN access only;

- May be capable of both WLAN and 3GPP System access,

- May be capable of simultaneous access to both WLAN and 3GPP systems;
NOTE: Definition of simultaneous access is specified in TS 23.234 [13].

- May be alaptop computer or PDA withaWLAN card, UICC (or SIM card) card reader, and suitable
software applications;

- May befunctionally split over several physical devices, that communicate over local interfaces e.g.
Bluetooth, Infrared or seria cable interface;

- The AAA proxy represents alogical proxying functionality that may reside in any network between the WLAN
and the 3GPP AAA Server. These AAA proxies are able to relay the AAA information between WLAN and the
3GPP AAA Server.

The number of intermediate AAA proxiesis not restricted by 3GPP specifications. The AAA proxy functionality
can reside in a separate physical network node; it may reside in the 3GPP AAA server or any other physical
network node;

- The3GPP AAA server islocated within the 3GPP network. The 3GPP AAA server:
- Retrieves authentication information from the HLR/HSS of the 3GPP subscriber's home 3GPP network;

- Authenticates the 3GPP subscriber based on the authentication information retrieved from HLR/HSS. The
authentication signalling may pass through AAA proxies,

- Communicates authorisation information to the WLAN potentialy via AAA proxies.

- ThePacket Data Gateway (PBGWPDG) enforces tunnel authorization and establishment with the information
received from the 3GPP AAA viathe Wm interface.
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NOTE: TheWLAN Access Gateway (WAG) responsibilities for security issues are related to tunnel
establishment but this decision is pending to be taken.

*** END OF SECOND CHANGE ***

*** BEGIN OF FINAL CHANGE ***

4.2.6 UE-initiated tunnelling

The security features that are expected in atunnel from the UE to the VPLMN or HPLMN will be:
Data origin authentication and integrity must be supported.

- Confidentiality must be supported.

- The 3GPP network has the ultimate decision to alow tunnel establishment, based on:
- Thelevel of trust inthe WLAN AN and/or VPLMN
- The capabilities supported in the WLAN UE

- Whether the user is authorized or not to access the services (in the VPLMN or HPLMN) the tunnel will give
access to.

- The 3GPP network, in the setup process, decides the characteristics (encryption a gorithms, protocols) under
which the tunnel will be established.

NOTE: Authorization for the tunnel establishment is decided by the 3GPP AAA and enforced by the PBGW
PDG or WAG. Whether this authorization information is protected or not is FFS.

Working assumptions:
1. The security mechanisms used in context with the IP tunnel in WLAN 3GPP | P Access are to be independent of
thelink layer security in WLAN Direct IP Access.

*** END OF FINAL CHANGE ***
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