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Change in Clause 2

2 References
[7] 3GPP TS 24.109: "3rd Generation Partnership Project; Technical Specification Group Core
Network; Bootstrapping interface (Ub) and Network application function interface (Ua); Protocol
details".
[8] 3GPP TS 29.198-03: "Open Service Access (OSA) Application Programming Interface (API); Part
3. Framework".
[9] 3GPP TS 29.199-01: "Open Service Access (OSA); Parlay X web services; Part 1: Common".

End of Change in Clause 2

Change in Clause 7

7 Application guidelines to use GAA

GAA provides different alternativesto an AS or an AP to perform user authentication (i.e. force the UE to run AKA
with the BSF as specified in TS 33.220 [2] or use a mechanism based on subscriber certificates). Also under GAA, an
AS may understand that the user request is already authenticated by an Authentication Proxy.

GAA asdescribed in this TR has not the intention to impose any one authentication mechanism onto applications. Itis
rather aimed to be atool at developer’s disposal which they can use to their benefit. Application developers may save
development time by using GAA instead of designing and implementing application-specific authentication
mechanisms. An additional advantage of the mechanisms of GAA isthat they can provide global coverage, inherited
from the GSM/UMTS coverage.

Depending on network configuration and policies of the operator, an AS or an AP will be able to use any of the
aternatives provided by GAA or even any other user authentication mechanisms specified outside of 3GPP if such
mechanisms are at their disposal. It istherefore assumed that an AS and an AP should be able to take the decision what
parts of GAA shall be used if any.

This section tries to give an overview of arguments that can play arole in the choice of authentication mechanism. The
authentication mechanism selected will be dependent on:

1. Requirementg/policies relating to the user/server/application/device that needs authentication. This may bein
both directions (mutual authentication), but the usual emphasisis user to server authentication.

2. Device and service characteristics, user capabilities and preferences as defined in the user profile.
3. Policies of the network or networks providing the transport service and the service providers of the applications.
Requirements/policies relating to authentication will depend on whether there is a need for:

a) Device authentication: The deviceis genuine and not aclonei.e. Authentication of a (U)SIM by chalenge
response.

b) Integrity protection: An exampleissignalling protectionin UTRAN access A weaknessin GSM isthat it is
very easy for aman in the middle to manipulate signalling message e.g. cipher mode command and away to
prevent it being compromised is to use device authentication and integrity protection viaakeyed MAC
(Message Authentication Code) on the specific signalling messages.

c) Application authentication: It will often be necessary to check the authenticity of the application software-by
eheekmgﬁttsd@tal%gnawre An example isTS29. 198-03 [8] and TS 29 199- 01 [9] ETSH%%O%%—%A#LA




Application authentication is however out of the scope of GAA.-Fhisismere the domain-of-code signing-and
) : : e on.

d) User authentication:. Thisrefersto authentication of the end user, the person who is using the end user device.
One way of doing thisisto make the USIM availability to devices/protocol s/applications dependent, logicaly,
by user PIN input or physically, by apolicy of removal and insertion. The entry of a PIN may also be required
before access is allowed to a specific application.

€) Transaction authentication and non-repudiation: For some business transactions that are carried out using the
mobile device it is necessary to digitally sign the transaction with a users private key, specifically wherethereis
aneed for non repudiation i.e. to prevent:

- the False Denial of the: SENDING of the Message, e.g. "l never sent it!"
- the CONTENT of the Message, e.g. "l said you should sell, not buy!"
- the TIME of the Message, e.g. "l sent it adifferent time!"

NOTE: Many authentication techniques such as 3GPP AKA are based on asingle key which is shared between
the network and the user - thisis OK for authentication between sender and recipient, but non repudiation
provableto athird party may require the use of public key technique where the private key is only held by
the sender.

Figure 5 shows how device and service characteristics can impact the choice of a particular technique from the
Spectrum of Authentication Mechanisms.
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Figure 5: Authentication characteristics comparison

End of Change in Clause 7
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