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*** BEGIN OF CHANGE ***

C.3.3 Attacks at the WLAN AN Infrastructure

Attacks can be performed at the WLAN AN infrastructure, e.g. Access Points (AP), the LAN
connecting the APs, Ethernet switches etc. To perform any type of attacks "inside" the WLAN AN,
the attacker needs access to the network in some way. For ordinary wired networks, an attacker
needs to somehow hook up to the wiresto get access. The WLAN AN is partially awired network,
and an attacker may hook up to that part of the network. In public spacesthe APs and
corresponding wired connections may be physically accessible by attackers. Simply connecting a
laptop to the wired LAN "behind" the APs may give the attacker free accessto WLAN services as
well as access to other user's data and signalling traffic.

Depending on where charging datais collected, an attacker with access to the wired LAN of the
WLAN AN can aso interfere with the charging functions. If the volume based charging model is
applied, an attacker could e.g. inject packets with any chosen source or destination MAC and IP
addresses, just to increase auser's bill.

For WLAN Direct IP Access if the charging is based on |P address, there exists athreat of 1P
address spoofing attack against the WLAN AN, which may generate incorrect accounting message
for users.

***END OF CHANGE ***
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