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6.4.2  AP-AS reference point

The HTTP protocol isrun over the AP-AS reference point.

Confidentiality and integrity protection can be provided for the reference point between the AP and the AS using
NDS/IP mechanisms as specified in TS 33.210 [4213]. For traffic between different security domains, the Za reference
point shall be operated. For traffic inside a security domain, it is up to the operator to decide whether to deploy the Zb
reference point. As AP terminates the TLS tunnel from UE, also a TLS tunnel is possible.

The AP shall support the transfer of an identity of the UE authenticated by the AP from AP to ASin a standardised
format. The format of thisinformation element in the HTTP request header is left to stage 3 specifications.

6.5.2 Transfer of Asserted Identity from AP to AS

The AP is configured per ASto perform authentication and access control according to one of the following subclauses:
if required in the subclause, the user identity istransferred to ASin every HTTP request proxied to AS.

6.5.2.3 Authorised User of Application with Transferred Identity asserted to AS

The AP checks that the UE is an authorised user of the application. The user identity (or user identities) received from
the BSF shall be transferred to AS. Based on AS-specific configuration of the AP, any authorization flags existing in
application-specfic user security settings shall also be transferred to AS.

Depending on the application specific user security setting and the AS-specific configuration of the AP, the transferred
user identity (or identities) may be the private user identity (IMPI), or may be taken from the application specific user
security setting (e.g. an IMPU), or may be a pseudonym chosen by AP (e.g. Random, B-TID).

This case may be supported by AP.

NOTE 1: If the AP is configured to transfer a pseudonym to AS, any binding of this pseudonym to the user identity
(e.g. for charging purposes by AS) is out of scope of this specification.

NOTE 2: If the AP is configured not to request an application specific user security setting from BSF, only the
private user identity (IMPI) or a pseudonym may be transferred to AS. In this case any authorised
participant of GBA is supposed to be an authorised user of the application.
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