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***+x*x Begin of Change *****

5.3.1 TLS profile

The UE and the NAF shall support the TLS version as specified in RFC 2246 [6] and WAP-219-TLS[14] or higher.
Earlier versions are not allowed.

NOTE: The management of Root Certificatesis out of scope of this Technical Specification.

5311 Protection mechanisms

The UE shall support the CipherSuite TLS RSA_WITH_3DES EDE_CBC_SHA and the CipherSuite
TLS RSA_ WITH_AES 128 CBC _SHA. All other Cipher Suites as defined in RFC 2246 [6] _and RFC 3268 [7] are
optional for implementation for the UE.

The NAF shall support the CipherSuite TLS RSA_ WITH_3DES EDE_CBC_SHA-and, the CipherSuite
TLS RSA_WITH_RC4 128 SHA and the CipherSuite TLS RSA_WITH_AES 128 CBC_SHA.. All other Cipher
Suites as defined in RFC 2246 [6] and RFC 3268 [7] are optional for implementation for the NAF.

Cipher Suites with NULL encryption may be used. The UE shall always include at |east one cipher suite that supports
encryption during the handshake phase.

Cipher Suites with NULL integrity protection (or HASH) are not allowed.

Editor'sNote: It is FFSwhat parts (if any) of the TLS extensions as specified in RFC 3546 [8] shall be
implemented in this TS.

weexx End of Change ***+*
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