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1 Introduction

This contribution studies if Key group 1D can be merged to MSK 1D and how the key IDs are carried in
MSK and MTK messages.

2 Discussion

2.1 Combining Key group ID and MSK ID

Current TS 33.246 [1] identifiesMSK keys as follows 6.3.2.1:
Every M is uniquely identifiable by its Network 1D, Key Group ID and MK ID
where
Network ID = MCC || MNC and is 3 byteslong. It is carried in the IDi payload in MIKEY message

Key Group ID is 2 byteslong and is used to group keys together in order to allow redundant MSKsto be
deleted. Itiscarried in the CSB ID field of MIKEY common header.

MSK ID is 2 byteslong and is used to distinguish MSKs that have the same Network 1D and Key Group ID. It
iscarried in the MSK-ID field of MIKEY extension payload.

There are some reasons why Key Group 1D should be merged to MSK ID.

1. TheKey Group ID isalwaysrelated to MSK ID. There seems to be no functional reason why these
should be carried separately.

2. Carrying Key Group ID and MSK ID together clarifies the usage of keysin MBMS. The relation
between Key Group ID and MSK ID becomes evident.

3. Carrying Key Group ID in the CSB field of MIKEY [2] is not semantically correct according to RFC
3830 since the CSB-ID field should identify the key material that was used to protect the MIKEY
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message, i.e. the i outer key IDT in MBMSterms. Currently in MTK messages CSB ID carries only
part of that information and in MSK messagesiit carries part of iinner key IDT.

4. MIKEY verification message includes also CSB ID field. Carrying Key Group ID in MSK
verification message CSB ID field is unnecessary since it does not help identify the key, i.e. MUK,
that was used to protect the verification message. This hints that MUK ID should be carried in CSB
ID field of MSK messages, if possible.

5. The2byteKey Group ID is carried in 4 byte CSB ID field. This means that two bytes of are unused
(i.e. wasted) in each MIKEY message. If Key Group ID is combined to MSK ID the result will be 4
bytes ID that will fit to CSB ID.

Thereforeit is proposed to merge Key Group ID with MSK ID. The new ID could be a 4 byte concatenation
Key Group ID with MSK ID. The meaning of the fields would be the same earlier. It is proposed to define
the new MK ID asfollows:

MSK ID = (Service ID part | Key ID part) where

Service ID part is 2 byteslong and is used to group keys together in order to allow redundant MSKsto be
deleted.

Key ID partis 2 byteslong and is used to distinguish M SK's that have the same Network 1D and Service
ID.

2.2 Carrying MTK ID and new MSK ID in MTK messages

It is proposed that the key IDs are carried in MTK message as follows:

*» Thenew MSK ID (4 bytes) is carried in the CSB field of the common header. This identifiesthe
iouter keyl in MTK message.

« TheMTK ID (2 bytes) is carried in the extension payload. Thisidentifiestheiinner keyl in MTK
message. Carrying only one key ID is possible according to the internet draft on MBM S extensions
to MIKEY RFC, see another contribution from Ericsson.

Thisfollows the semantics of RFC 3830 and saves 2 bytes for each MTK message since the new MSK ID
fits exactly to CSB ID field.

2.3 Carrying MUK ID and new MSK ID in MSK messages

The MUK ID has not been defined yet, thus there are different aternatives how to carry the MUK ID and the
new MSK ID in the MSK message. It should be noted that al so the verification message needs to be taken
into account.

1. The most natural way isto carry the MUK ID inthe CSB ID field and MSK ID in the extension header,
i.e. the M SK message |looks like:

e TheMUK ID iscarried in the CSB field of the common header. Thisidentifiestheiouter keyt in
MSK message.

* TheMSK ID (4 bytes) is carried in the extension payload. Thisidentifiestheiinner keyi in MSK
message. Carrying only onekey ID is possible according to the internet draft on MBMS extensions
to MIKEY RFC, see another contribution from Ericsson.

The M SK verification message looks like:
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e TheMUK ID iscarried in the CSB field of the common header. Thisidentifiesthei outer keyT in
MSK verification message.

» TheMSK ID (4 bytes) does not need to be carried in the verification message.

This aternative requires that MUK ID fitsinto the CSB ID field. A proposal for MUK ID is presented in
another Ericsson contribution.

2. If the MUK ID does not fit into the CSB ID field, it is possible to carry both MUK ID and MSK ID in the
new extension payload, i.e. the M SK message looks like:

« TheMUK ID iscarried in the extension payload. Thisidentifies the i outer keyl in MSK message.
* TheMSK ID (4 bytes) is carried in the extension payload. Thisidentifiestheiinner keyi in MSK
message. Carrying also two key IDsis possible according to the internet draft on MBM S extensions

to MIKEY RFC, see another contribution from Ericsson.
The M SK verification message looks like:
« TheMUK ID iscarried in the extension payload. This identifies the i outer keyl in MSK message.
» TheMSK ID (4 bytes) does not need to be carried in the verification message.

This dternative has the drawback that it leaves CSB ID field empty in both directions and the use of CSB ID
field is against the semantics of RFC 3830.

3. If the MUK ID does not fit into the CSB ID field and in order to usethe CSB ID field, it is possible to
carry MUK 1D in the new extension payload and MSK ID in the CSB field. Theuse of CSB ID field is
against the semantics of RFC 3830 but it would save 4 bytes, i.e. the M SK message looks like:

e TheMSK ID (4 bytes) iscarried in the CSB fidd of the common header. Thisidentifiestheiinner
keyt in MSK message. Thisidentifiestheiinner keyi in MSK message. Carrying also two key I1Ds
is possible according to the internet draft on MBM S extensions to MIKEY RFC, see another
contribution from Ericsson.

« TheMUK ID iscarried in the extension payload. Thisidentifies the i outer keyi in MSK message.
The M SK verification message looks like:

« TheMSK ID (4 bytes) does not need to be carried in the verification message, but the CSB ID field
can carry it.

« TheMUK ID iscarried in the extension payload. Thisidentifies the i outer keyl in MSK verification
message.

This dternative has the drawback that it leaves CSB ID field empty in the MSK verification message and the
use of CSB ID field is against the semantics of RFC 3830.

3 Conclusions and proposal

In order to clarify the usage of key identities and to align with RFC 3830, this contribution has proposed to
combine Key Group ID and MSK ID into anew MSK ID that would be MSK ID = (Service ID part || Key
ID part). The semantics of the Service ID part remains the same as the old Key group 1D and the semantics
of theKey ID part isthe same asthe old MSK ID.
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This contribution analysed how to carry MUK ID, new MSK ID and MTK ID in MIKEY messages. This
should be aligned with MIKEY RFC 3830.

* Itisproposed that alternative 1 is chosen for the M SK message. |.e. MSK message carries MUK 1D
in CSB ID field and new MSK ID in extension payload. Thisis according to semantics of CSB field
in RFC 3830 and it does not send empty fields. This proposal depends on the decision on MUK 1D,
see other contribution from Ericsson. If MUK ID istoo long to be carried in the CSB ID fidld, it is
proposed to choose alternative 3.

e Itisalso proposed that MTK message carriesnew MSK ID in CSB ID fieldand MTK ID in
extension payload.

CRs from Ericsson to this meeting propose needed changesin TS 33.246.

4 References

[1] TS 33.246, Security of MBMS

[2] RFC 3830, MIKEY
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__FIRST_CHANGE__

6.4

MIKEY message creation and processing in the ME

Editoris note: The need for salting keysin processing of MIKEY messagesis for further study.

6.4.1

General

MIKEY isused to transport the MSKs and MTKs from the BM-SC to the UE. Clauses 6.4.2, 6.4.3, 6.4.4 and 6.4.5
describe how to create the MIKEY messages, while clause 6.4.6 describes the initial processing by the ME on these
messages. The final processing is done by the MBM S key Generation and Vaidation Function (MGV-F) and is
described in clause 6.5.

MIKEY shall be used with pre-shared keys as described in RFC 3830 [9].

To keep track of MSKs and MTKs, anew Extension Payload (EXT) [13] is added to MIKEY . The Extension Payload

contains the key types and identities of MSKs and the MTKSs (see clause 6.3.2 and 6.3.3).
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6.4.2 MIKEY common header

thepree%mgstage—The meesages are sent pOi nt to p0| nt between the BM-SC and each UE The messages use the
MUK shared between the BM-SC and the UE as the pre-shared secret in MIKEY .

Oncethe MSK isin place in the UE, the UE can make use of the multicast MTK messages sent by the BM-SC. The
MTK iscarried in messagec conformr ng to the structure defined by Ml KEY and use the MSK asthe preshared secret

If the BM-SC requires an ACK for an MSK key update message thisisindicated by setting the V-bit in the MIKEY
common header. The UE shall then respond with a MIKEY message containing the verification payload. In the case the
server does not receive an ACK, normal reliability constructions can be used, e.g., start atimer when the messageis
sent and then resend the message if no ACK isreceived before the timer expires.

The CSB ID field of MIKEY common header shall carry the MUK ID in MSK key update messagesand MSK ID in
MTK key update messageskey-Group-+B.

__SECOND_CHANGE__

6.5.2 MUK derivation

When aMUK has beeninstalled |nthe MGV S i.e. asaresult of aGBA run, it |su%d aspre-shared %crettegether—

3 [ i [ re used to verlfy the |ntegr|ty of
the M SK transport m&e&age and decrypt the key carrled in the KEMAC payl oad as described in RFC 3830 [9)].

6.5.3 MSK processingvahdation-and-derivation

When the MGV -F receives the MIKEY message, it first determines the type of message by reading the -BataTFypefield-
H-the-common-headerEXT. If the key in the message is an MSK protected by MUK, MGV -F retrieves the MUK with
the 1D given by the Extension payload.

MSK—G)—The mteqrrty of the message |sval|dated and the MSK is extracted from the KEM AC pavload as deﬂ:rlbed in

Section 5 of [9] if the validation is successful. The Key Validity datais extracted from the message and stored (in the
form of MTK ID interval). The lower limit of the interval defines the SEQs.

NOTE: TheMSK isnot necessarily updated in the message, since aM SK transport message can be sent e.g. to
update the Key Validity data.

If messageMAC verifievalidation is successful, then the MGV-F shall update in MGV-S the counter value in the Time
Stamp payload associated with the corresponding MUK ID.

6.5.4 MTK processingvahdation-and-derivation

When the MGV -F receives the MIKEY message, it first determines the type of message by reading the BataTypefield
-the-commeon-headerEXT. If the key inside the message is an MTK _protected by MSK, MGV-F retrieves the MSK
with the ID given by the Extension payload.
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It is assumed that the MBMS service specific data, MSK and the sequence number SEQs, have been stored within a
secure storage (MGV-S). Both MSK and SEQs were transferred to the MGV -S with the execution of the MSK update
procedures. Theinitial value of SEQs is determined by the service provider.

The MGV-F shal only calculate and deliver the MBMS Traffic Keys (MTK) to the ME if the ptm-key information is
deemed to be fresh.

The MGV -F shall compare the received SEQp, i.e. MTK ID from the MIKEY message with the stored SEQs. If SEQp
isequal or lower than SEQs then the MGV-F shall indicate a failure to the ME. If SEQp is greater than SEQs then the
MGV F shaII verlfy the mtequty of the MIKEY message accordl ng to RFC 3830 [9] @aleulate%heMAGasdeﬁned—m

KEMAGpaerad—m%he%AH(—BAmmge If theMAGvenflcatlon is unsuccessful then the MGV F WI|| |nd|cate a
failure to the ME. If the-MAC verification is successful, then the MGV -F shall update SEQs with SEQp value and

extract the start-the-generation-of MTK _from the message. The MGV -F then provides the MTK to the ME.

The MGV-F shall update in MGV-S the counter value in the Time Stamp payload associated with the corresponding
MSK ID.

NOTE: MIKEY includes functionality to derive further keys from MTK if needed by the security protocol. The
key derivation is defined in section 4.1.3 of RFC 3830 [9] (MIKEY).].
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*kkkkkkk N EXT C HA N G E********

MSK identification

‘ Every MSK isuniquely identifiable by its Network | D--Key-Greup+B and MSK ID

where

Network ID = MCC || MNC and is 3 byteslong. It is carried in the IDi payload in MIKEY message

MSK ID = (Service ID part || Key ID part) where

Service ID part Key-Group-H-is 2 byteslong and is used to group keys together in order to allow redundant
MSKs to be deleted. Htscarried-n-the CSBD-freld-of- MHKEY-commen-header-

Key ID part MSK-+B-is 2 byteslong and is used to distinguish MSK's that have the same Network 1D and
Service ID part. Value 0x0 shall be used to denote the current M SK .Key-GrouptB. Hiscarriednthe MSK-

1D-field-of MHKEY-extension-payload:
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The MSK ID iscarried in the extension payload in MSK key update messages and in CSB ID field in MTK
key update messages.

If the UE receives an MSK and already contains two other MSK's under the same Network ID and with the same Key
GroupService 1D _part, then the UE shall delete the older of these two MSKs.

Editor's Note: The handling of M SK's may need some enhancement to cover download services, where the MSK is
fetched after the UE has received the encrypted data.

*kkkkkkk N EXT C HA N G E********

6.3.3.1 MTK identification
Every MTK isuniquely identifiable by its Network 1D, Key-GreuptbD-MSK ID and MTK ID
where

Network | D;Key-Group+D and MSK ID are as defined in clause 6.3.2.1.

Editor's Note: The format of MTK isffs.

*kkkkkkk N EXT C HA N G E********

6.4.4  General extension payload

The MSK and MTK shall be delivered in messages that conform to the structure defined in RFC 3830 [9] (MIKEY). To
be able to keep track of the keys that is delivered in the message, a new-general Extension Payload (EXT) is defired

used that conforms to the structure defined in [13]-section-6-15-6F RFC-3830-SH{MHKEYS.

The type and | Ds of the Hvehved-keys that is delivered in the message areis kept-carried in the EXT. ThisEXT is
incorporated in the MIKEY messages (see Figure 6.4).; to-enable the UEto-look-uptThe identity of the key, which was
used to protect the messageis carried in CSB ID field of the common header;-and-which-key-is-delivered-inthe
message. This EXT isincorporated-inthe MIKEY-messages (see Figure 6.4).

When an MIKEY message M-SK-is delivered to a UE, theit MHKEY-message-contains an EX7—Extension Payload that
heldsincludes Type field value x.

Editoris Note: The type value will be replaced by an IANA reguested val ue.

The CSB |ID field identifies the outer key ID that isthe ID of the key used as pre-shared secret for the key delivery (i.e.
an MUK or MSK). The EXT include aKey Type ID sub-payload as defined in [13]. It identifiesthe inner key ID that is
transported in the message (i.e. an MSK or MTK). For messages that contain an MSK, the CSB ID field includes the
MUK ID of the MUK used to protect the delivery, and the Key Type ID subpayload includes the Key Type and MSK
ID of the MSK delivered in the message. For messages that contain an MTK, the CSB ID field includes EXT-ecentains
the MSK 1D of the MSK used to protect the delivery, and the Key Type ID subpavl oad includes the Key Type and
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MTK ID of the MTK contained in the message. The MSK ID and MTK ID are increased by 1 every time the
corresponding key is updated. It is possible that the same MTK is delivered several timesin multicast, and the ME can
then discard messages related to akey it already hasinstead of passing them to the MGV -F.

The MGV -F (see clause 6.5) protectsitself from a possibly malicious ME by checking the integrity and freshness of the
MIKEY message.

The format of the key IDs shall be represented by unsigned integer counters, different from zero. The reason for
disallowing zero isthat it is reserved for future use. Note that this means that there can only be 2¥{ n} - 1 different keys
in use during the same session, where n is the number of bitsin the ID field.

Key Type ID subpayload (variable length)

Figure 6.4: Extension payload used with MIKEY

6.4.5.1 MSK message structure

The structure of the MIKEY message carrying aMSK key is depicted in Figure 6.5. The actual key that isdelivered is
kept in the KEMAC payload. The MIKEY -RAND is used to derive e.g. encryption and authentication keys from the
received keys. Itissent only in theinitial MSK delivery message. The identity payloads of the initiator's and
responder's I Ds shall be included in the MSK transport messages. IDi isthe ID of the BM-SC and IDr isthe ID of the
UE. Security Policy (SP) payload includes information for the security protocol such as algorithmsto use, key lengths,
initial values for algorithms etc. The Key Validity Data subfield is present in the KEMAC payload when MSK is
transported but it is not present for MTK transport. The field defines the Key Validity Time for MSK in terms of
sequence number interval (i.e. lower limit of MTK ID and upper limit of MTK ID). The lower limit of the interval
defines the SEQs to be used by the MGV -F (see clause 6.5).

Editor's Note: The type (URI or NAI) of identity payloads to use are for further study.

Editor's Note: The contents of the Security Policy payload depends on the used security protocols. RFC 3830 [9]
(MIKEY) has defined Security Policy payload for SRTP, but for other security protocols there is a need
to define new Security Policy payloads. The exact definitions of these are FFS.
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Common HDR
TS

MIKEY RAND
IDi
IDr
{SP}
EXT
KEMAC

Figure 6.5: The logical structure of the MIKEY message used to deliver MSK.
For use of brackets, cf. section 1.3 of RFC 3830 [9] (MIKEY)

kkkkkkkk N EXT C HA N G E********

6.4.5.3 MTK message structure

The structure of the MIKEY message carrying aMTK key isdepicted in Figure 6.7. The actual key that isdelivered is
kept in the KEMAC payload. The network identity payloads (1Di) shall be used in MTK transport messages.

Common HDR
TS
IDi
EXT
KEMAC

Figure 6.7: The logical structure of the MIKEY message used to deliver MTK
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kkkkkkkk N EXT C HA N G E********

6.4.6 Processing of received messages in the ME

6.4.6.1 MSK MIKEY Message Reception

When the MIKEY message arrives at the ME, the processing proceeds following the steps below (basically following
section 5.3 of RFC 3830 [9]).

1. The Extension Payload (BataTFypefield-of the-commenMHCEY-header (HDR)EXT) is examined, and if it
indicates an MSK delivery protected with MUK, the MUK ID is extracted from the Extension-PayleadCSB ID
field.

2. The Timestamp Payload is checked, and the message is discarded if the counter is larger or equal to the current
MIKEY replay counter associated with the given MUK (the counter valueis retrieved from MGV-S). To avoid
issues with wrap around of the ID fields "smaller than" should be in the sense of RFC 1982 [10].

3. The Security Policy payload is stored if it was present.
4. The message istransported to MGV -F for further processing, cf clause 6.5.2.

5. The MGV-F replies success or failure.

6.4.6.2 MTK MIKEY Message Reception

When the MIKEY message arrives at the ME, the processing proceeds following the steps below (basically following
section 5.3 of RFC 3830 [9]).

1. The Extension Payload (BataTypefield-of-the-commonMHEY-header (HDR)}-EXT) is examined, and if it
indicates an MTSK delivery protected with MSK, the MSK ID is extracted from the Extension-PayloadCSB 1D
field.

2. The Timestamp Payload is checked, and the message is discarded if the counter is larger or equal to the current
MIKEY replay counter associated with the given MSK (the counter value isretrieved from MGV-S). To avoid
issues with wrap around of the ID fields ““smaller than¥should be in the sense of RFC 1982 [10].

3. If the MTK ID extracted from the Extension payload is less than or equal to the current MTK ID (kept in the
ME), the message shall be discarded.

4. The message is transported to MGV-F for further processing, cf 6.5.3.
5. The MGV-F replies success (i.e. sending the MTK) or failure.

*kkkkkkk N EXT C HAN G E*****'k**

6.6.2.1 Usage of SRTP

When it isrequired to protect MBMS streaming data SRTP (Secure Real-time Transport Protocol) as defined in

RFC 3711 [11] shall be used. The MTK is carried to the UES from the BM-SC using RFC 3830 [9] (MIKEY) with
extensions defined according to this specification. MTK shall be used as the master key in SRTP key derivation to
derive the SRTP session keys as defined in section 4.3 of RFC 3830 [9]. The correct MTK to use to decrypt the datais
indicated using the MK (Master Key identifier) field, which isincluded in the SRTP packets as defined in

RFC 3711 [11]. The form of MKI shall be a concatenation of Network ID, Key-GrouptB,-MSK ID and MTK ID, i.e.
MKI = (Network 1D || Key-GroupB-JfMSK ID || MTK ID).

If the SRTP packets are to be integrity protected, the SRTP authentication tag is appended to the packets as defined in
RFC 3830 [9].
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SRTP security policy parameters, such as encryption algorithm, are transported in MIKEY Security Policy payload as
defined in section 6.10.1 in RFC 3830 [9].

*kkkkkkk N EXT C HAN G E******'k*

D.1 MSK Update Procedure

This procedure is part of the MSK update procedure as described in clause 6.5 (Validation and key derivation functions
inMGV-F).

The ME has previously performed a GBA_U bootstrapping procedure as described in TS 33.220. The UICC stores the
corresponding Ks_int_ NAF together with the NAF_Id associated with this particular bootstrapping procedure.

The ME receives aMIKEY message containing an MSK update procedure. After performing some validity checks, the
ME sends the whole message to the UICC. The ME aso includesin thisrequest NAF_Id to identify the stored
Ks int NAF.

The UICC then usesKs_int_ NAF asthe MUK value for MUK derivation and MSK validation and derivation (as
described in clause 6.5.3).

After successful MSK Update procedure the UICC stores the Network | D-Key-Gredp+D, MSK ID, MSK and MSK
Validity Time (in the form of MTK ID interval).

uiccC ME

MBMS Procedure (MSK Update Mode)
NAF_Id || MIKEY

Success/Failure
>

Figure D.1: MSK Update Procedure

*kkkkkkk N EXT C HAN G E********

D.3 MTK generation and validation

This procedure is part of the MTK generation and validation function as described in clause 6.5.4 (MTK validation and
derivation).

The ME receives the MIKEY message (containing Header, Time stamp, Network |1D;-ey-Grodup+D, MSK 1D, MTK
ID = SEQp, MSK_C[MTK] and MAC). After performing some validity checks, the ME sends the whole message to the
UICC. The UICC computes the MGV -F function as described in clause 6.5. (Validation and key derivation functionsin
MGV-F). After successful MGV -F procedure the UICC returnsthe MTK.

uicC ME
MBMS Procedure (MTK traffic Mode)
MIKEY
<
MBMS Procedure response
MTK / Failure

>

Figure D.3: MTK Generation and Validation
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6.3.2 MSK procedures

6.3.2.1 MSK identification
Every MSK isuniquely identifiable by its Network ID, Key Group ID and MSK 1D
where
Network ID = MCC || MNC and is 3 byteslong. It is carried in the IDi payload in MIKEY message

Key Group ID is 2 byteslong and is used to group keys together in order to alow redundant MSK s to be deleted.
Itiscarried inthe CSB ID field of MIKEY common header.

MSK ID is 2 byteslong and is used to distinguish M SKs that have the same Network 1D and Key Group ID. Itis
carried in the MSK-ID field of MIKEY extension payload.

If the UE receives an MSK and already contains two other MSKs under the same Network ID and Key Group 1D, then
the UE shall delete the older of these two MSKs.
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Editoris Note: The handling of MSK's may need some enhancement to cover download services, where the MSK is
fetched after the UE has received the encrypted data.

6.3.2.2 UE-initiated-MSK retrieval update-procedures

6.3.2.2.1 Basic MSK retrieval procedure

When a UE detects that it needs the MSK(s) for a specific MBMS User service, the UE should try to get the MSK(s)
that will be used to protect the data transmitted as part of this mutticast-User sService. In the MSK request the UE shall
list the Key-GroupM SK 1Ds for which the UE needs the MSK(s).

Thebasic MSK retrieval procedure is a part of different other procedures, e.g.ReasonsferUEtoretrievethe MSK{(s)

- retrieval-of-initia-MSKs initiation of key management e-g—when the UE has joined the MBM S user service;
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HTTP 401 WWW-Authenticate
(digest challenge)

A

HTTP POST Authorization request
(digest response) (MSK request)

HTTP 200 OK Authentication-Info
(success/ failure)

A

MIKEY (MSKs)/ UDP

A

MIKEY ACK / UDP

HTTP 401 WWW-Authenticate
(digest challenge)

A

HTTP POST Authorization request
(digest response) (List of Key Group IDs)

HTTP 200 OK Authentication-Info
(success/ failure)

A

MIKEY (MSKs) / UDP

A

MIKEY ACK / UDP

Figure 6.1: UE-initiated-MSK-delveryBasic MSK retrieval procedure

The communication between the UE and the BM-SC is authenticated and integrity protected with HTTP Digest as
described in subclause 6.2.1 of this specification.

The UE requests for the M SK's using-with the HT TP POST message. The following information key-dentification
Hafermatienisincluded in the elient-payload-ef-the HT TP message

- key identification information: alist of Key-GroupMSK |Ds:

NOTE: When the Key 1D part of the MSK ID(—s) areis set to 0x0, this meansthe current MSK see clause 6.3.2.1net

Editorsi Note: The exact syntax of the HTTP request message, e.0. possible XML schema of the request parameters
in the client payload and its MIME type are to be specified in stage 3.

The BM-SC authenticates the UE with HTTP Digest using the keys received from GBA as described in subclause 6.2.1
and verifi es thaI the subscri ber is authorlzed to rece|ve the M SKsfor this servi ce. may-ehaHenge%heUEw&hHir—'FP
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The BM-SC sends aresponse in HTTP 200 OK message with Authentication-Info header. The response ix-chient
paytead-includes eadise-codefor-success or refectfailure.

Editorsi Note: The exact syntax of the HTTP response message, e.9. possible XML schema of the success or failure
parametersin the client payload and its MIME type are to be specified in stage 3.

The UE checks the validity of the HT TP response message. |f the message indicated failure, the UE may retry or leave
the User Service.

If the key-requestHT TP procedure above resulted to success, the BM-SC sendsinitiates MIKEY messages procedures
over UDP transporting the requested MSKsto the UE.

If it was regquested by the BM-SC, the UE sendsa MIKEY acknowledgement message to the BM-SC.

If the UE failsto get hold of the MSK or receives no confirmation that no updated M SK is necessary or available at this
time, then, unless the UE has a still-valid, older MSK, the UE shall |leave the MBMS user service.

6.3.2.2.2 Initiation of key management

When a UE has received User Service information via User Service Discovery / Announcement procedures describing a
MBMS User Service and the user has triggered the activation of that User Service, the UE should try to get the M SK(s)
that will be used to protect the data transmitted as part of this User Service.

NOTE: The User Service Discovery / Announcement procedures are specified in TS 26.346 [13]. It is out of the
scope of the present specification how the UE receives the User Service information and how the User
Serviceistriggered in the UE.

The UE shall receive the following information via the User Service Discovery / Announcement procedures:

- Domain name of the key management server (i.e. the BM-SC). This for the UE to know to which |P address to
send the M SK request

Confidentiality protection: on/ off

Integrity protection: on / off

- ldentifiers of the Key-Groups1DsM SKs needed for the User Service

NOTE-The Key ID part of the MSK 1D(s) shall be set to 0x0 to denote the current M SK. Specific Key ID values are
not used since they may change over time and Key-Group D Service ID part of MSK ID is sufficient to
identify the MSKs, see clause 6.3.2.1.

- Mapping information how the M SKs are used to protect the different User Service Sessions

Editorsi Note: The exact syntax of the service announcement information including security parameters, e.qg.
possible XML schema of the parameters and its MIME type are to be specified in SA4.
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UE User Service Discovery / BM-SC
Announcement (security parameters)

A

HTTP POST (List of Key Group IDs)

; HTTP 401 WWW-Authenticate :
: (digest challenge)

A

: HTTP POST Authorization request

(digest response) (List of Key Group IDs)

HTTP 200 OK Authentication-Info
(success/ failure)

A

MIKEY (MSKs) / UDP

A

MIKEY ACK / UDP

v

UE User Service Discovery / BM-SC
Announcement (security parameters)

A

HTTPPOST (List of MSK IDs)

HTTP 401 WWW-Authenticate
(digest challenge)

A

HTTP POST Authorization request
(digest response) (List of MSK 1Ds)

HTTP 200 OK Authentication-Info
(success/ failure)

A

MIKEY (MSK) / UDP

A

MIKEY ACK /UDP

v

Figure 6.x: MSK retrieval procedure
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The communication between the UE and the BM-SC is authenticated and integrity protected with HTTP Digest as

described in subclause 6.2.1 of this specification.

The UE requests for the MSK's using with the HTTP POST message.

Therest of the procedure isthe same asin 6.3.2.3.1.
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6.3.2.2.3  Missed key update procedure

When the UE has missed an M SK update and it detects that it has not got the current MSK, e.g. from the received
traffic, it may trigger the retrieval of the current MSK from the BM-SC. The procedure is the same as the Basic MSK
Retrieval procedure in subclause 6.3.2.3.1.

6.3.2.2.4 BM-SC solicited pull

While the push is the regular way of updating the M SK to the UE, there may be situations where the BM-SC solicits the
UE to contact the BM-SC and request for new M SK. Examples of such situations are when the BM-SC wants the UE to
authenticate itself during the service or when the MUK has expired or when the BM-SC wants to re-key all UEs.
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UE

MIKEY (key id = 0x0) / UDP BM-SC

A

HTTP POST (MSK request)

HTTP 401 WWW-Authenticate
(digest challenge)

A

HTTP POST Authorization request

(digest response) (MSK request)

HTTP 200 OK Authentication-Info
(success/ failure)

A

MIKEY (MSKs) / UDP

A

MIKEY ACK / UDP

UE

A

v

BM-SC
MIKEY (MSK 1D = 0x0)

HTTP POST (Key Group ID)

—————————————————————————————————————————————————————————————————————

HTTP 401 WWW-Authenticate
(digest challenge)

A

HTTP POST Authorization request

(digest response) (Key Group D)

HTTP 200 OK Authentication-Info
(success/ failure)

A

A

MIKEY (MSKs) / UDP

MIKEY ACK / UDP

v
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UE BM-SC
MIKEY (Key ID part of MSK 1D=0x0)

A

HTTP POST (MSK ID)

HTTP 401 WWW-Authenticate
(digest chalenge)

A

HTTP POST Authorization request '
(digest response) (MSK 1D)

HTTP 200 OK Authentication-Info
(success/ failure)

A

MIKEY (MSKs) / UDP

A

MIKEY ACK / UDP

v

Figure 6.3: BM-SC solicited pull

The BM-SC sends MIKEY message over UDP to the UE. The Key ID part of the MSK ID in the extension payload of
the MIKEY message shall be set to 0x0 to indicate that the UE should request for current M SK from the BM-SC.

NOTE: Since the integrity of the MIKEY message still needs to be assured, a KEMAC payload shall be included in
the MIKEY message from the BM-SC. There is however no key present in the message. Thus by setting
the Encr datalen field to zero, only the MAC of the message will be included.

When receiving the message, the UE shall request for the current MSK for the specified Key-GroupService |ID. The
BM-SC may trigger re-authentication of the UE or even re-run of GBA procedure to update the MUK asis described in

[6].
Therest of the procedureisthe same asin 6.3.2.3.1.

6.3.2.3 BM-SCHnitiated-MSK update-push procedures

6.3.2.3.1 Pushing the MSKs to the UE

The BM-SC controls when the MSK s used in a multicast service are to be changed. The below flow describes how
MSK changes are performed.

UE BM-SC
MIKEY (MSKs)/ UDP

A

MIKEY ACK /UDP

v

Figure 6.2: Pushing the MSKs to the UE

When the BM-SC decides that it istime to update the MSK, the BM-SC sends MIKEY message over UDP transporting
the requested M SK s to the UE.

If requested by the BM-SC, the UE sendsa MIKEY acknowledgement message to the BM-SC.
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6.3.2.3.2— Push selicited puliVoid

UE BM-SC
MIKEY (key id = 0x0) / UDP
HTTP POST (MSK request)
i HTTP 401 WWW-Authenticate |
| (digest challenge) 5
i HTTP POST Authorization request |
E (digest response) (MSK request) i
©  HTTP2000K Authentication-Info
(success/ failure)
MIKEY (MSKs) / UDP
MIKEY ACK / UDP
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