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Reason for change: [# It needs to be specified how the Key Group-ID is put into the CSB-ID field of the
MIKEY common Header, as the Key Group ID is 2 bytes long and the CSB-ID is
32 bits long.

Section 6.1 of MIKEY specifies:
* CSB ID (32 bits): identifies the CSB. It is RECOMMENDED that it is
chosen at random by the Initiator. This ID MUST be unique between
each Initiator-Responder pair, i.e., not globally unique. An
Initiator MUST check for collisions when choosing the ID (if the
Initiator already has one or more established CSB with the
Responder). The Responder uses the same CSB ID in the response.

Summary of change: 88 It is proposed that the BM-SC chooses the most significant 16-bits randomly and
the assigns the Key-Group-ID to the least significant bits of CSB-ID.

Consequences if !38\ Interoperability problems may occur as it will be unspecified how the Key-Group-
not approved: ID is put into CSB-ID

Clauses affected: |8 6.4.2, 3.4 (new)
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Other comments: !SG\ S3-040858CR008 modifies the same section 6.4.2, but not the same text
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** FIRST CHANGE ***

3.4 Conventions

All data variables in this specification are presented with the most significant substring on the left hand side and the
least significant substring on the right hand side. A substring may be a bit, byte or other arbitrary length bitstring.
Where a variable is broken down into a number of substrings, the leftmost (most significant) substring is numbered 0,
the next most significant is numbered 1, and so on through to the least significant.

** END OF CHANGE ***

** LAST CHANGE ***

6.4.2 MIKEY common header
MIKEY shall be used with pre-shared keys as described in RFC 3830 [9].

MSKs shall be carried in MIKEY messages with a Data Type value of 0x07 in the MIKEY common header that signals
that the message containsan MBMS MSK. This allows legacy MIKEY implementations to discard the message early in
the processing stage. The messages are sent point-to-point between the BM-SC and each UE. The messages use the
MUK shared between the BM-SC and the UE as the pre-shared secret in MIKEY .

Oncethe MSK isin place in the UE, the UE can make use of the multicast MTK messages sent by the BM-SC. The
MTK is carried in messages conforming to the structure defined by MIKEY and use the MSK as the pre-shared secret.
A Data Type value of 0x08 is used in the MIKEY common header to signal that the message containsan MBMS MTK.

To keep track of MSKsand MTKs, anew Extension Payload (EXT) is added to MIKEY . The Extension contains the
identities of MSKs and the MTK's (see clauses 6.3.2 and 6.3.3).

If the BM-SC requires an ACK for an MSK key update message thisisindicated by setting the V-bit in the MIKEY
common header. The UE shall then respond with aMIKEY message containing the verification payload. In the case the
server does not receive an ACK, normal reliability constructions can be used, e.g., start atimer when the message is
sent and then resend the message if no ACK isreceived before the timer expires.

When creating a new CSB, Fthe BM-SC shall assign a value to the CSB ID field of MIKEY common header in the
following way: shal-carry-the key-Group+b-

CSB-ID [0..15] is chosen randomly according to section 6.1 of RFC 3830 [9]

CSB-ID [15..31] = Key Group ID [0..15]

** END OF CHANGE ***
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