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7.2.4 Interworking cases

It is expected that both fully 3GPP compliant UEs implementing the security mechanismsin TS 33.203 [2] (denoted
“fully compliant” in the following) and UEs implementing the early IMS security security solution specified in the
present document (denoted “early IMS’ in the following) will access the same IMS. In addition, IMS networks will
support only fully compliant UEs, early IMS UEs, or both. Both UEs and IM S networks must therefore be able to
properly handle the different possible interworking cases.

Since early IM S security does not require the security headers specified for fully compliant UES, these headers shall not
be used for early IMS. The Register message sent by an early IMS UE to the IMS network shall not contain the security
headers specified by TS 33.203 (Authorization and Security-Client).

Asaresult, early IMS UEs shall not add an explicit indication for the security used to the IMS signaling. An IMS
network supporting both early IMS and fully 3GPP compliant UES shall use early IM S security for authenticating the
UE during registrations that do not contain the security headers specified by TS 33.203 (Authorization and Security-
Client).

Without sending an Authorization Header in the initial Register message, early IMS UEs only provide the IMS public
identity, but not the IMS private identity to the network (thisis only present in the Authorization header for fully
compliant UEs). The IMS private identity shall therefore be derived from the subscriber’ s public identity in the HSS.

During the process of user registration, the Cx interface carries both the private user identity and the public user identity
in Cx-MAR reguests (sent by I-CSCF and S-CSCF). For early IMS, only the public user identity shall be sent to the
HSS within these requests, and the private user identity shall be empty. This avoids changes to the message format to
the Cx interface.

If the S-CSCF receives an indication that the UE isearly IMS, then it shall be able to select the 1 P-based”
authentication scheme in the Cx-MAR request. The Cx interface shall support the error case that the S-CSCF selects the
“Digest-AKAV1-MD5” authentication scheme based on UE indication, but the HSS detects that the subscriber has a
SIM instead of aUSIM or ISIM. In this case the HSS shall respond with an appropriate error command. The S-CSCF
will then respond to the UE with a 403 Forbidden message. If the UE is capable of early IMS then, according to step 5,
the UE will take this as an indication to attempt registration using early IMS.

For interworking between early IMS and fully compliant implementations during IM S registration, the following cases
shall be supported:

1. Both UE and IMS network support early IMS only
IMS registration shall take place as described by the present document.
2. UE supportsearly IMS only, IMS network supports both early IMS and fully compliant access security

The IMS network shall use early IM S security according to the present document for authenticating the UE for
all registrations from UEs that do not provide the fully compliant security headers.

3. UE supports both, IMS network supports early IMS only

If the UE aready has knowledge about the IMS network capabilities (which could for example be
preconfigured in the UE), the appropriate authentication method shall be chosen. Fully compliant security shall
be used, if the network supports this, otherwise early IM S security shall be used.

If the UE does not have such knowledge it shall start with the fully compliant Registration procedure. The
early IMS P-CSCF shall answer with a 420 “Bad Extension” failure, since it does not recognize the method
mandated by the Proxy-Require header that is sent by the UE in theinitial Register message (this header
cannot be ignored by the P-CSCF).

The UE shall, after receiving the error message, send an early IMS registration, i.e., shall send anew Register
message without the fully compliant security headers. The network shall respond with a 200 OK message
according to the registration message flow as specified in clause 7.2.5.1.
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4. UE and IMS network support both

The UE shall start with the fully compliant IM S registration procedure. The network, with receiving theinitial
Register message, receives indication that the UE is fully compliant and shall continue as specified by TS
33.203.

5. UE supportsearly IMS only, IMS network supports fully compliant access security only

The UE sends a Register message to the IM S network that does not contain the necessary security headers
required by fully compliant IMS. In this case the IMS network will answer with an error message (403
Forbidden with “ Authentication Failed” reason phrase) indicating to the early IMS UE that the authentication
method isincorrect. After receiving the error message, the early IMS UE shall stop the attempt to register with
this network, since early IMS is not supported.

6. UE supports fully compliant access security only, IMS network supports early IMS only

The UE shall start with the fully compliant IMS registration procedure. The early IMS P-CSCF shall answer
with a420 “Bad Extension” failure, since it does not recognize the method mandated by the Proxy-Require

header that is sent by the UE in the initial Register message (this header cannot be ignored by the P-CSCF).

After receiving the error message, the UE shall stop the attempt to register with this network, since the fully
3GPP compliant security according to TS 33.203 is not supported.
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Annex A:
Comparison with an alternative approach — HTTP Digest

An alternative approach would have been to use password-based authentication for early IMS implementations. For
example, HTTP Digest (IETF RFC 2617) could have been used for authenticating the IMS subscriber. The HTTP
Digest method is awidely supported authentication mechanism. It is not dependent of the GPRS network and it does
not require new functional elements or interfacesin IMS network. However, this method would have reguired a
subscriber-specific password to be provisioned on the IMS UE. This alternative is not adopted for usein early IMS
systems.

The HTTP Digest method has the following advantages and disadvantages:
Advantages:

- Fully standardized and supported by RFC 3261 [6] compliant implementations and therefore by 3GPP TS 24.229
[7] compliant implementations (S|P protocol mandates support of HTTP Digest).

- HTTP Digest can support partial message integrity protection for those parts of the message used in the
calculation of the WWW-Authenticate and Authorization header field response directive values (when
gop=auth-int).

- HTTP Digest implementations can employ methods to protect against replay attacks (e.g. using server created
nonce values based on user 1D, time-stamp, private server key, or using one-time nonce values).

Disadvantages:

- HTTP Digest may impose restrictions on the type of charging schemes that can be adopted by an operator. In
particular, if a subscriber could find out his or her own password from an insecure implementation on the UE,
then he or she could share the IM S subscription with friends. This could impact revenue for the operator if
bundled or partly subscription based tariffs are used rather than purely usage based tariffs. For example, a
subscriber could take out a subscription for 100 instant messages and then share this with his or her friends.
Although contractual obligations could be imposed on customersto prohibit this behaviour, in practice this
would be difficult to enforce without employing special protection mechanisms, e.g. disallow multiple binding to
asingle IP address. If charging were purely usage based then there would be no incentive for the subscriber to do
this, therefore using HT TP Digest may not impact on operator’s revenue. The solution specified in clause 7 is
flexible in allowing a range of different charging modelsincluding bundled or partly subscription based tariffs.

- HTTP Digest provides aweaker form of subscriber authentication when compared with the levels of
authentication used for other services offered over 3GPP networks, where authentication is typically based
directly or indirectly on the (U)SIM. Subscription authentication depends, among other things, on the strength of
the password used as well as on the password provisioning methods, such as bootstrapping passwords into the
IMS capable UE. A weak subscriber authentication, vulnerable to dictionary attacks, has implications on the
reliability of charging, and on the level of assurance that can be given to the customer that their communications
cannot be masgueraded. In the solution specified in clause 7, authentication of the IMS subscriber isindirectly
based on (U)SIM authentication at the GPRS level. The level of security is similar to that currently used for
certain WAP services, where the user’'s MSISDN is provided by the GGSN to the WAP gateway. Security does
not rely on the UE securely storing any long-term secret information (e.g. passwords).

- HTTP Digest provisioning is more complex since subscriber-specific information (i.e. passwords) must be
installed or bootstrapped into each IMS UE.
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