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4.4.6 Requirements on reference point Zn
The reguirements for reference point Zn are:
- mutual authentication, confidentiality and integrity shall be provided;

- If the BSF and the NAF are located within the same operator's network, the Zn reference point shall be secured
according to NDS/IP [13];

- If the BSF and the NAF are located in different operators networks, the Zn' reference point between the D-Proxy
and the BSF shall be secured using TLS as specified in RFC 2246 [6];

Editor'sNote:  The TLS Certificate profiling needs to be completed and will be added into an Annex.
- The BSF shall verify that the requesting NAF is authorised;

- The NAF shall be able to send a key material request to the BSF, containing NAF's public hostname used by the
UE's corresponding request. The BSF shall be ableto verify that a NAF is authorized to use this hosthame, i.e.
the FQDN used by UE when it contacts the NAF;

- The BSF shall be able to send the requested key materia to the NAF;

- TheNAF shall be ableto get a selected set of application-specific user security settings from the BSF, depending
on the policy of the BSF and the application indicated in the request from the NAF over Zn;

- The NAF shal be able to indicate to the BSF the single application or several applications it requires user
security settings for;

NOTE: If some application needs only a subset of an application-specific user security setting, e.g. only one
IMPU, the NAF selects this subset from the complete set of user security settings sent from BSF.

- The BSF shall be able to configure on aper NAF or per application basisif private subscriber identity and which
user security settings may be sent to aNAF;

- TheBSF shall be ableto indicate to the NAF the lifetime of the key material. The key lifetime sent by the BSF
over Zn shall indicate both the bootstrapping time and the expiry time of the key, and shall be identical to the
expiry time of the key Hfetime-sent by the BSF to the UE over Ub.

NOTE: Thisdoes not preclude a NAF to refresh the key before the expiry time according to the NAF's local
policy.

Editor's note: It isffswhich actions are to be taken over Zn when the BSF receives a user security settings update from
the HSS over Zh.
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