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1
Decision/action requested

This contribution proposes to update solution#40 in TR 33.713 [1].
2
References

[1]

TR 33.713
[2]

TR 23.700-13
3
Rationale

In TR 23.700-13 [2] solution 40, following editor’s notes are documented:

Editor’s Note:
Clarification and potential risk (e.g. replay attack) evaluation on step 3 is ffs.

Editor’s Note:
Clarification on key derivation is ffs.

Editor’s Note:
Clarification on KSI usage is ffs.

In this solution, AIoT device generates NONCEDV and uses NONCENW from the paging message for command protection, thus two-way challenge and response is introduced which can prevent replay attack in step 3.
Example of key derivation is added, e.g., using HMAC-SHA256 function.

KSI is removed to avoid confusion.

Additionally, evaluation is added.
4
Detailed proposal

It is proposed that SA3 approve the below pCR for inclusion in the TR [1].
***** START OF 1st CHANGE *****
6.0
Mapping of solutions to key issues

Table 6.1-1: Mapping of solutions to key issues
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Editor’s Note: Each solution should be mapped here.

***** START OF 2nd CHANGE *****
6.40
Solution #40: Communication security for reading all information from AIoT device

6.40.1
Introduction

This solution addresses KI#4 for the case that network wants to read all information from an AIoT device, as well as addresses KI#5 for network authenticating AIoT device. 

The AIoT device may be a simple device that only contains limited information, e.g., temperature, type, etc. The AIoT AF may need to read all information from an AIoT device in this case. This solution proposes to optimize the signaling procedure in this case.

6.40.2
Solution details

The following figure shows the call flow for protecting communication for reading all information from AIoT device. The RAN reader case and UE reader case are shown in one figure, which one is used depends on the deployment topology.
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Figure 6.40.2-1: Communication protection for reading all information from AIoT device

0.
The UE reader has registered into 5G network with primary authentication performed successfully. The algorithms are preconfigured in AIoT device, e.g., during manufacture phase.

1.
The AIoT AF sends AIoT Read Request to the AIoT NF/AMF via the NEF. The filter for memory reading indicates all, i.e., reading all memory information.

2.
The AIoT NF/AMF instructs paging with read indication and a NONCENW to the UE reader via DL NAS message (CP method) or via a PDU Session (UP method), or to the RAN reader.

3.
The RAN reader or UE reader broadcasts an AIoT paging message for the AIoT device with read indication and the NONCENW, which is used by all the AIoT devices that are paged.

4.
The AIoT device determines to responds to the AIoT paging message, it detects that the AIoT paging message contains a read indication and a NONCENW, then generates a NONCEDV and derives a KAIoT-enc and a KAIoT-int based on root key for communication, the NONCEDV, and the NONCENW. The AIoT device integrity and confidentiality protects the information and sends an AIoT Information message with the protected payload and the NONCEDV to the UE reader or the RAN reader. The UE reader or the RAN reader forwards the AIoT Information message to the AIoT NF/AMF. 
An example of key derivation function can be HMAC-SHA256, the input for derivation of KAIoT-enc and KAIoT-int can be root key for communication and NONCEDV||NONCEDV||algorithm-index.
The NONCEDV can also be used for anti-replay attack that may be performed in step 3, i.e., even an attacker replays an AIoT paging broadcasted before, the tuple of <NONCENW, NONCEDV> used for communication security protection will not be the same as early used.
5.
The AIoT NF/AMF sends an AIoT Key Request with the NONCEDV and the NONCENW to the AAA-S.

6.
The AAA-S derives a KAIoT-enc and a KAIoT-int as the same way the AIoT device computed based on the root key for communication, the NONCEDV, and the NONCENW.

7.
The AAA-S sends an AIoT Key Response with the KAIoT-enc and the KAIoT-int to the AIoT NF/AMF.

8.
The AIoT NF/AMF performs integrity check and decryption on the protected payload based on the received keys, and if integrity check succeeds, the AIoT NF/AMF sends an AIoT Read Response with the plain text payload to the AIoT AF via NEF.




6.40.3
Evaluation

The solution works for command only case, specifically for read service, and no explicit authentication procedure is needed. The information sent to the network is secure protected with freshness parameters from network and the AIoT device. The AIoT device only needs one UL AIoT message to report the information. In order to protect the report, the confidentiality protection that does not use NULL algorithm is recommended.
Editor’s Note: Further evaluation is FFS.

***** END OF 1st CHANGE *****
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