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1
Decision/action requested

This contribution proposes to update solution#10 in TR 33.713 [1].
2
References

[1]

TR 33.713
3
Rationale

Solution #10 for authentication is lack of evaluation.

The solution #10 offers flexibility for various deployment scenarios that utilize an AAA server for authenticating AIoT device via a authentication container, which can include standard authentication information, e.g, RAND, or non-standard authentication information that supports authentication method between AIoT device and AAA.
4
Detailed proposal

It is proposed that SA3 approve the below pCR for inclusion in the TR [1].
***** START OF 1st CHANGE *****
6.10
Solution #10: Authentication for AIoT device

6.10.1
Introduction

This solution addresses KI#5 to propose 3 authentication procedures for AIoT devices including UE reader and RAN reader cases.

6.10.2
Solution details

6.10.2.1
UE reader case

6.10.2.1.1
Alternative 1 – UE reader granularity

The following figure shows the call flow for AIoT device authentication via UE reader with UE reader granularity. This procedure has the following main points:

1. The operator is responsible for authorizing UE readers to provide AIoT services. This means that the operator does not manage individual AIoT subscriptions, but rather focuses on UE reader subscriptions. This allows the AIoT service to operate within licensed spectrum, with billing based on UE reader usage (e.g. per AIoT service) rather than the AIoT devices themselves.

2. As there is only SLA between the UE readers and operators, the operator does not require knowledge of AIoT authentication. Therefore, there is no specification of authentication between AAA and AIoT, and no need for SLA and trust establishment between AAA and 5GC. Instead, authentication is encapsulated in an Authentication Container.
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Figure 6.102.1.1-1: Authentication for AIoT device via UE reader with UE reader granularity

0.
The UE reader has established a PDU Session for authentication. The 5GC authorizes the PDU Session establishment procedure, e.g., based on subscription data.

1.
The AIoT AF sends Inventory command to the AIoT NF/AMF via NEF.

2.
The AIoT NF/AMF selects the UE reader for the inventory.

3.
The AIoT NF/AMF interacts with UDM/UDR to authorize the UE reader for the inventory, e.g., whether the UE reader is allowed to serve the AF for the inventory for the AIoT devices. If authorization succeeds, the UDM/UDR returns authorization information (e.g. AAA address) to the UE reader.

4.
In case the authorization succeeds, the AIoT NF/AMF responds with authorization success indication to the AIoT AF via NEF, the AIoT AF is ready for inventory notification according to the success indication.

5.
In case the authorization succeeds, the AIoT NF/AMF sends AIoT paging command encapsulated in a DL NAS Transport message to the UE reader. The authorization information may be included in the DL NAS Transport message.

6.
The UE reader may interact with AAA-S based on the authorization information over the PDU Session before paging AIoT devices, e.g., using mechanism described in RFC 4739 [7]. The AAA-S may return Auth Information 1 (e.g., NONCENW)  to the UE reader. 

An example of using the IKEv2 extension described in RFC 4739 [7] is that UE reader performs as initiator, and the AAA-S performs as responder, at the first authentication, the UE reader provides its own UE ID to be authenticated with AAA-S, while at the second authentication, the UE reader provides AIoT ID to the AIoTF to be authenticated with AAA-S, the UE reader will terminate EAP protocol, and translates Authentication Information in EAP message to Auth container to simplify AIoT’s authentication protocol.

7.
The UE reader broadcasts AIoT paging message, if the authentication information is received, it may include an Auth Container 1 that is constructed based on the Auth Information 1 received from the AAA-S.

NOTE 1:
The AIoT paging message is not mandate to support including Auth Container, in case that Auth Container is not included in the AIoT paging, it will be included in step 8 and the following steps, and there is no impact on AIoT paging. In case that AIoT container is included in the AIoT paging, whether and how to include Auth Container in the AIoT paging message, and the size restriction of the Auth Container needs RAN coordination.

8.
The AIoT device determines to responds to the AIoT paging message, it sends an AIoT message to the UE reader with Device ID and optional Auth Container 2, which contains information for authentication.

9.
The UE reader acts as proxy of the AIoT device to interact with AAA-S over the PDU Session for authentication between the AIoT device and the AAA-S. The UE reader may further interact with the AIoT device for authentication if required by AAA-S.

10.
In case the authentication succeeds, the UE reader will receive authentication success indication from AAA-S. The UE reader reports the inventory result to the AIoT AF.


The example of usage of authentication method and protocol can be referred in 6.10.2.3.

6.10.2.1.2
Alternative 2 – AIoT device granularity

The following figure shows the call flow for AIoT device authentication via UE reader with AIoT device granularity. This procedure has the following main points:

1. The operator is responsible for managing AIoT subscriptions, but the AIoT credentials are stored in AAA. That means the operator needs to trust authentication result from AAA (i.e. there is SLA between operators and external AAA owner, or operator manage the AAA server). This allows operator to bill based on AIoT devices themselves.

2. It is also assumed that AIoT credentials are stored in AAA with specific authentication method, or AIoT device and AAA are within the same network domain or the same vendor. Therefore, there is no specification of authentication between AAA and AIoT. Instead, authentication is encapsulated in an Authentication Container.
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Figure 6.10.2.1.2-1: Authentication for AIoT device via UE reader with AIoT device granularity

0.
The UE reader has registered into 5G network. The UE reader may establish a PDU Session for AIoT service.

1-4.
The same as described in steps 1-4 of clause 6.10.2.1.1.

5.
In case the authorization succeeds, the AIoT NF/AMF instructs the UE reader to page AIoT device(s). In case of CP method, the instruction is encapsulated in a DL NAS Transport message to the UE reader. In case of UP method, the instruction is delivered via the PDU Session to the UE reader. The authorization information may be sent to the UE reader too.

6.
The UE Reader may interact with AAA-S via the AIOT NF/AMF before paging AIoT devices, e.g., using mechanism described in RFC 4739[7]. The AAA-S may return Auth Information 1 to the UE Reader via the AIoT NF/AMF. 

An example of using the IKEv2 extension described in RFC 4739 [7] is that the UE reader acts as Initiator and EAP Peer, the AIoT NF acts as EAP Authenticator, the AAA-S acts as responder and EAP Authentication Server. At the first authentication, the UE reader may provide its own ID to the AIoTF to be authenticated with AAA-S (external authentication), while at the successive authentication, the UE reader provides AIoT ID to the AIoT NF to be authenticated with AAA-S, the UE reader will terminate EAP protocol, and translates Authentication Information in EAP message into Auth container to simplify authentication protocol for AIoT device. 

To be more specific, the UE reader initiates IKE_SA_INIT request and receives MULTIPLE_AUTH_SUPPORTED notification from the AAA-S via the AIoT NF. The UE reader then may perform step 7 or send its ID in the first IKE_AUTH request to trigger authentication between the UE reader and the AAA-S using EAP over IKEv2 to establish trust between the AAA-S and the UE reader for proxying the authentication between the AIoT devices and the AAA-S. The AAA-S may include the Auth Information 1 in the AUTH field of the first IKE_AUTH response, which also contains an EAP request.

The successive example IKEv2 message exchange based on RFC 4739 [7] is described in step 9.

7.
The UE reader broadcasts AIoT paging message, which may include the Auth Container 1.

NOTE 1:
The AIoT paging message is not mandate to support including Auth Container, in case that Auth Container is not included in the AIoT paging, it will be included in step 8 and the following steps, and there is no impact on AIoT paging. In case that AIoT container is included in the AIoT paging, whether and how to include Auth Container in the AIoT paging message, and the size restriction of the Auth Container needs RAN coordination.

8.
The AIoT device determines to responds to the AIoT paging message, it sends an AIoT message to the UE reader with Device ID and optional Auth Container 2, which contains information for authentication. If the Auth Container 1 is included in the AIoT paging message, the Auth Container 2 is generated based on the Auth Container 1. The UE reader forwards the AIoT message encapsulated in a UL NAS Transport message or via a PDU session, depends on CP or UP method used, to the AIoT NF/AMF.

9.
The AIoT NF/AMF acts as proxy of the AIoT device to interact with AAA-S for authentication between the AIoT device and the AAA-S. The AIoT NF/AMF may further interact with the AIoT device via the UE reader for authentication if required by AAA-S.

NOTE 2:
Step 9a may consist multiple message exchanges between the UE reader and the AAA-S for sending the Device ID and the Auth Information 2 constructed based on Auth Container 2 separately to the AAA-S.

In case step 6 is performed, an example of using the IKEv2 extension described in RFC 4739 [7] in this step is that after first authentication is done, the UE reader initiates further IKE_AUTH request with ANOTHER_AUTH_FOLLOWS notification to the AAA-S to request further authentication with AIoT ID. After receiving IKE_AUTH response from the AAA-S, the UE reader sends another IKE_AUTH request with AIoT ID for authentication between the AIoT device and the AAA-S using EAP over IKEv2. 

10.
In case the authentication succeeds, the AIoT NF/AMF will receive authentication success indication from AAA-S. The AIoT NF/AMF reports the inventory result to the AIoT AF.

The example of usage of authentication method and protocol can be referred in 6.10.2.3.
6.10.2.2
RAN reader case

The following figure shows the call flow for AIoT device authentication via RAN reader. The main points are the same with alternative 2 of UE reader case as depicted in 6.10.2.1.2.
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Figure 6.10.2.2-1: Authentication for AIoT device via RAN reader

1.
The AIoT AF sends Inventory command to the AIoT NF/AMF via NEF.

2.
The AIoT NF/AMF selects the RAN reader for the inventory.

3.
The AIoT NF/AMF interacts with UDR to authorize the inventory, e.g., whether the AF is allowed to perform the inventory. An example of the authorization can be based on the association between the AF ID and the inventory targets (e.g., device owner information, allowed area information, etc.) that stored in the UDR.

4.
In case the authorization succeeds, the AIoT NF/AMF may interact with AAA-S before paging AIoT devices, e.g., using mechanism described in RFC 4739 [7]. The AAA-S may return authentication information to the AIoT NF/AMF. 

An example of using the IKEv2 extension described in RFC 4739 [7] is that the AIoT NF/AMF acts as Initiator and EAP Peer, the AAA-S acts as responder and EAP Authentication Server. At the first authentication, the AIoT NF/AMF may be authenticated with AAA-S using certificate (external authentication), while at the successive authentication, the AIoT NF/AMF provides AIoT ID to be authenticated with AAA-S, the AIoT NF will terminate EAP protocol, and translates Authentication Information in EAP message into Auth container to simplify authentication protocol for AIoT device.

5.
In case the authorization succeeds, the AIoT NF/AMF responds with authorization success indication to the AIoT AF via NEF, the AIoT AF ready for inventory reports according to the success indication.

6.
In case the authorization succeeds, the AIoT NF/AMF sends AIoT paging command to the RAN reader, which may include an Auth Container 1 that is constructed based on Auth Information 1 received from the AAA-S.

7.
The RAN reader broadcasts AIoT paging message, which may include the Auth Container 1.

NOTE 1:
The AIoT paging message is not mandate to support including Auth Container, in case that Auth Container is not included in the AIoT paging, it will be included in step 8 and the following steps, and there is no impact on AIoT paging. In case that AIoT container is included in the AIoT paging, whether and how to include Auth Container in the AIoT paging message, and the size restriction of the Auth Container needs RAN coordination.

8.
The AIoT device determines to responds to the AIoT paging message, it sends an AIoT message to the AIoT NF/AMF via the RAN reader with Device ID and optional another Auth Container, which contains information for authentication.

9.
The AIoT NF/AMF acts as proxy of the AIoT device to interact with AAA-S for authentication between the AIoT device and the AAA-S. The AIoT NF/AMF may further interact with the AIoT device for authentication if required by AAA-S.

NOTE 2:
Step 9 may consist multiple message exchanges between the AIoT NF/AMF and the AAA-S for sending the Device ID and the Auth Information2 constructed based on Auth Container2 separately to the AAA-S.

10.
In case the authentication succeeds, the AIoT NF/AMF will receive authentication success indication from AAA-S. The AIoT NF/AMF reports the inventory result to the AIoT AF.

The authentication method and protocol can be referred in 6.10.2.3.

6.10.2.3
Example of usage of authentication method and protocol

The authentication method and protocol used between the UE reader/AIoT NF and AAA-S determines the process of transporting Auth information. If the UE reader and AAA-S are from different vendors, or in case of RAN reader, standardised procedures such as example#1 or example2 can be used. However, if UE reader and AAA-S are from the same vendor, procedures such as example#3 can be used. The EAP framework can be used between the UE reader and the AAA-S no matter which authentication method used. The EAP protocol is not used by AIoT device.
Example#1 - CHAP: the Auth Information1 will include NONCENW, and the Auth Container2 is generated based on the NONCENW, e.g., including RES, no more steps on Auth Container3 and Auth Container4 is needed. 

Example#2 - AKA based: there is no Auth Information1 and Auth Container2. The Auth Information3 includes RAND and AUTN. The Auth Container4 will include RES*.

Example#3 –lightweight authentication method: the Auth Information1 will include NONCENW, the Auth Container2 includes a NONCEDV and RES generated based on the NONCEDV and the NONCENW, no more steps on Auth Container3 and Auth Container4 is needed.

6.10.3
Evaluation

The solution addresses key issue #5.

The solution offers flexibility for various deployment scenarios that utilize an AAA server for authenticating AIoT device, which decouples from the UE authentication. In the case of UE readers owned by third party, the authentication method can be proprietary and the UE readers can handle the authentication information. In case of authentication information transferred between the UE/RAN readers and the AAA-S is encapsulated in a container, which can be directly copied from/to the Auth Container transferred between AIoT devices and UE/RAN readers, the authentication method also can be proprietary.

In all scenarios, as authentication is not specified, the requirements for secure storage and processing of AIoT device credentials are also not specified. EAP framework can be used between the AIoT NF/AMF and the AAA-S or between the UE reader and the AAA-S. Additionally, since the authentication container is defined in both downlink and uplink AIoT messages, both one-way and two-way authentication can be supported.
In case standard authentication method is used, the AIoT NF/AMF or UE reader needs to identify the authentication information received from the AAA-S and encapsulates it into the Auth Container in a standard way, as well as the AIoT NF/AMF or UE reader needs to decapsulate the Auth Container to construct the authentication information used for the authentication method.
Editor’s Note: Further evaluation is FFS.

***** END OF 1st CHANGE *****
