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1
Decision/action requested

Approve the changes in clause 4 for inclusion in the document: draftCR to TR 33.757.
2
References

NA
3
Rationale
In the KI#1 and KI#2 of TR 33.757, 5GS is required to hide topology information of the PLMN and the NPN customer premises network, block malformed signaling messages, block messages with wrong NF types sent via both the N4 and SBI interface. However, it is complicated for each NF (SMF) in the PLMN and the NPN customer premises network to support the above functions. In order to mitigate the complexity, the contribution propose to deploy a proxy to integrate the above security functions.
4
Detailed proposal

**** Start of Changes****

6.X

Solution #X: A perimeter security gateway for N4 and SBI interface.

6.X.1
Solution overview

This solution addresses KI#1 "Security for dedicated UPF interacting with PLMN through N4 interface" and KI#2 " Dedicated NFs interacting with PLMN through SBA interface".
6.X.2
Solution details

To protect messages that are sent over the N4 and SBI interface, it is proposed to deploy a Hosted NPN Security Protection Proxy (HNSPP) as an entity sitting at the border between the PLMN and customer premise, as shown in Figures 6.X.3-1 and 6.X.3-2. 
Based on the security level assumption of the operator and customer premises, the deployment options of the HNSPP are as follows:

Option 1. The HNSPP is only deployed in the operator premise. HNSPP has the ability to filter malformed message, hide topology, and verify the NF type based on the messages sent from both sides of the premises.
Option 2. The HNSPP is only deployed in the customer premise. HNSPP has the ability to filter malformed message, hide topology, and verify the NF type based on the messages sent from both sides of the premises.

Option 3. The HNSPP is deployed in each operator and customer premise. HNSPP in the operator premise has the ability to filter malformed message, hide topology, and verify the NF type based on the messages sent from the operator premise. HNSPP in the customer premise has the ability to filter malformed message, hide topology, and verify the NF type based on the messages sent from the customer premise.
It depends on the operator and the PNI-NPN Customer to decide the deployment option of HNSPP.
Editor’s Note: For the scenario where AMF/SMF/UPF are deployed in customer premises, it needs to be explained how procedures involving the NRF, including discovery, registration and access token requests, are affected by the introduction of an HNSPP.
Editor’s Note: Whether the HNSSP can be a SEG with additional security gateway functionality is ffs.
Editor’s Note: What security capabilities and features makes HNSPP more secure than rest of other 3GPP NFs is FFS.
Editor’s Note: What features and mechanisms makes HNSPP capable to process the malformed message without any security threats to HNSPP is FFS.
Editor’s Note: Impacts to the NF producer due to HNSPP is for FFS.

Editor’s Note: Impacts due to HNSPP and SCP is for FFS
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Figure 6.X.3-1 Deployment of HNSPP in Hosted NPN with dedicated UPF deployed in the customer premises
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Figure 6.X.3-2 Deployment of HNSPP in Hosted NPN with dedicated UPF and part of CP functions deployed in the customer premises

6.X.3
Solution evaluation 

TBD

**** End of Changes****



