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1
Decision/action requested

It is requested to approve the new solution for KI #1 of 3GPP TR 33.858 v0.1.0.
2
References

[1]
3GPP TR 33.858: "Study on security aspects of enhanced support of Non-Public Networks (NPN) phase 2"
3
Rationale

This pCR proposes a solution to address secure non-3GPP access issue of key issue #1 in 3GPP TR 33.858 [1].
4
Detailed proposal
*************** Start of 1st Change ****************

6.A
Solution #A: < Authentication mechanism for trusted non-3GPP Access in SNPN scenarios >
6.A.1
Introduction 

This solution addresses key issue #1 in 3GPP TR 33.858.
Specifically, in SNPN scenarios, UE may register for onboarding, therefore UE needs to send new registration type to TNAN. Moreover, TNGF may need to leverage IDi to identify KTNGF, which can authenticate the identity of UE. And IDi can be set as the SUCI/onboarding SUCI. However, in some cases, UE may send anonymous value SUCI to TNGF in the registration request, which results in TNGF cannot locally link identity of UE to the corresponding KTNGF. Without the mapping between UE identity and KTNGF, TNGF cannot authenticate the identity of UE.
To access to SNPN, On the one hand, UE may provide the new identity (e.g., onboarding SUCI/onboarding SUPI) and the new Registration Type (i.e.  SNPN Onboarding) to TNAN. On the other hand, UE may use anonymous value SUCI during the registration procedure, which results in TNGF cannot locate KTNGF to authenticate the identity of UE.
This solution enables UE to access SNPN via trusted non-3GPP access network.
6.A.2
Solution details
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Figure 6.A.2-x: Registration \ Authentication and PDU Session establishment for trusted non-3GPP access

0.
The UE selects a SNPN and a TNAN for connecting to this SNPN.
1.
Step 1 is identical to step 1 in clause 7A.2.1 of TS 33.501 [X].
2-3. Step 2-Step3 are identical to step 2 to step 3 in clause 7A.2.1 of TS 33.501 [X].
4-10.
An EAP-5G procedure is executed as specified in clause 7.2.1of TS 33.501 [X] with the following modifications:

-
In step 5, the AN parameters that is sent from UE to TNAP/TNGF shall include Onboarding indication if the UE is accessing 5GS for Onboarding. If UE indents to access SNPN, AN parameters should also include SNPN identifier, which includes PLMN ID and NID. 
-    In step 5, the Registration Type "SNPN Onboarding" indicates that the UE wants to perform SNPN Onboarding Registration (i.e. allows the UE to access an ON-SNPN for the purpose of provisioning the UE with SO-SNPN credentials). For SNPN Onboarding registration, the onboarding SUCI generated from the onboarding SUPI derived from Default UE Credentials shall be included. Moreover, in SNPN scenarios, if construction of SUCI as described in clause 6.12 of TS 33.501 cannot be used and if the EAP method supports SUPI privacy, then the UE may send an anonymous value SUCI based on configuration..

-  The authentication mechanisms that are utilized in step 8b include 5G AKA, EAP-AKA’, and any other key-generating EAP authentication method as described in clause I.2 of TS 33.501.

-
The AUSF should be able to obtain the authenticated SUPI/onboarding SUPI of UE. The AUSF should be able to obtain SUCI/onboarding SUCI based on the authenticated SUPI/onboarding SUCI. 

-
The AUSF should send the identities of authenticated UE (e.g., SUPI/onboarding SUPI/SUCI/onboarding SUCI) to AMF.

-
AMF should keep a mapping between the newly generated KTNGF and identities of authenticated UE(e.g., SUPI/onboarding SUPI/SUCI/onboarding SUCI).
-    AMF should send a mapping between the newly generated KTNGF and identities of authenticated UE(i.e. SUCI/onboarding SUCI) to TNGF. 
The remaining part of step 4 - step 10 are identical to step 4 - step 10 in clause 7A.2.1 of TS 33.501 [X].
11.
Step 11 is identical to step 11 in clause 7A.2.1 of TS 33.501 [X].
12.
Step 12 is identical to step 12 in clause 7A.2.1 of TS 33.501 [X].
13.
 In case of UE utilizes the anonymous value SUCI in step 5, the UE shall initiate an IKE_AUTH exchange and shall include the SUCI/onboarding SUCI rather than anonymous value SUCI, which is utilized in step 5. 
. 
The remaining part of step 13 is identical to step 13 in clause 7A.2.1 of TS 33.501 [X].
NOTE: in step 13, UE can only provide SUCI/Onboarding SUCI in case it is configured with SUPI privacy parameters. 

Step 14 to step 19 are identical to step 14 to step 19 in clause 7A.2.1 of TS 33.501 [X].
6.A.3

System impact
TBD
6.A.4
Evaluation

TBD
*************** End of 1st Change ****************

*************** Start of 2nd Change ****************

2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2]
3GPP TR 23.700-08: "Study on enhanced support of Non-Public Networks; Phase 2".

[3]
3GPP TS 22.261: "Service requirements for the 5G system".
…
[X]
3GPP TS 33.501: "Security architecture and procedures for 5G System".
*************** End of 2nd Change ****************
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