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1
Decision/action requested

Approve the pCR to TR 33.882.
2
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3
Rationale

This TDoc proposes text to complete the security threats and security requirements in KI#1. 

There are three proposed potential security requirements:

1. The 5GS should provide a means to securely support the authentication and authorization process for PINE to access the PIN/5G data network. 
2. The 5GS should provide a means to securely facilitate the authentication and authorization process for PINE to access the PIN/5G data network. 

3. The 5GS should provide a means to securely enforce an authentication and authorization decision for PINE to access the PIN/5G data network. 

The first requirement focuses on the support of the authentication/authorization process since some changes might be required in the 5GS even if the authentication/authorization is not done by the 5GS itself.

The second requirement focuses on facilitating the authentication/authorization process since it might need to be executed through the 5GS, and thus, it cannot be blocked.

Finally, the third requirement focuses on enforcing the authentication/authorization decision.

5GS supports the policy and QoS differentiation for the traffic between a PINE and 5GS. The malicious PINE may request undesired network resource from 5GS. It’s proposed to add related threat and requirement.
The PIN study in SA2 is for the scenarios of wearable, smart home, and smart office, where the non-3GPP device (named as PINE) directly connects to a gateway UE (named as PEGC, could be a smart phone, CPE, etc.) for accessing a PIN and 5GS. 
The SA2 has assumption that the PINE access PEGC with non-3GPP without underlayer impact, e.g., for WiFi access, SSIDs and passwords of PEGCs related to a PIN will be configured to the PINE for PINE discovery a PIN. 
The following figure shows a possible attack if PINE is not authenticated:
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It shows that there’re two possible way that PINE1 can act as PINE2 in order to uses the policy and parameters for PINE2 for accessing the PIN or 5GS. 

This contribution proposes the key issue update, considering the authentication of PINE, to be included in TR 33.882 [1]. 

4
Detailed proposal

****Start of Change ****
5.1
Key Issue #1: Authentication and authorization for PINE

5.1.1
Key issue details

A key aspect of the planned support of the 5G system for PIN is the ability of a UE (referred to as PEGC) to act as a gateway for PIN elements (PINEs), which are not acting as 5G UEs, to connect to 5GC. 

According to TR 23.700-88 [2], a PINE without 3GPP capability cannot directly connect to the 5GC, but through the PEGC. Whether the PINE without 3GPP capability needs to be known by the 5GC and how to identify the PINE needs to be studied, e.g., for controlling access of the PINE to connecting 5G data networks, differentiating the PINE for policy provisioning, authorizing the PINE for traffic relay, etc.

5.1.2
Security threats

5GS supports the policy and QoS differentiation for the traffic between a PINE and 5GS. The network resource may be misused by the malicious PINE if authentication and authorization for PINE is missing.

· 
· 
· 
· 




5.1.3
Potential security requirements

The PINE in personal IoT network should be authenticated and authorized.










****End of Change****
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