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1
Decision/action requested

Approve the pCR to TR 33.884.
2
References

[1]
3GPP TR 33.884: "Study on application enablement aspects for subscriber-aware northbound API access".

[2]
3GPP TS 22.261: "Service requirements for the 5G system".

3
Rationale

One of the objectives of the study on SNAAPP security is about obtaining authorization from the resource owner. Corresponding stage 1 requirement, in TS 22.261 [2] clause 6.10.2, states that “allow the UE to provide/revoke consent for information (e.g., location, presence) to be shared with the third-party”. This contribution proposes a new key issue to study how authorization by the resource owner can be considered for the northbound APIs.
4
Detailed proposal

Approve the following changes to TR 33.884 [1].
*** Start of Change ***
5.X
Key Issue #X: Authorization by resource owner 
5.X.1
Key issue details
One of the objectives of the study on SNAAPP security is about obtaining authorization from the resource owner. Corresponding stage 1 requirement, in TS 22.261 [2] clause 6.10.2, states that "allow the UE to provide/revoke consent for information (e.g., location, presence) to be shared with the third-party". 
The resource owner is the subscriber of the MNO. Also, the user is considered to be the subscriber. 
This key issue is to investigate how authorization by the resource owner can be considered for the northbound APIs.
The key issue also includes investigation of how a resource owner can revoke authorization.
Editor’s Note: This key issue needs to be finalized after alignment with SA6 and possibly SA1.
5.X.2
Threats
If authorization by the resource owner is not considered in accesses to its resources, via northbound APIs, then there can be unwanted consequences of this access such as privacy violation, negative service experiences, unexpected costs to the subscriber. 
If authorization can't be revoked, unintended and malicious access to the user's information or negative service impact could be possible. 
5.X.3
Potential security requirements
Authorization by the resource owner shall be checked before allowing access, via the northbound APIs, to resources of the resource owner. 
The resource owner shall be able to revoke authorization at any time. From then on requests based on the revoked authorization shall be rejected.
*** End of Change ***
