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1
Decision/action requested

Please add to FS_SNAPPY new Ki described below
2
References

[1]
3GPP TR 23.700-95: "Study application enablement aspects for subscriber-aware northbound API access"

[2]
3GPP TR 33.884: "Study on security of application enablement aspects for subscriber-aware northbound API access"
3
Rationale

During SA3 108 e meeting a structure for the Key Issues was agreed, which includes a dedicated Key Issues on handling authorization for dynamic resources in the context of subscriber aware northbound API access..

4
Detailed proposal

It is proposed to add the Key Issue described below to [2]:

****Start of 1st Change ****
5
Key issues

5.X
Key Issue #X on Authorization of Dynamic Resources
5.X.1
Key issue details
3GPP has defined some of the Northbound APIs in such a way that an API call is generating a dynamic resource. For instance, a API call to modify the quality of service of a UE is generating a dynamic resource (cf. TS29122_AsSessionWithQos.yaml XXX). This resource can be modified in a subsequent API call, e.g., the quality of service could be changed for the UE or the UE to which the quality of service applies could be changed.
Therefore, it needs to be studied, if any security problems might occur related to the usage of dynamic resources and, if necessary, how these problemscould be solved.
5.X.2
Threats
If access to dynamic resources is not authorized properly, unauthorized modification of dynamic resources might lead to a malicious misconfiguration of the system.
5.X.3
Potential security requirements
Access to dynamic resources shall only be possible with proper authorization. 
5.X
Key issue #X: <Title>
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****End of 1st Change ****
