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1
Decision/action requested

Please add to FS_SNAPPY new Ki described below
2
References

[1]
3GPP TR 23.700-95: "Study application enablement aspects for subscriber-aware northbound API access"

[2]
3GPP TR 33.884: "Study on security of application enablement aspects for subscriber-aware northbound API access"
3
Rationale

During SA3 108 e meeting a structure for the Key Issues was agreed, which includes a dedicated Key Issues on how OAuth 2.0 can be applied in the context of subscriber aware northbound API access..

4
Detailed proposal

It is proposed to add the Key Issue described below to [2]:

****Start of 1st Change ****
5
Key issues

5.X
Key issue #X on Authorization Scopes and Tokens
5.X.1
Key issue details
Solutions to subscriber aware access to northbound APIs which are based on access tokens need to be analysed  regarding to the following aspects:

- Which flow is applied in the scenario to deliver the access token, and which entity is performing which function?
- The scope of authorizations in access tokens used between the client and the authorization server need to be defined, in order to limit authorization to the authorized API calls. It is necessary to analyse to what extent scopes as defined by openAPI 3.0 can be reused, as well whether any other modification or profiling related to access or identity tokens are needed? 
- How well are the current API definitions supporting the definition of suitable scopes?
Note: This key issue applies to cases, in which a resource owner is accessing own resources (cf Ki#3), as well as cases, in which a subscriber is accessing resources of another subscriber (cf Ki#4)
5.X.2
Threats
Without the correct claims in an access token the API exposure function cannot correctly validate API calls, i.e., the API cannot verify that the scope of the request is within the scope granted by the authorization server.
5.X.3
Potential security requirements
Authorization scopes and token claims shall be applied in such way, that the  incoming API calls can be validated. 
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****End of 1st Change ****
