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1
Decision/action requested

Please add to FS_SNAPPY new Ki on securing API access from resource owner to own resources.
2
References

[1]
3GPP TR 23.700-95: "Study application enablement aspects for subscriber-aware northbound API access"

[2]
3GPP TR 33.884: "Study on security of application enablement aspects for subscriber-aware northbound API access"
3
Rationale

The discussion paper S3-221806 summarizes the relevant status quo of security of 3GPP northbound interfaces and proposes to structure FS_SNAAPPY according to three scenarios reflected in dedicated KIs. 

The key issue prosed in this contribution relates to Scenario 1 discussed in S3-221806.

4
Detailed proposal

It is proposed to add the Key Issue described below to [2]:

****Start of 1st Change ****
5
Key issues

5.X
Securing API access from resource owner to own resources
5.X.1
Key issue details
Typical use cases discussed in the context of Subscriber Aware Northbound Access to APIs are based on the pattern that the owner of certain resources in the 5G system is using an application function to access these resources.
For instance, the consumer of a mobile gaming application might instruct the gaming application or gaming platform to increase the quality of service of the gaming session.
This API access may originate from an application server in the network, (i.e. an AF, cf. Key issue #S3-222249, aka Ki#2) or from an application on the UE (cf. Key issue #1)
Specific security aspects include the ability of the 5G system to restrict resource requests from the application to the scope of resources owned by the requesting resource owner and the possibility for the requesting resource owner to provide consent to the resource access.
The analysis of the KI issue shall include the following topics:
- Authorization and Validation of API Requests (cf. KI# S3-221968, aka Ki#5)):
- OAuth Grants, Scopes, and Tokens: (cf. KI#new doc ki#6)
- Dynamic Resources: (cf, KI#new docki#7)
5.X.2
Threats
Missing or erroneous authorization might allow malicious parties to misconfigure the 5G system or to configure the 5G system without the consent of the resource owner.
5.X.3
Potential security requirements 
Applications acting on behalf of a resource owner shall not be able access APIs without consent from the resource owner. 
The 5G system shall be able to limit the scope of API requests received from an API invoker acting on behalf of a resource owner to resources owned by the resource owner.
5.X
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****End of 1st Change ****
