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1
Decision/action requested

Approve the pCR to TR 33.884.
2
References

[1]
3GPP TR 33.884: "Study on application enablement aspects for subscriber-aware northbound API access".
[2]
3GPP TS 22.261: "Service requirements for the 5G system".
[3]
SP-220094: "Study on application enablement aspects for subscriber-aware northbound API access".

3
Rationale

According to the following requirement in TS 22.261 [2] clause 6.10.2, the application that triggers the API invocation in the UE is not visible to 5G system.

“provide a UE with secure access to APIs (e.g. triggered by an application that is not visible to the 5G system), by authenticating and authorizing the UE”

This requirement may allow unauthorized applications to invoke the APIs. For example, a user may authorize application X in the UE to access resources of the user but may not want application Y to access those resources. If the authentication and authorization for the access to APIs is done in the level of UE not the applications in the UE, then authorization for the access to resources cannot be done in the level of applications because the 5GS only ensures that the requester is the specific UE and nothing more. Thus, consideration only UE in the authentication may introduce a hole in the authorization, which can be exploited by unauthorized applications.

With this understanding, this contribution proposes to add an EN in the key issue #1 to take this concern into account and discuss it whether this concern is valid and needs to be addressed. 
4
Detailed proposal

Approve the following changes to TR 33.884 [1].
*** Start of Change ***
5.1
Key Issue #1: Authentication and authorization of UE in UE originated API invocation

5.1.1
Key issue details

One of the objectives of the study on SNAAPP security is to address the security aspects of UE originated API invocation. Corresponding stage 1 requirement, in TS 22.261 [2] clause 6.10.2, states that “provide a UE with secure access to APIs (e.g. triggered by an application that is not visible to the 5G system), by authenticating and authorizing the UE”. From this requirement, it is understood that the applications running on the UE are not visible to 3GPP system and the UE needs to be authenticated and authorized. 

In addition to authentication and authorization of the invoker UE, the communication needs to be secured.

This KI is to investigate the invoker UE authentication and authorization and communication security for the UE originated API invocation procedure.
Note, this KI applies to all scenarios containing API calls originating from the UE independent from whether the UE is accessing own resources (cf Ki #S3-221807) or resources of another UE (cf. Ki #S3-221809).
Editor’s Note: This key issue needs to be finalized after alignment with SA6 and possibly SA1.
Editor’s Note: Only authentication and authorization of UE allows any application on the authenticated and authorized UE to invoke the APIs. For example, if the user gives authorization for one type of application to learn the location, then any application on the UE will be able to learn the location even though it is not allowed by the user. Consideration of authentication and authorization of applications in the UE is FFS. 
5.1.2
Threats

If the API invoker UE is not authenticated and authorized, then unauthorized entities can impersonate authorized entities to learn sensitive data about the target UE from the 3GPP network or to affect service experience of the target UE negatively.

If the communication is not secured, then sensitive information leakage to unauthorized entities can be possible or the data in transfer can be altered so that the target UE is negatively affected. 
5.1.3
Potential security requirements
The API invoker UE shall be authenticated and authorized, and the communication shall be protected against confidentiality, integrity and replay attacks.
*** End of Change ***
