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1
Decision/action requested

This document proposes to add key issue: EDGE. SA3 is kindly requested to approve this doc.
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3
Rationale

In SA3#106-e meeting it was concluded for authentication between EEC and ECS, EEC and EES, TLS authentication methods shall be used, and the details of TLS authentication method, (e.g., client certificate, AKMA [1], GBA [2]) are out of scope of the current document in Release 17. However, how to selection the which authentication mechanism to use between the EEC and EES, EEC and ECS is not addressed. The roaming case has been taking into consideration for HPLMN policy. 
4
Detailed proposal

SA3 is kindly requested to agree to the below pCR to TR 33.739 [3].
**** START OF CHANGE ****

5.X
Key issue #X: Authentication mechanism selection between EEC and ECS/EES
5.X.1
Key issue details

In TS 33.558[1], Clause 6.2 and 6.3 introduce the authentication and authorization between EEC and ECS, EEC and EES. And it is concluded for authentication between EEC and ECS, EEC and EES, TLS authentication methods shall be used, and the details of TLS authentication method, (e.g., TLS with AKMA as specified in TS 33.535 [1], TLS with GBA as specified in TS 33.222 [2], other TLS authentication methods that uses other than 3GPP subscription credential(s) which is out of 3GPP) are out of scope of the current document. 
However, with these multiple authentication methods, how to selection which authentication mechanism to use between the EEC and EES, EEC and ECS is not addressed. Not knowing which authentication to use between EEC and EES, EEC and EES would lead to mis-synchronization between the EEC and EES, EEC and ECS.  

For EDGE authentication mechanism selection, the roaming scenario needs to be taken into consideration. The security capability of the EEC and ECS/EES needs to be taken into consideration.



This key issue is to study the  selection of authentication mechanism for the authentication procedures between EEC and ECS, EEC and EES for Edge service. 
5.X.2
Security threats
If the authentication between the EEC and ECS or EEC and EES is done without the security method selecction, it would cause mis-synchronization between the EEC and EES/ECS.  
5.X.3
Potential security requirement


Selection of authentication mechanism for the authentication procedures between EEC and EES and between EEC and ECS shall be supported.
**** END OF CHANGE ****

