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1
Decision/action requested

This contribution is accepted by the group.
2
References

NA
3
Rationale

This contribution adds a new key issue.
4
Detailed proposal

********* Begin 1st change*********
5.X
Key Issue #X: Scalability of the home triggered primary authentication 
5.X.1
Key issue details

In the 5G System, the home network control over the security of the UE has been strengthened compared to previous generations by many new mechanisms such SUPI privacy, termination of the authentication procedure in the home network and the provisions for increased home network control and linkage to subsequent procedures. However, when it comes to triggering the authentication, then this is still under the control of the serving network. On the other hand, as described in clause x, there are several use cases that would benefit from such possibility, i.e. a home network initiated authentication procedure. From this perspective, the aim of this key issue is to study solutions that can cover all the identified use cases.
UDM
 triggered AMF de-registration procedure can
 cause de-registration and re-registration of the UE, so that UDM can insist for re-authentication during re-registration. Though this procedure is not intended for triggering re-authentication, as it results in service impact. UE not only needs to perform fresh registration, but also needs to newly establish PDU sessions, perform NSSAA, register at application level (e.g., IMS) etc. A re-authentication should be possible without causing all these. For e.g., when AMF wants to re-authenticate the UE during Service Request, it doesn’t de-register the UE to perform the same. Instead, it performs re-authentication procedure while keeping the UE context.
5.X.2
Security threats

Not applicable
5.X.3
Potential requirements
The home network should be able to trigger a primary authentication.
The
 messages in home network triggered primary authentication should be confidentiality protected, integrity protected and anti-replay protected.
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