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1
Decision/action requested

SA3 is kindly asked to approve the proposed conclusion for key issue #2 of TR 33.857.
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3
Rationale

Based on the new solution proposed in S3-212970 [1] and its evaluation, as it largely reuses the existing mechanisms for UP security policy configuration and activation, and has very minimum impact on the 5GS system, this pCR proposes to make a conclusion on the requirement of confidentiality, integrity and anti-replay protecting credentials during user plane provisioning in key issue #2 of TR 33.857 [2].

4
Detailed proposal

*************** Start of the Change ****************

7.2
Conclusions on KI#2

To address the requirement of confidentiality, integrity and anti-replay protecting SO-SNPN or PNI-NPN credentials during user plane provisioning in key issue #2, it is concluded to reuse the existing mechanisms for UP security policy configuration and activation whenever possible, with the adaptation that UP security policy configuration is fixed to “Required” for both ciphering and integrity protection. Solution #6.Y describes the necessary changes and is therefore recommended as the baseline for normative work. 
To address the requirement of confidentiality, integrity and anti-replay protecting PNI-NPN credentials provisioned via UPU procedure, the existing UPU security mechanism can be reused.
Editor’s Note: the conclusions for the rest of the potential requirements in key issue #2 are FFS.
*************** End of the Change ****************
