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1
Decision/action requested

SA3 is kindly asked to approve the proposed new solution for one of the requirements in key issue #2 of TR 33.857.
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Rationale

Key issue #2 in TR 33.857 [1] addresses the security aspect for remote provisioning of SO-SNPN credentials. As per TS 23.501 [2] clause 5.30.2.10, the SNPN-enabled UE is provisioned with the SO-SNPN credentials via User Plane. Since SO-SNPN credentials are highly sensitive information, security protection is required for the user plane provisioning.

This pCR proposes a solution addressing the corresponding requirement in Key Issue #2, by reusing the existing mechanisms of UP security policy configuration and UP security activation defined in TS 33.501 [3].
4
Detailed proposal

*************** Start of the Change ****************

6.Y
Solution #Y: Protection of SO-SNPN Credentials Provisioning via UP Security Polices
6.Y.1
Introduction

This solution addresses one of the requirements in key issue #2 (Provisioning of Credentials), which requires that SO-SNPN credentials shall be confidentiality, integrity, and anti-replay protected during remote provisioning. As per TS 23.501 [4] clause 5.30.2.10, SO-SNPN credentials are provisioned to the UE via user plane. This solution aims to secure user plane provisioning by reusing the mechanisms of UP security policy configuration and UP security activation defined in TS 33.501 [2].
The figure in TS 23.501 [4] shown below depicts the architecture for UE onboarding in an ON-SNPN and credential provisioning by the Provisioning Server (PVS) via user plane connection. 
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Figure 6.Y.1-1: Architecture for UE Onboarding in ON-SNPN

Unlike the ordinary service traffic transmitted in user plane, whose protection is dependent on the security requirements of specific services, credentials are highly sensitive data which mandate both encryption and integrity protection. Though both the UE and the gNB in ON-SNPN support AS security for protecting Uu interface after successful UE onboarding, the security activation of UP connection over Uu link still depends on the UP security policies set and provided by the core network. Therefore, there are two aspects to be addressed in the solution:

-
how the UP security policies for protecting credentials carried in user plane should be set by the network;
-
how the UE can verify that the received UP security activation indications meet the security requirements for protecting the credentials.
NOTE 1:
The establishement of AS security after successful UE onboarding assumes that the UE onboarding is based on successful primary mutual authentication between the UE and ON-SNPN. Otherwise, UP protection over Uu interface using AS keys cannot be ensured, as the AS keys are derived from the intermediate key generated during the primary mutual authentication.
6.Y.2
Solution details

6.Y.2.1
UP security policy configuration for credentials provisioning

As per TS 23.501 [4], after the UE selected an ON-SNPN, it provides an indication in RRC Connection Establishment that the RRC connection is for onboarding. This allows the gNB to select an appropriate AMF supporting UE onboarding procedure, which is configured with AMF Onboarding Configuration Data that may include a configured SMF for the DNN/S-NSSAI to be used for credentials provisioning and the information to enable UP provisioning of SO-SNPN credentials. 

After successful on-boarding in the ON-SNPN, the UE initiates the PDU Session Establishment procedure for acquiring the SO-SNPN credentials. Then the AMF selects the SMF used for Onboarding Services based on the AMF Onboarding Configuration Data and applies the restriction that the PDU session requested by the UE can only be used for SO-SNPN credentials provisioning.
NOTE 2:
As per TS 23.501 [4], in order to enable UP remote provisioning of SO-SNPN credentials for a UE, UE Configuration Data for UP remote provisioning are either pre-configured on the UE or provided by the ON-SNPN. The UE Configuration Data consist of the IP address or FQDN of the provisioning server (PVS). 

As per TS 23.501 [4], the SMF may be locally configured with PVS IP address or PVS FQDN or may be provisioned with a subscription profile applicable to the PDU session which should be established only for providing connectivity to the PVS for credential provisioning. So when the SMF in ON-SNPN receives the request for PDU session createion from the AMF, it needs to configure the UP security policies for the to-be-created PDU session as “Required” for both UP ciphering and UP integrity protection, and then sends the UP security policies to the gNB during the session establishment procedure.
6.Y.2.2
UP security activation and verification for credentials provisioning
After receiving the UP security policies from the SMF, the gNB activates UP confidentiality and integrity protection over Uu interface at the gNB side. If the gNB cannot activate UP confidentiality and integrity protection, it rejects the establishment of UP resources for the PDU session requested by the UE for credential provisioning.
The gNB then sends the RRC Connection Reconfiguration message to the UE with UP security activation status indicating the activation of UP integrity protection and ciphering.
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Figure 6.Y.2.2-1: UP Security Activiation at the gNB and the UE for Credential Provisioning
1. The RRC Connection Reconfiguration procedure used to add DRBs is performed only after RRC security has been activated.
2a.
The gNB sends the RRC Connection Reconfiguration message to the UE containing indications for the activation of UP integrity protection and ciphering for each DRB, as activated on the gNB itself. 

2b.
After sending the RRC Connection Reconfiguration message, the gNB generates KUPint and KUPenc to start UP integrity protection and ciphering for the DRBs carrying SO-SNPN credentials.

3a.
  The UE verifies the RRC Connection Reconfiguration message. 

3b.
If the verification in 3a is successful, the UE optionally verifies whether the indications received from the gNB request the activation of UP integrity protection and ciphering at the UE side or not. If the indications request deactivation of UP integrity protection and ciphering at the UE side, the UE determines that the received indications cannot meet the security requirements for protecting the credentials and consequently rejects the RRC Connection Reconfiguration request from the gNB. Otherwise, the UE continues with the next step.
NOTE 3:
The additional optional verification in 3b is performed due to the concern that both the SMF and the gNB are the network nodes in ON-SNPN, which is different from the SO-SNPN the UE requests to access. It is possible that the SMF and/or the gNB in ON-SNPN may not be fully trusted by the UE for correctly configuring and/or enforcing the security policies used to protect SO-SNPN credentials, particularly in the presence of a fake/malfunctioning gNB, which may overrule the security policies received from the SMF and deactivate the UP security protection at Uu interface.  
Editor’s Note: Whether the additional verification in step 3b is needed is FFS.
3c.
As the indications request activation of UP integrity protection and ciphering at the UE side, the UE generates KUPint and KUPenc to start UP integrity protection and ciphering for the DRBs carrying SO-SNPN credentials.

4.
The UE sends the protected RRC Connection Reconfiguration Complete message to the gNB.

6.Y.3
System impact

UE:
-
no impact, or

-
optionally support the verification on the received UP activation indications for the PDU session requested for credential provisioning
NG-RAN:
-
no impact

5G Core:
-
The SMF shall be able to set UP security policies as “Required” for the PDU session dedicated to SO-SNPN credential provisioning.

6.Y.4
Evaluation

This solution addresses one of the requirements of KI#2, which requires confidentiality, integrity and anti-replay protection of credentials during remote provisioning. 
The solution largely reuses the existing mechanisms in TS 33.501 [2] and TS 23.501 [4] with no impact on the NG-RAN and UE.
This solution assumes that primary mutual authentication between UE and the ON-SNPN is performed.
As the credentials provisioned by the PVS could be known to the ON-SNPN, in case the ON-SNPN is not trusted, the PVS would need to provide credential encryption by itself, which means the e2e application layer security needs to be supported between the PVS and the UE. Application layer security is out of scope of SA3.
*************** End of the Change ****************
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UE
gNB in ON-SNPN
1. RRC security is activated, i.e., RRC ciphering and RRC integrity protection are activated.
2a. RRC Connection Reconfiguration
({UP integrity indication, UP ciphering indication} for each DRB)
3a. Verify RRC Connection Reconfiguration integrity.
4. RRC Connection Reconfiguration Complete
2b. For each DRB, start uplink UP integrity verification and downlink UP integrity protection.
For each DRB, start uplink UP deciphering and downlink UP ciphering.
3b. If 3a succeeds, optionally verify if the received indications request the activation of UP integrity and ciphering. If not, reject the Reconfiguration request.
3c. If 3b is successful, for each DRB, start uplink UP integrity protection and downlink UP integrity verification; for each DRB, start uplink UP ciphering and downlink UP deciphering.



