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1
Decision/action requested

This contribution proposes the conclusion for KI#7.
2
References

[1] TR 33.839 v040

3
Rationale

This contribution proposes a conclusion for key issue #7.
The requirements of KI#4 is as follows:

5.7.3
 Potential Security requirements

For the case that UPF exposes the network information to local AF via Local NEF.

· Mutual authentication mechanism between UPF and local NEF shall be supported.

· Confidentiality protection, integrity protection and replay-protection shall be supported on the new interface between UPF and local NEF.
For the case that UPF exposes the network information to local AF directly:

· The UPF enable secure provision of information in the 3GPP network by authenticated and authorized Application Functions.
Confidentiality protection, integrity protection and replay-protection shall be supported on the  interface between UPF and Application Functions.

There is only one relevant solution for the second requirement of this key issue, solution #14.

For the first requirement, it is proposed to reuse the CAPIF mechanism for the data exposure from UPF to the local AF via local NEF. Protection mechansim between UPF and local NEF depends on the interface definition of SA2. 
For the second requirement, it is proposed to use the solution #14 for the conclusion. Considering that the note added in TS 23.548, i.e. “NOTE 1:
Local PSA UPF can expose the QoS monitoring results to local AF via N6. How to deliver the information on N6 is out of SA2 scope”, it is proposed to specify the solution #14 as an optional feature for the key derivation. Otherwise, the exposed information may be leaked when transferred via N6 interface.
4
Detailed proposal

It is suggested to approve the following changes.

***************************Start of change****************************

7.7
Conclusions for Key Issue #7

Key issue #7 described that security of Network Information Provisioning to Local Applications with low latency procedure is reuqird for two cases, i.e. UPF exposes the network information to local AF via Local NEF, UPF exposes the network information to local AF directly.
For the first case, it is proposed to reuse the CAPIF mechanism for the data exposure from UPF to the local AF via local NEF. 

For the second case, the solution #14 proposed a new mechansin based on NEF for the key derivation between UPF and AF. However, considering that the Note added in TS 23.548, i.e. “NOTE 1:
Local PSA UPF can expose the QoS monitoring results to local AF via N6. How to deliver the information on N6 is out of SA2 scope”, it is proposed to not define any normative work for this issue in this release.  
***************************End of change****************************

