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1
Decision/action requested

SA3 is kindly requested to approve the proposed solution to Key Issue #1.
2
References

[A]
TR 33.881 Study on non-seamless WLAN offload in 5GS using 3GPP credentials
[B]            TS 33.501 Security architecture and procedures for 5G System

[C]            TS 29.273 Evolved Packet System (EPS); 3GPP EPS AAA interfaces

3
Rationale

This contribution proposes for new solution to key issue#1 of 33.881 [A].
4
Detailed proposal

************* START OF CHANGES**************

6.Y
Solution #Y: Non-Seamless WLAN offload Authentiation in 5GS
6.Y.1
Introduction

This solution addresses key issue #1 Support of EAP-AKA’ authentication for NSWO.
6.Y.2
Solution details

6.Y.2.1   Architectural overview
5G needs to allow Non-seamless WLAN Offload (NSWO) to the internet using SIM based WLAN  access authentication via the mobile network core. This is a deployed feature in 4G networks, where the use cases would include a Wi-Fi venue like a hotel or stadium where IP connectivity to access internet Wi-Fi offload requires SIM based authentication. This allows the use of mobile network subscription and roaming agreements for Wi-Fi access. 
The authentication procedure is modelled after the existing EAP-TLS authentication procedure in 5GS. A new network function NSWO NF is introduced to support NSWO authentication procedure and isolate AUSF from direct access by the external WLAN infrastructure. NSWO NF is connected to non-3GPP access WLAN AP via SWa interface (could be over RADIUS or Diameter interface) allowing to keep the Wi-Fi (authentication related) infrastructure unchanged. The NSWO NF is connected via a new interface, Nx, to the AUSF (thus avoiding a direct connection from WLAN to AUSF).
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Figure 6.Y.2.1-1: NSWO NF between 5GS and WLAN AP
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Figure 6.Y.2.1-2: NSWO Architecture proposal

6.Y.2.2   NSWO authentication procedure
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Figure 6.Y.2.2-1: NSWO Authentication procedure
1. A connection is established between the UE and the WLAN AP, using a specific procedure based on IEEE 802.11. 
2. The WLAN AP sends an EAP Identity Request to the UE.

3. The UE responds with EAP identity response with SUCI as part of the NAI. The WLAN AP does not need to know that the NAI contains a SUCI and not an IMSI.

4. The WLAN AP sends a SWa protocol message (could be over RADIUS or Diameter interface) with EAP identity response, NAI containing the SUCI to new entity NSWO network function (NSWO NF).

NOTE 1: NSWO NF acts as an AMF-Proxy towards AUSF and AAA-P towards the WLAN Access Point.
NSWO NF configurations are pre-configured at WLAN AP.

5. The NSWO NF sends the message Nausf_UEAuthentication_Authenticate Request with SUCI, Serving network name and NSWO indicator towards the AUSF. NSWO_indicator conveys the information to the AUSF that this authentication procedure is triggered for Non-seamless WLAN offload purposes.
NOTE 2: Serving Network Name used between USIM and HN could be pre-agreed default SN Name or pre-configured WLAN ID for NSWO purpose only.

6. The AUSF (EAP authentication server
) sends a Nudm_UEAuthentication_Get Request to the UDM including SUCI and NSWO indicator.

7. Upon reception of the Nudm_UEAuthentication_Get Request, the UDM invokes SIDF if a SUCI is received. SIDF de-conceal SUCI to gain SUPI before UDM can process the request. UDM generates the EAP-AKA’ authentication vector (RAND, AUTN, XRES, CK´ and IK´) and passes it along with SUPI to AUSF in a Nudm_UEAuthentication_Get Response message.

8. The AUSF stores XRES for future verification. The AUSF sends the EAP-Request/AKA'-Challenge message to the NSWO NF in a Nausf_UEAuthentication_Authenticate Response message.

9. The NSWO NF sends SWa protocol message with EAP-Request/AKA'-Challenge message to the WLAN AP.

10. The WLAN AP forwards the same EAP-Request/AKA'-Challenge message to the UE.

11. At receipt of the RAND and AUTN, the USIM in the UE verifies the freshness of the AV' by checking whether AUTN can be accepted as described in TS 33.102. If so, the USIM computes a response RES. The USIM return RES, CK, IK to the ME. 
The ME derive CK' and IK' according to TS 33.501[B] Annex A.3. If the verification of the AUTN fails on the USIM, then the USIM and ME proceed as described in TS 33.501[B]  sub-clause 6.1.3.3. 
12. The UE sends the EAP-Response/AKA'-Challenge message to the WLAN AP.

13. The WLAN AP forwards the EAP-Response/AKA'-Challenge message in SWa protocol message to NSWO NF.

14. The NSWO NF sends the Nausf_UEAuthentication_Authenticate Request with EAP-Response/AKA'-Challenge message to AUSF.
15. The AUSF verifies if the received response RES matches the stored and expected response XRES.If the AUSF has successfully verified, it will continue as follows to step 16, otherwise it will return an error to the NSWO NF. 

16. The AUSF derives the required master key KNSWO, from KAUSF and SN Name 
The AUSF sends Nausf_UEAuthentication_Authenticate Response message with EAP-success, master key and SUPI to NSWO NF.
NOTE 3: AUSF should store the KAUSF temporily and it should not conflict with primary authentication keys. After successful NSWO authentication, KAUSF derived during NSWO procedure can be deleted.

17. The NSWO NF may store the SUPI. The NSWO NF sends a SWa protocol message with EAP-success and master key to WLAN. EAP-success message is forwarded from WLAN AP to the UE. The master key (MSK)  is passed on by the NSWO NF to WLAN AP.

18.  Further WLAN keys are generated in UE and WLAN AP independently. And a 4-way handshake is executed (see IEEE 802.11) which establishes a security context between the WLAN AP and the UE.

19. The NSWO NF could also optionally register (for each UE) with UDM and if the subscription is cancelled, then UDM can send a deregistration notification towards the NSWO NF. If the deregistration notification is received from UDM, NSWO NF will trigger a non-3GPP Access network Initiated Session Termination towards WLAN (as described in TS 29.273[C] clause 5.2.2.4).
6.Y.3
Evaluation

This solution requires minimal changes to AUSF/UDM to support NSWO authentication. A new NF, NSWO NF is introduced to isolate AUSF from external WLAN. Existing EAP-AKA’ authentication is adapted with minimal impact on network nodes and fulfiling to the NSWO requirement.
************** END OF CHANGES***************

�Draft_S3-212514-r2: Figure correcttions:


Step 5 and 6 added with serving network name.


step 18c added


�Draft_S3-212514-r1: AUSF as EAP authenticator is changed to EAP authentication server


�Draft_S3-212514-r1: NSWO NF configurations are pre-configured at WLAN AP.


�Draft_S3-212514-r2: Note added to be inline with figure correction.


�Draft_S3-212514-r1: AUSF as EAP authenticator is corrected to EAP authentication server


�Draft_S3-212514-r1: Text removed.


�Draft_S3-212514-r1: Test removed. Unnecessarly creates confusion/complexity when UDM needs to identifying the latest AUSF for SoR/UPU procedures.


�Draft_S3-212514-r2: Text moved to step 5 NOTE 2.


�Draft_S3-212514-r1: New note added.


�Draft_S3-212514-r1: Text corrected.
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