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1
Decision/action requested

This document proposes a new key issue: UE onboarding for SNPN to the TR 33.857. SA3 is kindly requested to approve this document.
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Rationale

TR 23.700-07 studied UE preferred SNPN information update. The security analysis for UE preferred SNPN information update still need further work. For example, TR 23.700-07 studied the UE preferred SNPN information update using UE policy, for which the security aspects still need to be further analysed. The related study is for soving the issue in TR 23.700-07 as follows:
Editor's note:      Need for additional mechanisms (e.g. URSP or new policy using UPU) to update the separate entity controlled prioritized list of preferred SNPNs in the UE is FFS.
This contribution proposes a new key issue on UE preferred SNPN information update.
4
Detailed proposal

***
BEGIN OF 1ST CHANGE
***
5.X
Key Issue #X: UE preferred SNPN information update
5.X.1
Key issue details
This key issue aims to address security implications introduced in solutions related to Key Issue #1 in TR 23.700-07[3].
TR 23.700-07[3] studied UE preferred SNPN information update. The study decided to use either UPU or SoR for the update of UE preferred SNPN information. However, the security analysis for UE preferred SNPN information update still need further work. For example, TR 23.700-07[3] studied the UE preferred SNPN information update using UE policy, for which the security aspects still need to be further analysed. This key issue aims at treating the security implication related to the UE preferred SNPN information update using UE policy.
5.X.2
Security threats
-    UE preferred SNPN information update using UE policy without integrity check may cause the data to be tampered.
5.X.3
Potential security requirements
The use of SoR or UPU (including URSP or new policy using UPU) for updating the preferred SNPN list in the UE needs to be studied.

***
END OF 1ST CHANGE
***
