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_________________________________________________________________________

This document contains some principles for secure interoperation which are being considered by S3. Detailed mechanisms have not been specified since the exact set of GSM/UMTS roaming and handover scenarios to be supported is not yet clear. S2 are asked to comment whether these principles provide a good basis for further specification work in this area. Detailed comments and clarifications are also requested.

The document assumes some knowledge of the GSM authentication scheme [GSM 03.20] and the latest version of the UMTS authentication scheme [3GPP 33.102, v3.1.0].

The principles for secure interoperation listed below are based on the following assumptions:

· R99 GSM-only phones and R99 core network nodes are assumed to be capable of supporting both UMTS authentication and MM procedures (even over pre-R99 GSM BSS). This applies to both CS and PS services.
Where is the need, that R99 GSM-only phones have to be capable of supporting UMTS authentication procedures?
· Re-authentication at intersystem handover is not feasible for CS services.

Given the above assumptions it is hoped that mechanisms to facilitate secure interoperation for all envisaged GSM/UMTS roaming and handover scenarios can be based on the following principles:

1) A common RAND is used to generate both GSM and UMTS security parameters in the UMTS HLR/AuC and in the USIM.

2) Functions are available in the system which convert GSM security parameters to UMTS security parameters (i.e. convert SRES to RES, and extend the 64 bit Kc to a 128 bit CK and a 128 bit IK), and which convert UMTS security parameters to GSM security parameters (i.e. convert RES to SRES, and reduce CK and IK to Kc). Note that it may be possible to set RES equal to SRES because they can be the same size. 

3) GSM security parameters (SRES, Kc) may be generated from the common RAND together with UMTS security parameters (AUTN, RES, CK, IK) in both the HLR/AuC and in the USIM. They may be generated directly or derived from the UMTS security parameters using (proprietary) conversion functions in the HLR/AuC and in the USIM. In either case the GSM security parameters are included as optional fields in the UMTS authentication vectors distributed by UMTS HLR/AuCs. If GSM security parameters are not included in the UMTS authentication vectors then they may be derived in the network using standardised conversion functions. 
In this case standardised conversion function have also to be implemented in the USIM!
4) For UMTS users (i.e. a user with a USIM issued by a R99 HLR/AuC) there are two security contexts: a GSM security context after GSM authentication (with pre-R99 GSM phones and/or core networks, when only Kc and SRES are available outside the USIM
) and a UMTS security context after UMTS authentication (with all R99 GSM/UMTS phones and/or core networks).

5) For GSM users (i.e. a user with a SIM issued by a pre-R99 HLR/AuC) there is only one security context: a GSM security context after GSM authentication.

6) After GSM authentication, the user and the network have established a GSM security context. However, if the user accesses a UTRAN, the necessary UMTS CK and IK are derived using standardised functions available in the UMTS phone and in the R99 core network node (MSC/VLR or SGSN). 

7) After UMTS authentication, the user and the network have established a UMTS security context: the user is assured of key freshness and strong keys are available at the network side and in the user domain. However, if the user accesses a GSM BSS, a derived GSM security context is activated rather than a UMTS security context. The UMTS security context is activated whenever the user is attached to a UTRAN. This paragraph applies both to CS and PS services. 
Does this include the re-handover case UMTS->GSM->UMTS (as handled under 8) and 9))?

Remark: I think point 7 deals with two different sub-points: 
a) "After UMTS authentication ..." and 
b) HO and re-HO.
8) A USIM and a corresponding R99 HLR/AuC supporting secure interoperation with GSM must be capable of generating a GSM Kc and SRES from the common RAND. A R99 HLR/AuC that is not capable of generating GSM security parameters cannot offer service in GSM serving networks.
This is inconsistent with 3) "... If GSM security parameters are not included in the UMTS authentication vectors then they may be derived in the network using standardised conversion functions. In this case standardised conversion function have also to be implemented in the USIM!"
9) For location update from UMTS core network nodes to GSM core network nodes, the old node supplies GSM authentication parameters to the new node (it received them from the HLR/AuC or can derive them using standardised conversion functions).

Same inconsistents as in 8).
10) For a CS service that has a R99 anchor MSC/VLR, at handover to a GSM BSS connected to a pre-R99 MSC/VLR, a derived GSM security context is activated rather than a UMTS security context. If the user then hands back into a UTRAN then the full UMTS security context is activated.
This is in-line with the general statement in 7).
11) For a CS service that has a pre-R99 anchor MSC/VLR, at handover to a UTRAN under UMTS VLR, the relay-MSC/VLR and the UE shall derive the GSM cipher key by means of standardised functions. There are some doubts whether there is a requirement for this kind of handover and whether it is possible on, for instance, the MAP/E interface. After the call, if the user is still in the new VLR area, a location update and a UMTS authentication would promote the user to a UMTS security context.
This scenario is not clear to me! Why is it necessary to derive KC (GSM cipher key) by means of standardised functions in case of HO to a UTRAN?
12) For PS services, it is not clear that there is a need for a mechanism that avoids authentication at “inter-SGSN area relocation”. However, if such a mechanism is needed, then we recommend the one described below.

· For PS ‘handover’ from R99 to pre-R99 nodes, the old node derives GPRS-Kc and sends it to the new node. GPRS-Kc is then used between the new node and the UMTS phone. The controlling node is now the new pre-R99 node and the UMTS security context is lost (the network side has no access anymore to CK and IK). 

· For PS ‘handover’ from pre-R99 nodes to R99 nodes, the old node sends the GPRS-Kc to the new node, and the R99 node derives UMTS access link keys from it. It is recommended to re-authenticate as soon as possible so that a UMTS security context is established. 

I would propose to avoid a situation where 're-authentication is established as soon as possible'. 
A USIM having access to UTRAN shall establish a UMTS security context. 
In response to a GSM authentication request (e.g. from a pre-R99 phone) the USIM only responds with the GSM security parameters SRES and Kc even though it is possible for the USIM to generate UMTS security parameters (CK and IK) from the RAND contained in the authentication request. This is to prevent known plaintext attacks on the UMTS key generating functions, f3 and f4.






3

