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TSG SA WG3 thanks TSG RAN WG2 for their helpful response.

From the security point of view there is no need to cipher each radio bearer independently. Indeed, it is preferable that if one is enciphered, they all are as this may allow some security risks. 

We agree with the TSG RAN WG3 LS  (below). 
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TSG RAN WG3 thanks SA3 and RAN2 for their liaisons concerning the requirements for the support of ciphering on a per-RAB basis in the case when a UE has multiple RABs. 

RAN3 have noted that while RAN2 is able to support ciphering on a per-RAB basis, SA3 stated that there is no requirement for this. Because of this, and to minimise complexity in the Iu protocols, RAN3 do not intend to support this over Iu in Release ‘99.

Thus, for Release ’99, the RANAP protocol on the Iu interface will support the ciphering of either all or none of the RABs that are active towards a specific user from a specific core network domain (CS or PS).
