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[bookmark: foreword][bookmark: _Toc48930840][bookmark: _Toc49376089][bookmark: _Toc56501537]Foreword
[bookmark: spectype3]This Technical Report has been produced by the 3rd Generation Partnership Project (3GPP).
The contents of the present document are subject to continuing work within the TSG and may change following formal TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an identifying change of release date and an increase in version number as follows:
Version x.y.z
where:
x	the first digit:
1	presented to TSG for information;
2	presented to TSG for approval;
3	or greater indicates TSG approved document under change control.
y	the second digit is incremented for all changes of substance, i.e. technical enhancements, corrections, updates, etc.
z	the third digit is incremented when editorial only changes have been incorporated in the document.
In the present document, modal verbs have the following meanings:
shall		indicates a mandatory requirement to do something
shall not	indicates an interdiction (prohibition) to do something
The constructions "shall" and "shall not" are confined to the context of normative provisions, and do not appear in Technical Reports.
The constructions "must" and "must not" are not used as substitutes for "shall" and "shall not". Their use is avoided insofar as possible, and they are not used in a normative context except in a direct citation from an external, referenced, non-3GPP document, or so as to maintain continuity of style when extending or modifying the provisions of such a referenced document.
should		indicates a recommendation to do something
should not	indicates a recommendation not to do something
may		indicates permission to do something
need not	indicates permission not to do something
The construction "may not" is ambiguous and is not used in normative elements. The unambiguous constructions "might not" or "shall not" are used instead, depending upon the meaning intended.
can		indicates that something is possible
cannot		indicates that something is impossible
The constructions "can" and "cannot" are not substitutes for "may" and "need not".
will		indicates that something is certain or expected to happen as a result of action taken by an agency the behaviour of which is outside the scope of the present document
will not		indicates that something is certain or expected not to happen as a result of action taken by an agency the behaviour of which is outside the scope of the present document
might	indicates a likelihood that something will happen as a result of action taken by some agency the behaviour of which is outside the scope of the present document
might not	indicates a likelihood that something will not happen as a result of action taken by some agency the behaviour of which is outside the scope of the present document
In addition:
is	(or any other verb in the indicative mood) indicates a statement of fact
is not	(or any other negative verb in the indicative mood) indicates a statement of fact
The constructions "is" and "is not" do not indicate requirements.
[bookmark: introduction][bookmark: _Toc45017053][bookmark: _Toc48930841][bookmark: _Toc49376090][bookmark: _Toc56501538]Introduction
The 5GS already supports certain specific features for Non-Public Networks, these are evolved in the architectural study documented in 3GPP TR 23.700-07[3], considering new functionality for Non-Public Networks. One of the main architectural changes in need of security enhancements are the allowance of credentials owned by a separate entity than a Standalone Non-Public Network. The other is onboarding and remote provisioning of non-USIM credentials to allow for a seamless setup of Non-Public Networks.
[bookmark: scope][bookmark: _Toc48930842][bookmark: _Toc49376091][bookmark: _Toc56501539]
1	Scope
The present document …
[bookmark: references][bookmark: _Toc48930843][bookmark: _Toc49376092][bookmark: _Toc56501540]2	References
The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
-	References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
-	For a specific reference, subsequent revisions do not apply.
-	For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[1]	3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2]	3GPP TS 33.501: "Security architecture and procedures for 5G System"
[3]	3GPP TR 23.700-07: "Study on enhanced support of non-public networks (Release 17)"
[4]		3GPP TS 23.501: "System Architecture for the 5G System"
[5]	IETF RFC 5281: " Extensible Authentication Protocol Tunneled Transport Layer Security
             	Authenticated Protocol Version 0 (EAP-TTLSv0) " 
…
[x]	<doctype> <#>[ ([up to and including]{yyyy[-mm]|V<a[.b[.c]]>}[onwards])]: "<Title>".
[bookmark: definitions][bookmark: _Toc48930844][bookmark: _Toc49376093][bookmark: _Toc56501541]3	Definitions of terms, symbols and abbreviations
[bookmark: _Toc48930845][bookmark: _Toc49376094][bookmark: _Toc56501542]3.1	Terms
For the purposes of the present document, the terms given in 3GPP TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in 3GPP TR 21.905 [1].
[bookmark: _Toc48930846][bookmark: _Toc49376095]Provisioning Server: The server that provisions the authenticated/authorized UE with the NPN credentials. 
SNPN credentials: Information that the UE uses for authentication to access a SNPN.
For the purposes of the present document, the following terms and definitions given in 3GPP TR 23.700-07 [3] apply:
Default UE credentials: Information that the UE have before the actual onboarding procedure to make it uniquely identifiable and verifiably secure.
Default Credential Server (DCS): The server that can authenticate a UE with default UE credentials or provide means to another entity to do it.
NPN: Non-Public Network as defined in TS 23.501 [4]. The terminology NPN refers to both SNPN and PNI-NPN in this TR unless otherwise stated.
Onboarding Network (ON): The network providing initial registration and/or access to the UE for UE Onboarding.
Subscription Owner (SO): The entity that stores and as result of the UE Onboarding procedures provide the subscription data and optionally other configuration information via the PS to the UE.
Unique UE identifier: Identifying the UE in the network and the DCS and is assigned and configured by the DCS.

[bookmark: _Toc56501543]3.2	Symbols
For the purposes of the present document, the following symbols apply:
<symbol>	<Explanation>

[bookmark: clause4][bookmark: _Toc2086440][bookmark: _Toc48930847][bookmark: _Toc49376096][bookmark: _Toc56501544]3.3	Abbreviations
For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in 3GPP TR 21.905 [1].

DCS	Default Credential Server
ON	Onboarding network
PS	Provisioning Server
SO	Subscription Owner
[bookmark: _Toc45017060][bookmark: _Toc48930848][bookmark: _Toc49376097][bookmark: _Toc56501545][bookmark: _Hlk48929297][bookmark: _Toc513475446]4	Architectural and security assumptions
Editor's note:	This clause includes the architectural and security assumptions applicable for the study.
[bookmark: _Toc25934660][bookmark: _Toc26337040][bookmark: _Toc31114287][bookmark: _Toc43392561][bookmark: _Toc43475357][bookmark: _Toc43475733][bookmark: _Toc48930849][bookmark: _Toc49376098][bookmark: _Toc56501546]4.1	Architectural requirements
-	Solutions are built on the 5G System security architectural principles as in TS 33.501 [2] and conclusions drawn in TR 23.700-07 [3], including flexibility and modularity for newly introduced functionalities.
[bookmark: _Toc56501547]4.2	Security assumptions
-	It is assumed for the case where non-USIM credentials are provisioned for SNPN, the non-USIM credentials are of a key generating EAP method type. 
-	It is assumed for the case where non-USIM credentials are provisioned for PNI-NPN, the non-USIM credentials are of an EAP method type. 

[bookmark: _Toc48930850][bookmark: _Toc49376099][bookmark: _Toc56501548]5	Key issues
Editor’s Note: This clause contains all the key issues identified during the study.
[bookmark: _Toc48930851][bookmark: _Toc49376100][bookmark: _Toc56501549]5.1	Key Issue #1 Credentials owned by an external entity
[bookmark: _Toc48930852][bookmark: _Toc49376101][bookmark: _Toc56501550]5.1.1	Key issue details
This Key Issue aims at addressing security implications introduced in solutions related to Key Issue #1 Enhancements to Support SNPN along with credentials owned by an entity separate from the SNPN in TR 23.700-07 [3]. 
TR 23.700-07 [3] contains numerous solutions addressing Key Issue #1, where some solutions rely on a AAA-S external to the SNPN, depicted in 5.1.1-2, and others on an AUSF separated from the SNPN the UE is attempting to access, depicted in 5.1.1-1. These architectural changes may have an impact on security architecture, for instance, primary authentication.
Editor’s note: The solutions depicted are preliminary and might expand or reduce based on SA2 conclusion.

Figure 5.1.1-1: SNPN + PLMN

Figure 5.1.1-2: SNPN + non-PLMN
The solution are to describe how authentication is done with credentials owned by an entity separate from the SNPN and how keys may be shared between an entity separate from the SNPN and the SNPN, considering trust relationship between the SNPN and the separate entity owing the credentials.
[bookmark: _Toc48930853][bookmark: _Toc49376102][bookmark: _Toc56501551]5.1.2	Security threats
Weak authentication procedures may allow attackers to impersonate the UE towards the SNPN or vice versa.
Sharing of keying material between the SNPN and an entity separate from the SNPN during the key establishment procedure where authentication and key agreement is the same, may imply that a third party can derive keys on its own.
[bookmark: _Toc48930854][bookmark: _Toc49376103][bookmark: _Toc56501552]5.1.3	Potential security requirements
-	The UE and SNPN shall support network access authentication procedure with credentials owned by an entity separate from the SNPN.
[bookmark: _Toc48930855][bookmark: _Toc49376104][bookmark: _Toc56501553]5.2	Key Issue #2 Provisioning of Credentials
[bookmark: _Toc48930856][bookmark: _Toc49376105][bookmark: _Toc56501554]5.2.1	Key issue details
This Key Issue aims at addressing security implications introduced in solutions related to Key Issue #4 in TR 23.700-07 [3]. 
The objective of Key Issue #4 in TR 23.700-07 [3] is twofold, UE onboarding and then remote provisioning of non USIM credentials for SNPN. This Key Issue aims at treating the security implications related to the provisioning part. 
Designing completely new protocols is not in scope of this key issue.
Editor’s note: other details are FFS.
[bookmark: _Toc48930857][bookmark: _Toc49376106][bookmark: _Toc56501555]5.2.2	Security threats
Unprotected provisioning of SNPN credentials may cause the SNPN credentials to be obtained or manipulated by on-boarding network. 
[bookmark: _Toc48930858][bookmark: _Toc49376107][bookmark: _Toc56501556]5.2.3	Potential security requirements
FFS
[bookmark: _Toc48930859][bookmark: _Toc49376108][bookmark: _Toc56501557]5.3	Key Issue #3 Security impacts from supporting IMS voice and IMS services in SNPNs
[bookmark: _Toc48930860][bookmark: _Toc49376109][bookmark: _Toc56501558]5.3.1	Key issue details
This key issue aims to analyse the potential security impacts from supporting IMS voice and IMS services in SNPNs. In Rel-16 SNPNs do not support IMS emergency services but for Rel-17 its expected that the enabling of IMS and IMS services for SNPNs is to be studied.
UEs that are to be used in SNPN are currently not required to have IMS credentials. It needs to be studied especially how these UEs can authenticate with the network. This means that solutions that address UEs without IMS credentials are in scope of this key issue.
Architectural requirement: Solutions to this key issue need to describe how the security, especially authentication, of supporting IMS voice and IMS services in SNPN is to be addressed. 
[bookmark: _Toc48930861][bookmark: _Toc49376110][bookmark: _Toc56501559]5.3.2	Security threats
If the UE and the network do not mutually authenticate, an attacker could either impersonate the network towards the UE or the UE towards the network.
[bookmark: _Toc48930862][bookmark: _Toc49376111][bookmark: _Toc56501560]5.3.3	Potential security requirements
The UE and the network shall mutually authenticate before granting access to IMS and IMS services.
[bookmark: _Toc56501561]5.4	Key Issue #4: Securing initial access for UE onboarding between UE and SNPN
[bookmark: _Toc43475736][bookmark: _Toc43475360][bookmark: _Toc43392564][bookmark: _Toc31114290][bookmark: _Toc26337043][bookmark: _Toc25934663][bookmark: _Toc23236007][bookmark: _Toc56501562]5.4.1	Introduction
The key issue addresses the authentication and authorization aspects of UE onboarding for SNPN in key issue #4 in TR 23.700-07 [3].
TR 23.700-07 [3] is studying UE identification, support of exposure API, network selection, authentication, and authorization procedure for UE and SNPN, and architecture enhancement to enable provisioning of SNPN credentials for primary authentication and SNPN configurations into the UE to enable SNPN access.
Especially, the procedure for securing initial access for UE onboarding between UE and an SNPN via an Onboarding SNPN before the UE's SNPN credentials are provisioned is considered in this key issue. The assumption is that the UE has not been provisioned with SNPN credentials for the SNPN the UE wants to access, nor for the onboarding SNPN. The UE may be provisioned with default credentials (e.g. Default UE Credentials). As part of this key issue, it should be considered if a Default Credential Server is deployed or not.
[bookmark: _Toc476326405][bookmark: _Toc476246435][bookmark: _Toc475607115][bookmark: _Toc475605640][bookmark: _Toc467572855][bookmark: _Toc457919068][bookmark: _Toc457918000][bookmark: _Toc452970027][bookmark: _Toc452967718][bookmark: _Toc452967305][bookmark: _Toc452966891][bookmark: _Toc452966474][bookmark: _Toc452662363][bookmark: _Toc452660215][bookmark: _Toc452659796][bookmark: _Toc452659383][bookmark: _Toc452622410][bookmark: _Toc450799645][bookmark: _Toc25585938][bookmark: _Toc18083116][bookmark: _Toc12721493][bookmark: _Toc8813158][bookmark: _Toc8812993][bookmark: _Toc8413934][bookmark: _Toc56501563]5.4.2	Security threats
-	Unauthorized access by UEs to the onboarding SNPN may cause the resources of the onboarding SNPN to be misused or overloaded.
-	Unauthorized onboarding SNPN serving the UE may mislead the UE, e.g., deliver wrong information to the UE.
[bookmark: _Toc476326406][bookmark: _Toc476246436][bookmark: _Toc475607116][bookmark: _Toc475605641][bookmark: _Toc467572856][bookmark: _Toc457919069][bookmark: _Toc457918001][bookmark: _Toc452970028][bookmark: _Toc452967719][bookmark: _Toc452967306][bookmark: _Toc452966892][bookmark: _Toc452966475][bookmark: _Toc452662364][bookmark: _Toc452660216][bookmark: _Toc452659797][bookmark: _Toc452659384][bookmark: _Toc452622411][bookmark: _Toc450799646][bookmark: _Toc25585939][bookmark: _Toc18083117][bookmark: _Toc12721494][bookmark: _Toc8813159][bookmark: _Toc8812994][bookmark: _Toc8413935][bookmark: _Toc56501564]5.4.3	Potential security requirements
The 5GS shall support a procedure allowing a UE to securely access an onboarding SNPN in order to gain access to SNPN credentials provisioning server.
[bookmark: _Toc513475447][bookmark: _Toc48930863][bookmark: _Toc49376112][bookmark: _Toc56501565]5.X	Key Issue #X: <Key Issue Name>
[bookmark: _Toc513475448][bookmark: _Toc48930864][bookmark: _Toc49376113][bookmark: _Toc56501566]5.X.1	Key issue details
[bookmark: _Toc513475449][bookmark: _Toc48930865][bookmark: _Toc49376114][bookmark: _Toc56501567]5.X.2	Security threats
[bookmark: _Toc513475450][bookmark: _Toc48930866][bookmark: _Toc49376115][bookmark: _Toc56501568]5.X.3	Potential security requirements
[bookmark: _Toc513475451][bookmark: _Toc48930867][bookmark: _Toc49376116][bookmark: _Toc56501569]6	Solutions
Editor’s Note: This clause contains the proposed solutions addressing the identified key issues.
[bookmark: _Toc48930868][bookmark: _Toc49376117][bookmark: _Toc56501570]6.0	Mapping of Solutions to Key Issues
Table 6.0-1: Mapping of Solutions to Key Issues
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[bookmark: _Toc56501571]6.1	Solution #1: Primary authentication between an SNPN and third-party AAA server using EAP
[bookmark: _Toc56501572]6.1.1	Introduction
This solution address Key Issue #1 Credentials owned by an external entity, in particular the case where the separate entity is deployed as a AAA server. It is assumed that the AAA server is some existing solution. Hence, no updates to the AAA server can be made. 
The assumed architecture is described in TR 23.700-7 [3], clause 6.8.2.2. An illustration is provided here for convenience in Figure 6.1.1-1. The SNPN includes a complete 5GS SNPN network and the CdP is the Credential provider (AAA server in this case).




Figure 6.1.1-1: Access to SNPN services using credentials from Credential Provider (CdP) for authentication in the SNPN
[bookmark: _Toc56501573]6.1.2	Solution Details  
This solution enables UEs to access an SNPN which makes use of a credential management system managed by a credential provider external to the SNPN. The credential provider will typically correspond with an already existing credential management system owned by the vertical owner of the SNPN 5GS.
The UE is provisioned with credentials (for any key-generating EAP method) managed by the CdP, which include an identifier and related security information and the CdP Identifier. The UE initiates registration in the SNPN using a SUPI containing a network-specific identifier, provided by the CdP and provisioned in the UE.
For the primary authentication procedure, the UDM allows the UE to run primary authentication with credentials owned by a certain CdP. The UDM indicates to the AUSF to proceed with primary authentication involving the corresponding CdP.
In this scenario the authentication server role is taken by the AAA. The AUSF acts as EAP authenticator and interacts with the AAA to execute the primary authentication procedure. 
The shift of the AAA being the AAA server will result in an impact on the key hierarchy. The KAUSF is in this scenario derived from MSK instead of EMSK.  This leads to impact on the UE and AUSF and also in the primary authentication procedure in the sense that an indication could be sent to the UE that the alternative key hierarchy is to be applied. 

[bookmark: _Toc56501574]6.1.2.1	Procedure



Figure: 6.1.2-1: Primary authentication with external domain


0.	The UE is configured with credentials from the CdP e.g. SUPI containing a network-specific identifier and credentials for any key-generating EAP-method. 
It is further assumed that there exists a trust relation between the AUSF (AAA-IWF) and the AAA. These entities need to be mutually authenticated, and the information transferred on the interface need to be confidentiality, integrity and replay protected. 
1.	The UE selects the SNPN and initiates UE registration in the SNPN. In case no SUPI is provisioned in the UE, the UE creates a SUCI/SUPI based on the CdP-UE ID provided by the CdP and provisioned in the UE.
NOTE 1:	In the case of the UE constructing the SUPI, it is assumed that the SUPI is on NAI format and includes also the CdP ID in the domain part of the NAI, e.g. UEID@CdPID. 

For construction of the SUCI, existing methods in TS 33.501 [2] can be used. If the public key of the SNPN is not provisioned in the UE, null scheme can be used with anonymised SUPI as described in Annex B of TS 33.501 [2]. 

Editor's note: User privacy for key-generating EAP-methods not covered by current procedures in TS 33.501 [2] is FFS.”
2.	The AMF within the SNPN initiates primary authentication for the UE using a Nausf_UEAuthentication_Authenticate service operation with the AUSF as currently specified in TS 33.501 [2]. The AMF selects an AUSF based on the SUCI presented by the UE as specified in TS 23.501 [4].
3.	The AUSF checks with UDM within the SNPN for the authentication method to be executed for the UE using a Nudm_UEAuthentication_Get service operation as currently specified in TS 33.501 [2]. The AUSF selects a UDM also using the SUCI provided by the AMF as specified in TS 23.501 [4]. 
4. 	The UDM resolves the SUCI to the SUPI before checking the authentication method applicable for the UE. The UDM can obtain the common subscription data or individual subscription data based on the SUPI. 

The UDM determines that primary authentication is to be performed, with an external entity based on subscription data or by looking at the realm part of the SUPI in NAI format.
5.	The UDM provides the AUSF with the UE SUPI and the applicable authentication method for the UE. In this case, the UDM indicates to the AUSF to run primary authentication with credentials owned by a certain CdP. The UDM provides the AUSF also with the address of the CdP if required. CdP UE ID is also provided if available in the subscription data. 
6.	Based on the indication from the UDM, the AUSF interacts with the CdP to execute the primary authentication procedure. The AUSF derives the CdP-UE ID from the SUPI unless received from UDM. The AUSF uses a AAA-P/IWF to interact with the CdP. 
7.	The UE executes the applicable authentication method with the CdP.
8.	After successful authentication, the AUSF is provided by the MSK from the AAA. 
9.	The AUSF uses the most significant 256 bits of MSK as the KAUSF. The AUSF also derives KSEAF from the KAUSF as defined in Annex A.6 of 33.501 [2]. 
Editor's note: It is FFS if other input, not known to the external AAA is to be used for input when deriving the KAUSF from MSK.
10. The AUSF sends to the AMF the successful indication together with the SUPI of the UE and the resulting KSEAF, and optionally an indicator that MSK has been used. 
11. The AMF sends the MSK indicator to the UE in a NAS message 
12. The UE decides to derive the KAUSF from MSK instead of EMSK, either based on the indicator received from AMF or by interpretation of the realm part of the NAI that might indicate the use of external CdP. 
Editor's note: It is FFS whether the UE instead of the above can be pre-configured with the information which key derivation method to use.
[bookmark: _Toc56501575]6.1.3	System impact
UE
KAUSF is derived from MSK instead of EMSK. The decision to do this can be based on an indicator received from the AMF or by interpretation of the realm part of the UE ID in NAI format. 
AMF
Relay of new MSK indicator
UDM
	Decision if external authentication is to be triggered, e.g. by interpreting the realm part of NAI or by UE subscription data. 
AUSF
KAUSF is derived from MSK instead of EMSK.
Send new indicator towards AMF indicating MSK usage. 
AAA-S
None
[bookmark: _Toc56501576]6.1.4	Evaluation
Editor’s Note: Each solution should motivate how the potential security requirements of the key issues being addressed are fulfilled.
The solution fulfils the potential security requirements of KI#1 and shows how a key-generating EAP method can be used as primary authentication with a separate entity.
UE and AUSF are impacted by the use of a new key hierarchy option. 
As a result of the proposed solution, the CdP will be able to derive the KAUSF from the MSK. As a consequence of this, the CdP could use this to compromise security mechanisms based on KAUSF.  Because of this, a the CdP must be trusted by the SNPN.  
To protect the transfer of the MSK, the interface between AAA-IWF and the AAA needs security measures to prevent the MSK (and thereby KAUSF) from being compromised by any external parties.
[bookmark: _Toc56501577]6.2	Solution #2: EAP authentication between UE and external AAA via AUSF
[bookmark: _Toc56501578]6.2.1	Introduction

This solution addresses the key issue #1 - Credentials owned by an external entity. It supports the use of any key generating EAP method to authenticate UE by an external entity consisting of a AAA server (AAA-E). 
Particular considerations are given to maintain the same key hierarchy as other primary authentication (e.g., EAP-AKA’) when the credentials are owned by an internal entity (i.e., UDM). Such consideration allows to eliminate impact on UE side and minimize impact on core network components. 
To maintain the key hierarchy on the UE side, this proposal requires AAA server to be able to derive KSEAF from EMSK according to TS 33.501. 
[bookmark: _Toc56501579]6.2.2	Solution details


1.	The UE sends to the SEAF a Registration Request message, including the SUCI which is constructed from the UE SUPI. The SUPI is of the type of NAI in the form of username@realm. The “username” shall be either “anonymous” or omitted if the subscriber identifier privacy is required by SNPN and the public key of the SNPN is not provisioned in the UE.
2.	The SEAF sends to the AUSF Nausf_UEAuthentication_Authenticate Request message, including the SUCI and the SN-name (the serving network name).
3.	The AUSF sends to the UDM the the Nudm_UEAuthentication_Get Request, including the SUCI and the SN-name. 
4.	The UDM de-conceals the SUCI to obtain the SUPI. If the SUCI is not constructed using the null-scheme, the UDM invokes the SIDF located within the UDM to de-conceal the SUCI. 
The the “username” portion of the SUPI could be a real username, “anonymous”, or null (i.e., omitted). In any case, the UDM uses the SUPI to determine that the credentials of this UE is owned by an external entity and return the information that is needed by the AUSF to use the AAA-E to authenticate the UE. 
Editor Note. Since the EAP method itself may provide subscriber privacy, it is FFS whether such a SUCI calculation using non-null scheme is needed at the UE. If it is needed, the details on SUCI calculation is FFS
5.	The UDM sends to the AUSF the Nudm_UEAuthentication_Get Response, which also includes the SUPI and any additional information that may assist AUSF to reach AAA-E.
6.	The AUSF uses SUPI, any assistant information from the UDM, and/or local information to determine that an AAA server needs to be invoked to authenticate the UE. 
The AUSF sends an authentication request to the AAA server. The exact message format of this authentication request depends on the interface overwhich the request is sent. It could be a service based interface if there is an interworking function to external AAA-E, or an AAA interface (e.g., RADIUS or DIAMETER) which may go through an AAA proxy (AAA-P). 
Note that SUPI is needed to route the request to the ultimate destination AAA-E since there may be additional AAA proxies in front of the AAA-E. SN-Name is needed to derive KSEAF.
7. An intermediate entity (e.g., AAA-P) forwards the authentication request to the AAA-E. 
8. The AAA-E and the UE performs an EAP authentication that is selected by the AAA-E. 
9. Upon the successful completion of EAP authentication, the AAA-E dervises KSEAF from EMSK according to 33.501, sends an Access Accept messages to the AAA-P, including EAP Success, SUPI, and KSEAF. 
Note that SUPI is needed since the SUPI received by AUSF in step 5 may be anonymous. KSEAF is derived by the AAA-E to maintain the same key hierarchy as the other primary authentication method (e.g., EAP-AKA’). Further, having AAA-E deriving KSEAF and send it the AUSF fully complies with RFC 5295.
10. The AAA-P forwards the Access Accept (or translates it to a service authentication response) to the AUSF, including EAP Success, SUPI, and KSEAF. 
11. The AUSF sends to the SEAF an EAP-Success message along with the SUPI and the KSEAF in a Nausf_UEAuthentication_Authenticate Response message. 
12. The SEAF forwards to the UE the EAP-Success message in an Authentication Result message or a Security Mode Command message. 
Upon receiving the EAP-Success message, the UE derives the KAUSF and the KSEAF in the same way as the AUSF according to 3GPP TS 33.501. 
By this point, the EAP authentication between the AAA-E and the UE has been successfully completed.
Editor’s Note: The architectural relationship between AUSF and *-AAA including the derivation of keys is FFS. This includes the transfer of keys/messages in steps 6,7, 9 and 10.

[bookmark: _Toc56501580]6.2.3	System impact

This solution has impact on UDM, AUSF, and AAA-E. 
When UDM receives Nudm_UEAuthentication_Get_Request and obtains a SUPI that is owned by an external entity, it may not be able to and need not to select an authentication method. In addition, the UDM may need to return information back to allow AUSF to use an AAA-E to authenticate the UE. 
When AUSF receives Nudm_UEAuthentication_Get_Response, it needs to be able to make decision to use an AAA-E to authenticate the UE. 
AAA-E needs to derive KSEAF according to 3GPP TS 33.501.
There is no impact on UE side other than that the UE need to support the EAP method chosen by AAA-E for authentication. 
[bookmark: _Toc56501581]6.2.4	Evaluation
Editor’s Note: Each solution should motivate how the potential security requirements of the key issues being addressed are fulfilled.
[bookmark: _Toc56501582]6.3	Solution #3: Primary authentication between an SNPN and third-party AAA server using EAP-TTLS
[bookmark: _Toc56501583]6.3.1	Introduction
This solution address Key Issue #1 Credentials owned by an external entity, in particular, the case where the separate entity is deployed as a AAA server. It is assumed that the AAA server is some existing solution. Hence, no updates to the AAA server can be made. 

[bookmark: _Toc56501584]6.3.2	Solution Details  
This solution relies on the decision in Annex I of TS 33.501[2] that any key generating EAP-method can be used for primary authentication to SNPN. In this case EAP-TTLS is used. 
In this setting, a TLS tunnel is established between the UE and AUSF, based on the AUSF server certificate only. Through the established tunnel, any legacy authentication protocol can be run towards the AAA, for example other EAP methods. In this case, the KAUSF is derived by the AUSF from the EMSK established in the first (outer) authentication. This would not impact the key hierarchy. However, this would mean that the KAUSF is based solely on the AUSF credentials, not on the UE credentials or the output keys from the UE authentication. 
Also, for this to work, the UE would need to be provisioned with the root of trust to enable verification of the AUSF certificate. The root of trust for the SNPN could potentially be provided during the onboarding procedure (studied in KI#4 of TR 23.700-7 [3]) or installed during manufacturing.
[bookmark: _Toc56501585]6.3.2.1	Procedure



Figure: 6.3.2-1: Primary authentication with external domain

0.	The UE is configured with credentials from the CdP e.g. SUPI containing a network-specific identifier, and credentials for any key-generating EAP-method.
The UE and TTLS server (AUSF) may have a one-way security relationship based on the TTLS server's (AUSF) possession of a private key guaranteed by a CA certificate which the user trusts or may have a mutual security relationship based on certificates for both parties.
1.	The UE selects the SNPN and initiates UE registration in the SNPN. The UE creates a SUCI/SUPI based on the CdP-UE ID provided by the CdP and provisioned in the UE.
NOTE 1:	It is assumed that the SUPI is on NAI format and includes also the CdP ID in the domain part of the NAI, e.g. UEID@CdPID. 

For construction of the SUCI, existing methods in TS 33.501 [2] can be used.  If the public key of the SNPN is not provisioned in the UE, null scheme can be used with anonymised SUPI as described in Annex B of TS 33.501 [2]. 

Editor's note: User privacy for key-generating EAP-methods not covered by current procedures in TS 33.501 [2] is FFS.”
2.	The AMF/SEAF within the SNPN initiates primary authentication for the UE using a Nausf_UEAuthentication_Authenticate service operation with the AUSF as currently specified in TS 33.501 [2]. The AMF selects an AUSF based on the SUCI presented by the UE as specified in TS 23.501 [4].
3.	The AUSF checks with UDM within the SNPN for the authentication method to be executed for the UE using a Nudm_UEAuthentication_Get service operation as currently specified in TS 33.501 [2]. The AUSF selects a UDM also using the SUCI provided by the AMF as specified in TS 23.501 [4]. 
4. 	The UDM resolves the SUCI to the SUPI before checking the authentication method applicable for the UE. The UDM can obtain the common subscription data or individual subscription data based on the SUPI. 

The UDM determines that primary authentication is to be performed using EAP-TTLS based on subscription data or by interpreting the realm part of the NAI. 
[bookmark: _Hlk52452915]5.	The UDM provides the AUSF with the UE SUPI and the applicable authentication method for the UE. In this case, the UDM indicates to the AUSF to run primary authentication using EAP-TTLS. The UDM provides the AUSF also with the address of the CdP if required. CdP UE ID is also provided if available in the subscription data.
6.	Based on the indication from the UDM, the AUSF runs EAP-TTLS phase 1 towards the UE as specified in RFC 5281 [5]. The AUSF starts EAP-TTLS by sending to the AMF/SEAF a Nausf_UEAuthentication_Authenticate Response message containing an EAP-Request message of EAP-type=EAP-TTLS with the Start (S) bit set, denoted as EAP-Request [EAP-TTLS, Start=1].
7.	The AMF/SEAF forwards to the UE the EAP-Request [EAP-TTLS, Start=1] in the Authentication Request message, including the ngKSI and the ABBA parameters. 
8.	The UE replies to the AMF/SEAF an Authentication Response message containing an EAP-Response [EAP-TTLS] message whose data field encapsulates a TLS ClientHello message, denoted as EAP-Response [EAP-TTLS, ClientHello]. 
9.	The AMF/SEAF forwards to the AUSF the EAP-Response [EAP-TTLS, ClientHello] message in a Nausf_UEAuthentication_Authenticate Request message. 
10. The AUSF replies to the AMF/SEAF with EAP-Request [EAP-TTLS] message whose data field encapsulates a TLS ServerHello message, a TLS ServerCertificate message, a TLS ServerKeyExchange message, an optional CertificateRequest message, and a TLS ServerHelloDone message. Such EAP-Request message, denoted as EAP-Request [EAP-TTLS, ServerHello, ServerCertificate, ServerKeyExchange, CertificateReuest*, ServerHelloDone], is encapsulated in a Nausf_UEAuthentication_Authenticate Response message. 
11. The AMF/SEAF forwards to the UE the EAP-Request [EAP-TTLS, ServerHello, ServerCertificate, ServerKeyExchange, CertificateReuest*, ServerHelloDone] message in an Authentication Request message, including the ngKSI and the ABBA parameters. 
12. The UE authenticates the AUSF by validating the server certificate included in the EAP-Request message received in step 11. The UE needs to be provisioned with certificates of a trust anchor to validate the AUSF server certificate. 
13. If the TLS server authentication is successful, then the UE replies to the AMF/SEAF with EAP-Response [EAP-TTLS] in an Authentication Response message. The data field of the EAP-Response [EAP-TTLS] message contains a ClientCertificate message if a CertifiateRequest messages was received in step 11, a TLS ClientKeyExchange message, an optional CertificateVerify message, a TLS ChangeCipherSpec message, and a TLS Finished message. This EAP-Response message is denoted as EAP-Response [EAP-TTLS, ClientCertificate*, ClientKeyExchange, CertifiateVerify*, ChangeCipherSpec, Finished]. 
14. The AMF/SEAF forwards to the AUSF the EAP-Response [EAP-TTLS, ClientKeyExchange, ChangeCipherSpec, Finished] message in a Nausf_UEAuthentication_Authenticate Request message. 
15a. The AUSF verifies the client certificate if received in step 14.
15b. The AUSF sends to the AMF/SEAF an EAP-Request [EAP-TTLS] message with its data field encapsulating a TLS ChangeCipherSpec message and a TLS Finished message. This EAP-Request message, denoted as EAP-Request [EAP-TLS, ChangeCipherSpec Finished], is encapsulated in a Nausf_UEAuthentication_Authenticate Response message.
16. The AMF/SEAF forwards to the UE EAP-Request [EAP-TLS, ChangeCipherSpec Finished] message in an Authentication Request message, including the ngKSI and the ABBA parameters. By this point, the UE and the AUSF have successfully established a TLS tunnel to protect EAP-TTLS phase 2, as well as keying materials to be used to derive the MSK and EMSK.17. The UE runs EAP-TTLS phase 2 towards the AAA-H as specified in RFC 5281 [5]. 
18. After successful authentication, an EMSK is established from the keying materials obtained in step 16. The AUSF derives the KAUSF from the EMSK as described in 33.501 [2] (using the 256 msb of the EMSK as KAUSF). The AUSF also derives KSEAF from the KAUSF as defined in Annex A.6 of 33.501 [2]. 

19. The AUSF sends to the AMF/SEAF an EAP-Success message along with the SUPI and the KSEAF in a Nausf_UEAuthentication_Authenticate Response message. 
20. The AMF/SEAF forwards to the UE the EAP-Success message in an Authentication Result message or a Security Mode Command message. 
21. Upon receiving the EAP-Success message, the UE derives an EMSK from the keying materials obtained in step 16. The UE further derives the KAUSF and the KSEAF according to 3GPP TS 33.501 [2]. 
 
[bookmark: _Toc56501586]6.3.3	System impact
UE
UE needs to be provisioned with the CA certificate used for signing the AUSF certificate. 
UE needs to support EAP-TTLS.
AMF
None
UDM
	UDM needs to be able to determine that EAP-TTLS shall be run.  
AUSF
AUSF needs to support EAP-TTLS 
AAA-S
None

[bookmark: _Toc56501587]6.3.4	Evaluation
Editor’s Note: Each solution should motivate how the potential security requirements of the key issues being addressed are fulfilled.
The solution fulfils the potential security requirements of KI#1 and shows how a key-generating EAP method can be used as primary authentication with a separate entity.
Key hierarchy is not impacted. 
[bookmark: _Toc56501588]6.4	Solution #4: Authentication Framework Enhancements to support SNPN access
[bookmark: _Toc56501589]6.4.1	Introduction
This solution address key issue #1 (Credentials owned by an external entity).
[bookmark: _Toc56501590]6.4.2	Solution details
[bookmark: _Toc56501591]6.4.2.1	SNPN access using PLMN owned subscription credentials
When PLMN credentials are used to access the SNPN, this solution proposes that the existing roaming architecture for 5GS is reused, where the SNPN takes the role of VPLMN and the entity owning the PLMN credentials takes the role of HPLMN. 
[bookmark: _Toc56501592]6.4.2.2	SNPN access using third-party owned subscription credentials
When the subscription credentials are owned by a third-party entity, it is assumed that the SNPN trusts the third-party to store and process the subscription credentials used for primary authentication. Two architecture variants are considered depending on the authentication method used, i.e., EAP-based authentication method (EAP-AKA’ or another EAP authentication method) or 5G AKA. 
Variant 1: EAP-based authentication framework:
In this variant, in order to isolate SNPN from the third-party network, a proxy AUSF (denoted as AUSF* here onwards) is introduced in the SNPN network. AUSF* supports N12 interface towards the AMF. The AUSF* also interfaces with the third-party using the N12* interface.
The EAP based 5GS primary authentication is performed between the UE and the AAA server in the third-party network. The AAA server can be either 5GS aware AAA (i.e., a AAA server that implements the necessary functions (e.g., AUSF/UDM/ARPF/SIDF for successful 5GS authentication, including providing of KSEAF to the SNPN after successful authentication) or a non-5GS aware AAA (e.g., a legacy AAA that supports a key generating EAP authentication method but does not support 5GS specific functions). 
The figure below illustrates the EAP-based authentication framework.


Figure 6.4.2.2-1: EAP based 5G authentication framework for SNPN access
In case the AAA server is 5GS aware, then the N12* can be the same as the N12 interface with AUSF* providing a AAA proxy functionality for security isolation between the SNPN and the third-party network.
In case the AAA server is non-5GS aware (i.e., legacy AAA server), after successful EAP authentication, the AAA can only provide the MSK to the AUSF*. Furthermore, the AUSF* derives the KSEAF from the received MSK (treating it as the KAUSF). The N12* interface is a standard AAA/EAP interface.
Variant 2: 5G AKA based authentication framework:
In this variant, the AUSF* is located in the SNPN and the rest of the necessary 5GS authentication functions (i.e., AUSF/UDM/ARPF/SIDF) resides in the 3rd party network. AUSF* is a N12 proxy and provides the necessary isolation between the SNPN and the third-party network. The figure below illustrates the 5G AKA based authentication framework.


Figure 6.4.2.2-2: 5G AKA based authentication framework for SNPN access
[bookmark: _Toc56501593]6.4.3	System impact
This solution has no UE impacts expect when an EAP authentication is used with a legacy AAA server, in which case, the UE needs to derive KSEAF from MSK instead of KAUSF. Therefore, when legacy AAA server is used, the UE needs to know that KSEAF is derived from MSK instead of KAUSF/EMSK, which can be implicit based on the EAP method implementation on the UE. 
Editor’s Note: When a legacy AAA server is used, it needs to be further clarified how the UE knows that the KSEAF is derived from the MSK.
There are no impacts on the serving network entities (e.g., (R)AN, AMF/SEAF). 
A new AAA proxy function, AUSF*, is introduced in the SNPN network.
[bookmark: _Toc56501594]6.4.4	Evaluation
TBD
[bookmark: _Toc56501595][bookmark: _Toc41060441]6.5	Solution #5: Network Access Authentication with Credentials owned by an AAA external to the SNPN
[bookmark: _Toc56501596]6.5.1	Introduction
This solution addresses key issue #1, especially for SNPN + non-PLMN scenario depicted in figure 5.1.1-2.
 (
UE
(R)AN
UPF
N2
N4
N1
N3
N12
N13
AMF
SMF
AUSF
UDM
N11
N8
SNPN
AAA
Nxx
3rd party
PAF
TBD
)The specific architecture is shown in figure 6.5.1-1 from TR 23.700-07 [3].

Figure 6.5.1-1: Architecture for Network Access Authentication with Credentials owned by an AAA external to the SNPN
The solution assumes that: 
· The 3rd party provides AAA, and the UE credentials are stored in the AAA. 
· Primary Authentication Function (PAF) is introduced in SNPN for translation of SBI protocol and AAA protocol. The function can be collocated with NSSAAF, or AUSF.
The UE provides SUCI to the SNPN, and the AUSF retrieves UE’s credentials from the AAA according to SUCI and trigger EAP based authentication. In this solution, AAA performs role of authentication server.
[bookmark: _Toc56501597] (
PAF
AAA
AUSF
UE
SEAF
1. Registration Request
(UE ID)
2. Nausf_UEAuthentication_
Authenticate Request (UE ID)
3. SBI
(EAP trigger, AAA address)
4.AAA
(EAP trigger)
5. EAP (e.g. EAP-TLS)
6. AAA (EAP success, MSK)
10. Nausf_UEAuthentication_
Authenticate Response (EAP success, Kseaf)
7. SBI (EAP success, MSK)
9. Derive Kseaf according to Kausf
11. Auth-Req. (EAP success, ngKSI, ABBA)
12. Derive Kamf according to MSK
8. Derive Kausf according to MSK
)6.5.2	Solution details

Figure 6.5.2-1: Network Access Authentication
1. 	The UE sends the Registration Request message to the SEAF, containing UE ID. 
2.	The SEAF sends Nausf_UEAuthentication_Authenticate Request message to AUSF. The message includes the UE ID.
3.	The AUSF invokes external primary authentication service provided by PAF. The AUSF sends SBI message containing AAA address and EAP trigger (e.g. EAP-TLS start) message. The AUSF derives AAA address according to UE ID.
4.	The PAF finds AAA according to AAA address, translates SBI message to AAA protocol, and sends the EAP trigger message to the AAA. The EAP trigger message can be EAP-start message to trigger AAA for EAP authentication.
5.	The AAA triggers EAP authentication based on EAP trigger message, and plays as authentication server role. PAF, AUSF, and SEAF transparent the EAP messages exchanged between UE and AAA. 
6.	If the authentication successes, the AAA derives MSK and EMSK, the AAA sends EAP success message and MSK with AAA protocol to the PAF.
7.	The PAF sends EAP success message and MSK via SBI to the AUSF.
8.	The AUSF derives KAUSF according to MSK.
9.	The AUSF calculates KSEAF from KAUSF. 
10.	The AUSF sends the Nausf_UEAuthentication_Authenticate message to the SEAF, the message includes EAP success message together with the derived KSEAF.
11.	The SEAF sends Authentication Request message to the UE, the authentication procedure is finished. The message includes EAP success message, ngKSI and ABBA parameter. The SEAF derives the KAMF according the KSEAF.
12.	Upon receiving the EAP-Success message, the UE derives MSK and EMSK and uses the MSK to derive the KAUSF, and then derives KSEAF according to KAUSF. The UE derives the KAMF from the KSEAF. The KAMF will be used to enable NAS and AS security.
Editor’s Note: It needs to be clarified whether and how SUPI concealment can be used.
Editor’s Note: It needs to be clarified how the UE knows that the K_AUSF is derived from the MSK instead of the EMSK."
[bookmark: _Toc56501598]6.5.3	System impact
TBA.
[bookmark: _Toc56501599]6.5.4	Evaluation
TBA.
[bookmark: _Toc56501600]6.6	Solution #6: Network access authentication with credentials owned by an entity separate from the SNPN
[bookmark: _Toc56501601]6.6.1	Introduction
This solution addresses Key Issue #1 “Credentials owned by an external entity”. 
The AUSF is taking the role of a AAA proxy towards the the AAA server of the service provider holding the credentials. It is assumed that the SNPN and the service provider have a SLA in place with respective security for the secure transport of messages between the two entities, e.g. TLS or IPSec. The AAA server is 5GS aware and can derive a KAUSF.
The assumption here is that the UDM grants a certain number of default profiles for the service provider and the service provider is on the other hand configured with the routing ID for the particular UDM holding those subscritpions. 
The NAI of the UE at the service provider with username@realm is then used in the SNPN as SUPI. 
[bookmark: _Toc56501602]6.6.2	Solution details




Figure 6.6.2: Network access authentication with credentials owned by an entity separate from the SNPN

1.	The UE sends a Registration Request with the NAI (pseudonym@realm or username@realm) of the Service Provider as UE identity to the AMF. The username of the NAI maybe set to anonymous if the EAP method of the Service Provider supports privacy, or to a pre-configured pseudonym or the subscription identifier of the Service Provider. 
2.	The AMF detects based on the realm of the NAI that the Registration Request is not from a subscriber of the SNPN but from a Service Provider. The AMF authorizes the request by verifying the realm of the NAI and whether the SNPN has an active agreement with this Service Provider. The AMF forwards the request to the AUSF which may be preconfigured for handling requests towards external Service Providers. 
3.	The AUSF may perform authorization of the registration request by verifying the realm of the NAI and whether the SNPN has an active agreement with this Service Provider. The AUSF identifies the Service Provider and takes the role of an AAA-Proxy, sending a related AAA message to the corresponding AAA-Server. 
4.	The AAA-Server verifies the authentication request based on the username. If the AAA-Server supports privacy, then the related EAP message e.g. in tunnel mode, will receive the real identity protected in the first exchange with the UE during authentication. The AAA-Server selects the subscriber profile based on the username and performs an EAP based authentication with the UE, using the pre-shared credentials in the UE and the subscriber profile in the AAA-Server. 
5.	After successful authentication, the AAA-Server derives EMSK and further using the most significant 256 bits of EMSK as the KAUSF.
	The UE derives the same keys accordingly.
The AAA-Server may select the stored Routing ID (preconfigured in step 0) for the SNPN as well as the validity time for one authentication period, i.e. after which the AMF should trigger a re-authentication request. 
6.	The AAA-Server sends the result of the authentication back in an authentication response to the AUSF and may include the KAUSF, validity time, Routing ID, result of the authentication and the NAI of the UE with the real username of the subscription profile in the AAA-Server of the UE, which is used further as the SUPI in the SNPN.
7.	The AUSF verifies the response and selects the UDM e.g. based on pre-configuration or based on the Routing ID. The AUSF sends to the UDM the NAI of the UE and the result of the authentication, similar to clause 6.1.4.1a of TS 33.501. 
	The AUSF derives the KSEAF from the KAUSF according to 3GPP TS 33.501.
8.	The AUSF sends an authentication response to the AMF/SEAF including the authentication result from the Service Provider and the KSEAF, the NAI of the UE to be used as SUPI, the validity time, i.e. time until the next re-authentication. 

9.	The AMF/SEAF may perform from now on the normal procedures like for a normal 5G subscriber, e.g. NAS SMC, AS SMC etc. and sets up the security for the NAS protocol and the radio interface. For KAMF derivation the NAI of the UE is used as specified in TS 33.501. 
Editor’s Note: The architectural relation between AUSF and AAA including the derivation of keys is FFS.
[bookmark: _Toc56501603]6.6.3	System impact
Editor’s Note: Each solution should clearly list which entities need new functionality and what functionality they need for the provided solution to work.
[bookmark: _Toc56501604]6.6.4	Evaluation
Editor’s Note: Each solution should motivate how the potential security requirements of the key issues being addressed are fulfilled.
[bookmark: _Toc49376168][bookmark: _Toc56501605]6.7	Solution #7: EAP authentication between UE and external AAA with enhanced security of KAUSF
[bookmark: _Toc49376169][bookmark: _Toc56501606]6.7.1	Introduction

This solution addresses the key issue #1 - Credentials owned by an external entity. It supports the use of any key generating EAP method to authenticate UE by an external entity consisting of a AAA server (AAA-E). 
It proposes a number of options to enhance the security of KAUSF, which may otherwise be derived solely from MSK received from an external AAA over interfaces outside the control of SNPN. 
[bookmark: _Toc49376170][bookmark: _Toc56501607]6.7.2	Solution details
Figure 6.7.2.1 - Derive KAUSF from MSK and RAND

Figure 6.7.2.2 - Derive KAUSF from a new key exchange

Figure 6.7.2.3 - Derive KAUSF from a new EAP authentication

1.	The UE sends to the SEAF a Registration Request message, including the SUCI which is constructed from the UE SUPI. The SUPI is of the type of NAI in the form of username@realm. The “username” shall be either “anonymous” or omitted if the subscriber identifier privacy is required by SNPN and the public key of the SNPN is not provisioned in the UE.
2.	The SEAF sends to the AUSF Nausf_UEAuthentication_Authenticate Request message, including the SUCI and the SN-name (the serving network name).
3.	The AUSF sends to the UDM the the Nudm_UEAuthentication_Get Request, including the SUCI and the SN-name. 
4.	The UDM de-conceals the SUCI to obtain the SUPI. If the SUCI is not constructed using the null-scheme, the UDM invokes the SIDF located within the UDM to de-conceal the SUCI. 
The  “username” portion of the SUPI could be a real username, “anonymous”, or null (i.e., omitted). In any case, the UDM uses the SUPI to determine that the credentials of this UE is owned by an external entity and return the information that is needed by the AUSF to use the AAA-E to authenticate the UE. 
Editor’s Note: Since the EAP method itself may provide subscriber privacy, it is FFS whether such a SUCI calculation using non-null scheme is needed at the UE. If it is needed, the details on SUCI calculation is FFS.
5.	The UDM sends to the AUSF the Nudm_UEAuthentication_Get Response, which also includes the SUPI and any additional information that may assist AUSF to reach AAA-E.
6.	The AUSF uses SUPI, any assistant information from the UDM, and/or local information to determine that an AAA server needs to be invoked to authenticate the UE. 
The AUSF sends an authentication request to the AAA server. The exact message format of this authentication request depends on the interface over which the request is sent. It could be a service based interface if there is an interworking function to external AAA-E, or an AAA interface (e.g., RADIUS or DIAMETER) which may go through an AAA proxy (AAA-P). 
Note that SUPI is needed to route the request to the ultimate destination AAA-E since there may be additional AAA proxies in front of the AAA-E. SN-Name is needed to derive KSEAF.
7. An intermediate entity (e.g., AAA-P) forwards the authentication request to the AAA-E. 
8. The AAA-E and the UE performs an EAP authentication that is selected by the AAA-E. 
9. Upon the successful completion of EAP authentication, the AAA-E sends an Access Accept messages to the AAA-P, including EAP Success, SUPI, and MSK. 
Note that SUPI is needed since the SUPI received by AUSF in step 5 may be anonymous. 
10. The AAA-P forwards the Access Accept (or translates it to a service authentication response) to the AUSF, including EAP Success, SUPI, and MSK. 
11-12. The AUSF performs additional steps to generate new keying materials to derive KAUSF. 
In option 1 (see Figure 6.7.2.1), the AUSF generates some random data (namely RAND) and derive the KAUSF from both the RAND and the MSK. 
In option 2 (see Figure 6.Y.2.2), a new key exchange (e.g., Diffie-Hellman) is executed between the AUSF and the UE to derive new key materials to be used for deriving KAUSF. The MSK received from the AAA-E can be used to authenticate the key exchange. 
In option 3 (see Figure 6.7.2.2), a new EAP authentication is executed between the UE and the AUSF based on the MSK. For example, an EAP-TLS with PSK (preshared key) can be executed to derive a new MSK and a new EMSK. KAUSF is derived from the new EMSK. 
13. The AUSF sends to the SEAF an EAP-Success message along with the SUPI and the KSEAF in a Nausf_UEAuthentication_Authenticate Response message. In option 1, the RAND is also included. 
14. The SEAF forwards to the UE the EAP-Success message in an Authentication Result message or a Security Mode Command message, including ngKSI and ABBA. In option 1, the RAND is also included.
15. Upon receiving the EAP-Success message, the UE derives the KAUSF accordingly based on one of the three options in use.  
[bookmark: _Toc49376171][bookmark: _Toc56501608]6.7.3	System impact
This solution has impact on UE, AUSF, and UDM. 
When UDM receives Nudm_UEAuthentication_Get_Request and obtains a SUPI that needs to be authenticated by an external entity, the UDM may not be configured with the authentication method thus may not return an authentication method to the AUSF. In addition, the UDM may need to return information back to allow AUSF to use an AAA-E to authenticate the UE. 
When AUSF receives Nudm_UEAuthentication_Get_Response, it needs to be able to make decision to use an AAA-E to authenticate the UE. In addition, the AUSF needs to perform additional steps to enhance the security of KAUSF. 
UE need to support the EAP method chosen by AAA-E for authentication. In addition, UE needs to know how to derive KAUSF and perform additional steps to enhance the security of KAUSF.
[bookmark: _Toc49376172][bookmark: _Toc56501609]6.7.4	Evaluation
Editor’s Note: Each solution should motivate how the potential security requirements of the key issues being addressed are fulfilled 
Editor’s Note: The security benefits from the proposed methods are FFS.
[bookmark: _Toc56501610]6.8	Solution #8: UE onboarding for SNPN with AAA-S as DCS
[bookmark: _Toc56501611]6.8.1	Introduction
This solution addresses Key Issue #4 “Securing initial access for UE onboarding between UE and SNPN”.
The assumption of this solution is that 
1.	The UE has been provisioned with default UE credentials;
2.	The AAA-S external the onboarding SNPN acts as the DCS.
The architecture of this solution is illustrated as Figure 6.8.1-1.


Figure 6.8.1-1: Architecture of UE onboarding for SNPN with AAA-S acting as DCS
Editor’s Note: How to protect provisioning via Control Plane considering trust relationship between Onboarding SNPN and PS owner's domain is FFS.
Editor’s Note: Function and procedure of interface between AMF and PS is FFS, and whether the interface is needed needs SA2's feedback.
[bookmark: _Toc56501612]6.8.2	Solution details
[bookmark: _Toc56501613]6.8.2.1	Procedure



Figure: 6.8.2.1-1: UE onboarding for SNPN with AAA-S acting as DCS
1.	The UE sends a Registration Request message to the AMF, including the SUCI which is the concealment of the SUPI.
2.	The AMF shall invoke the Nausf_UEAuthentication service by sending a Nausf_UEAuthentication_Authenticate Request message to the AUSF whenever the AMF wishes to initiate an authentication, including the SUCI and the SN-name (serving network name).
3.	The AUSF sends a Nudm_UEAuthentication_Get Request messege to the UDM, including the SUCI and the SN-name.
4. 	The UDM invokes the SIDF to de-conceal SUCI to gain SUPI.
Based on SUPI, the UDM shall choose the authentication method.
5.	As the UDM chooses an EAP authentication method, it sends a Nudm_UEAuthentication_Get Response message to the AUSF, including the SUPI and the address of the AAA-S.
6. The AUSF sends EAP Request to the AAA-S based on the address received from the UDM, including the SUPI of the UE to be authenticated.
7. The AAA-S and the UE execute the EAP authentication.
8. After the success of the EAP authentication, the AAA-S sends an EAP Response to the AUSF, including the MSK and the SUPI
9. The AUSF derives KAUSF from the MSK, and derives the KSEAF from the KAUSF.
10. The AUSF sends an Nausf_UEAuthentication_Authenticate Response message to the AMF, including the EAP success, the KSEAF and the SUPI.
11. The AMF returns the Registration Response to the UE, including EAP success, ngKSI and ABBA. The UE derives KAUSF from the MSK, and derives the KSEAF from the KAUSF in the same way as the AUSF does in step 9.
Editor’s Note: Security implications of UE information pre-configuration (e.g., for UE identity, SUCI de-concealment, authentication method selection) in O-SNPN considering trust relationship between Onboarding SNPN, DCS owner's domain and PS owner's domain is FFS.
[bookmark: _Toc56501614]6.8.3	System impact
Editor’s Note: Each solution should clearly list which entities need new functionality and what functionality they need for the provided solution to work.
[bookmark: _Toc56501615]6.8.4	Evaluation
Editor’s Note: Each solution should motivate how the potential security requirements of the key issues being addressed are fulfilled.
[bookmark: _Toc56501616]6.9	Solution #9: UE onboarding for SNPN with UDM as DCS
[bookmark: _Toc56501617]6.9.1	Introduction
This solution addresses Key Issue #4 “Securing initial access for UE onboarding between UE and SNPN”.
The assumption of this solution is that 
1.	The UE has been provisioned with default UE credentials;
2.	The UDM in the onboarding SNPN acts as the DCS. This doesn’t prevent the UE onboarding from other Onboarding SNPNs, in which case the Onboarding SNPN interacts with UDM to authenticate the UE.
The architecture of this solution is illustrated as Figure 6.9.1-1.


Figure 6.9.1-1: Architecture of UE onboarding for SNPN with UDM acting as DCS
Editor’s Note: How to protect provisioning via Control Plane considering trust relationship between Onboarding SNPN and PS owner's domain is FFS.
Editor’s Note: Function and procedure of interface between AMF and PS is FFS, and whether the interface is needed needs SA2's feedback.
[bookmark: _Toc56501618]6.9.2	Solution details
In general, in order to gain access to the Provisioning Server (PS), the UE sends a registration request to the onboarding SNPN. The onboarding SNPN retrieves an authentication vector from the DCS, and then authenticate the UE with the authentication vector. After successful authentication, the onboarding SNPN can provide access of the PS to the UE.
[bookmark: _Toc56501619]6.9.2.1	Procedure



Figure: 6.9.2.1-1: UE onboarding for SNPN with UDM acting as DCS
1.	The UE sends a Registration Request message to the AMF, including the SUCI which is the concealment of the SUPI.
2.	The AMF shall invoke the Nausf_UEAuthentication service by sending a Nausf_UEAuthentication_Authenticate Request message to the AUSF whenever the AMF wishes to initiate an authentication, including the SUCI and the SN-name (serving network name).
3.	The AUSF sends a Nudm_UEAuthentication_Get Request messege to the UDM, including the SUCI and the SN-name.
4. 	The UDM invokes the SIDF to de-conceal SUCI to gain SUPI.
Based on SUPI, the UDM shall choose the authentication method.
[bookmark: _GoBack]5.	If the authentication method chosen is 5G AKA, the authentication procedure specified in clause 6.1.3.2 of TS 33.501 [2] is used.
If the authentication method chosen is EAP-AKA’, the authentication procedure specified in clause 6.1.3.1 of TS 33.501 [2] is used.
Editor’s Note: Security implications of UE information pre-configuration (e.g., for UE identity, SUCI de-concealment, authentication method selection) in O-SNPN considering trust relationship between Onboarding SNPN, DCS owner's domain and PS owner's domain is FFS.
[bookmark: _Toc56501620]6.9.3	System impact
Editor’s Note: Each solution should clearly list which entities need new functionality and what functionality they need for the provided solution to work.
[bookmark: _Toc56501621]6.9.4	Evaluation
Editor’s Note: Each solution should motivate how the potential security requirements of the key issues being addressed are fulfilled.
[bookmark: _Toc56501622]6.10	Solution #10: Secure initial access to an SNPN onboarding network
[bookmark: _Toc56501623]6.10.1	Introduction
This solution addresses key issue#4 Securing initial access for UE onboarding between UE and SNPN. The proposed solution relies on the deployment scenario described in Key issue #1 Credentials owned by an external entity where the deployment utilizes an external AAA-S. Therefore, the solution assumes the UE has been provisioned with default credentials to be used for primary authentication, the solution uses EAP-TLS as an example. Note that any solution candidate to Key issue #1 fits the concept of this solution. Using a key generating EAP method allows for derivation of keys to use protecting the air interface and the DCS provides a temporary SUPI to the onboarding network. This way the UE becomes uniquely identifiable and verifiably secure. Since EAP-TLS credentials does not have storage requirements on USIM, the UE cannot be assumed to have a USIM therefore it might not be possible to have a Home network public key available at the UE, therefore an anonymous SUCI is adopted.
[bookmark: _Toc56501624]6.10.2	Solution details


Figure 6.10.2-1: Initial access with key derivation
1.	The UE sends a registration request to the onboarding SNPN acting as onboarding network. The UE includes an onboarding indication and an anonymous SUCI as described in clause B 2.1.2.2 of TS 33.501 [2].
2.	AMF forwards the registration request to AUSF.
3.	The AUSF decides based on the onboarding indication that an external authentication is to be performed and uses the realm part of the SUCI to route the request to the right DCS.
4.	The AUSF interacts with the DCS in order to have the DCS perform primary authentication. The AUSF uses a AAA-P/IWF to interact with the DCS.
5.	UE and DCS performs primary authentication based on EAP-TLS. Since the SUCI was anonymous in line with clause B 2.1.2.2 of TS 33.501 [2] the tunnel is setup first before certificates are exchanged.
6.	The DCS sends an EAP response to the AUSF. Including keying material and a SUPI. In this case the UE ID from the certificate would act as SUPI. 
7.	The AUSF sends a success message to the AMF including keying material and the SUPI.
8.	The AMF sends an indicator on how the UE shall derive its keys to the UE in a NAS message.
9.	The UE derives its keys and the registration is complete.
Editor’s Note: How to protect the provisioning procedure via Control Plane regarding to the trust relationship between Onboarding SNPN and PS owner’s domain is FFS.
Editor’s Note: Security implications of UE information pre-configuration, e.g. UE identity, authentication method, in O-SNPN regarding to the trust relationship between O-SNPN, DCS owner and PS owner is FFS.
Editor’s Note: The need for sending the ABBA parameter and the key indicator is FFS.
Editor’s Note: It is ffs that what should be preconfigured in the UE and how does the UE select the O-SNPN who can route the UE to the specific PS since the DCS may be shared by multiple O-SNPNs.
Editor’s Note: Privacy implication of disclosing the SUPI to the O-SNPN is FFS.
[bookmark: _Toc56501625]6.10.3	System impact

UE
Potentially key hierarchy depending on the outcome of KI#1.
AMF
Relay of potentially needed indicator for how the UE should derive keys. Relay of onboarding indicator.
AUSF
AAA-P functionality in order to communicate with external party.
AAA-S
Depends on if KI#1 decides the AAA-S should be 5G aware or not.
[bookmark: _Toc56501626]6.10.4	Evaluation
Editor’s Note: Each solution should motivate how the potential security requirements of the key issues being addressed are fulfilled.
[bookmark: _Toc56501627]6.11	Solution #11: Securing initial access by using primary authentication
[bookmark: _Toc56501628]6.11.1	Introduction
This solution addresses key issue #4 (Securing initial access for UE onboarding between UE and SNPN).
This solution describes a high-level framework for securing the initial access over the onboarding network (ON) by using primary authentication. Once the initial access is established, the UE uses this access to communicate with the provisioning server to receive the necessary SNPN credentials. The actual provisioning mechanisms are outside the scope of this solution.
[bookmark: _Toc56501629]6.11.2	Solution details
In this solution, it is assumed that the UE is provisioned with the necessary credentials (including Unique UE Identifier, Default UE credentials) by the Default Credential Server (DCS) so that the primary authentication can be performed between the UE and onboarding network/DCS. The actual method/processes used to configure this information in the UE is outside the scope of this solution.
The following call-flow shows the entities and the high-level steps involved in the UE onboarding.  



Figure 6.11.2.-1: Securing initial access for UE onboarding by re-using 5GS primary authentication
0) The UE is pre-configured by the DCS with the necessary information (e.g., Unique UE Identifier, Default UE credentials) for the UE to register with an onboarding network (ON). In case AKA based credentials are used, they shall be stored on the UICC. In case of non-AKA credentials, the storage and handling of these non-AKA credentials within the UE are not in the scope of this solution. The UE is not configured with any SNPN credentials.
Editor’s Note: Security implications of UE information pre-configuration, e.g. UE identity, authentication method, in ON regarding to the trust relationship between ON, DCS owner and PS owner is FFS
1) UE discovers and performs onboarding network selection.
2)  UE sends the Registration Request to the onboarding network. The request includes the UE identifier. In case of AKA based credentials, UE identifier is set to the SUCI as specified in TS 33.501 [2]. In case of non-AKA based credentials, the UE identifier shall be in NAI format, in which case UE identifier privacy, if required, is provided by the selected EAP authentication method.
3) Based on the received UE identifier, the ON selects the authentication method, which can be either AKA-based (5G AKA or EAP-AKA’) or non-AKA-based (e.g., EAP-TLS or EAP-TTLS). In case of non-AKA based method, the selected EAP method shall be key-generating EAP method that provides mutual authentication.
Editor’s Note: How the ON selects the authentication method is FFS.
4) The ON interacts with the DCS in order to perform primary authentication. Once the primary authentication is successful, the UE and the ON end up establishing KAUSF, from which the rest of the keys in the 5GS key hierarchy are derived as specified in TS 33.501 [2]. At the end of this step, in case UE subscriber privacy is in force, the DCS also provides the UE’s SUPI (i.e., UE permanent identifier) to the ON.
Editor’s Note: How to establish the KAUSF between UE and ON is FFS.
Editor’s Note: The privacy implication of disclosing the permanent UE identifier to the ON is FFS.
5) NAS SMC is performed between the UE and the ON, establishing NAS security.
6) After the successful NAS SMC, ON sends Registration Accept to the UE.
7) The UE is now ready to securely access the Provisioning Server. The Provisioning Server securely provisions the SNPN credentials. The provisioning of SNPN credentials may be Control Plane based or User Plane based. The actual provisioning method or protocol is outside the scope of this solution.
Editor’s Note: How to protect the provisioning procedure via Control Plane regarding to the trust relationship between ON and PS owner’s domain is FFS.
8) Once the provisioning of SNPN credentials is completed, the UE de-registers from the ON.
9) Using the provisioned SNPN credentials, the UE is now ready to register to the SNPN.

[bookmark: _Toc56501630]6.11.3	System impact
Though this solution reuses the existing 5GS security mechanisms specified in TS 33.501 [2], enhancements to 5GS are needed so that the 5GC (as an onboarding network) can interface with the DCS in order to perform primary authentication. The conclusion(s) from Key Issue #1 can be reused for these enhancements such that the DCS is the external entity that hosts the credentials used for primary authentication necessary for the initial access.
[bookmark: _Toc56501631]6.11.4	Evaluation
TBD. 

[bookmark: _Toc513475452][bookmark: _Toc48930869][bookmark: _Toc49376118][bookmark: _Toc56501632]6.Y	Solution #Y: <Solution Name>
[bookmark: _Toc513475453][bookmark: _Toc48930870][bookmark: _Toc49376119][bookmark: _Toc56501633]6.Y.1	Introduction
Editor’s Note: Each solution should list the key issues being addressed.
[bookmark: _Toc513475454][bookmark: _Toc48930871][bookmark: _Toc49376120][bookmark: _Toc56501634]6.Y.2	Solution details
[bookmark: _Toc48930872][bookmark: _Toc49376121][bookmark: _Toc56501635]6.Y.3	System impact
Editor’s Note: Each solution should clearly list which entities need new functionality and what functionality they need for the provided solution to work.
[bookmark: _Toc513475455][bookmark: _Toc48930873][bookmark: _Toc49376122][bookmark: _Toc56501636]6.Y.4	Evaluation
Editor’s Note: Each solution should motivate how the potential security requirements of the key issues being addressed are fulfilled.
[bookmark: _Toc513475456][bookmark: _Toc48930874][bookmark: _Toc49376123][bookmark: _Toc56501637]7	Conclusions
Editor’s Note: This clause contains the agreed conclusions that will form the basis for any normative work.
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