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[bookmark: foreword][bookmark: _Toc42177158][bookmark: _Toc42179512][bookmark: _Toc42246785][bookmark: _Toc51245718][bookmark: _Toc129960191]Foreword
[bookmark: spectype3]This Technical Specification has been produced by the 3rd Generation Partnership Project (3GPP).
The contents of the present document are subject to continuing work within the TSG and may change following formal TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an identifying change of release date and an increase in version number as follows:
Version x.y.z
where:
x	the first digit:
1	presented to TSG for information;
2	presented to TSG for approval;
3	or greater indicates TSG approved document under change control.
y	the second digit is incremented for all changes of substance, i.e. technical enhancements, corrections, updates, etc.
z	the third digit is incremented when editorial only changes have been incorporated in the document.
In the present document, modal verbs have the following meanings:
shall	indicates a mandatory requirement to do something
shall not	indicates an interdiction (prohibition) to do something
The constructions "shall" and "shall not" are confined to the context of normative provisions, and do not appear in Technical Reports.
The constructions "must" and "must not" are not used as substitutes for "shall" and "shall not". Their use is avoided insofar as possible, and they are not used in a normative context except in a direct citation from an external, referenced, non-3GPP document, or so as to maintain continuity of style when extending or modifying the provisions of such a referenced document.
should	indicates a recommendation to do something
should not	indicates a recommendation not to do something
may	indicates permission to do something
need not	indicates permission not to do something
The construction "may not" is ambiguous and is not used in normative elements. The unambiguous constructions "might not" or "shall not" are used instead, depending upon the meaning intended.
can	indicates that something is possible
cannot	indicates that something is impossible
The constructions "can" and "cannot" are not substitutes for "may" and "need not".
will	indicates that something is certain or expected to happen as a result of action taken by an agency the behaviour of which is outside the scope of the present document
will not	indicates that something is certain or expected not to happen as a result of action taken by an agency the behaviour of which is outside the scope of the present document
might	indicates a likelihood that something will happen as a result of action taken by some agency the behaviour of which is outside the scope of the present document
might not	indicates a likelihood that something will not happen as a result of action taken by some agency the behaviour of which is outside the scope of the present document
In addition:
is	(or any other verb in the indicative mood) indicates a statement of fact
is not	(or any other negative verb in the indicative mood) indicates a statement of fact
The constructions "is" and "is not" do not indicate requirements.
[bookmark: introduction][bookmark: scope][bookmark: _Toc42177160][bookmark: _Toc42179513][bookmark: _Toc42246786][bookmark: _Toc51245719][bookmark: _Toc129960192]
1	Scope
The present document specifies the security features and mechanisms to support authentication and key management aspects for applications based on subscription credential(s) in 5G system as defined in TS 33.501 [2]. 
[bookmark: references][bookmark: _Toc42177161][bookmark: _Toc42179514][bookmark: _Toc42246787][bookmark: _Toc51245720][bookmark: _Toc129960193]2	References
The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
-	References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
-	For a specific reference, subsequent revisions do not apply.
-	For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[1]	3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2]	3GPP TS 33.501: "Security architecture and procedures for 5G system".
[3]	3GPP TS 23.501: "System Architecture for the 5G System".
[4]	3GPP TS 33.220: "Generic Authentication Architecture (GAA); Generic Bootstrapping Architecture (GBA)".
[5]	3GPP TS 23.222: "Common API Framework for 3GPP Northbound APIs".
[6]	IETF RFC 7542: "The Network Access Identifier".
[7]	3GPP TS 33.222: " Generic Authentication Architecture (GAA); Access to network application functions using HypertextTransfer Protocol over Transport Layer Security (HTTPS)".
[8]	Void
[9]	3GPP TS 23.003: "Numbering, addressing and identification".
[10]	IETF RFC 7231: "Hypertext Transfer Protocol (HTTP/1.1): Semantics and Content".
[11]	3GPP TS 29.503: "5G System; Unified Data Management Services ".
[bookmark: definitions][bookmark: _Toc42177162][bookmark: _Toc42179515][bookmark: _Toc42246788][bookmark: _Toc51245721][bookmark: _Toc129960194]3	Definitions of terms, symbols and abbreviations
[bookmark: _Toc42177163][bookmark: _Toc42179516][bookmark: _Toc42246789][bookmark: _Toc51245722][bookmark: _Toc129960195]3.1	Terms
For the purposes of the present document, the terms given in TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in 3GPP TR 21.905 [1].
AKMA subscription data: The data in the home operator's network indicating whether or not the subscriber is allowed to use AKMA.
AKMA context: A set of parameters stored in AAnF, including SUPI, KAKMA and A-KID.
[bookmark: _Toc42177164][bookmark: _Toc42179517][bookmark: _Toc42246790][bookmark: _Toc51245723][bookmark: _Toc129960196]3.2	Symbols
Void.
[bookmark: _Toc42177165][bookmark: _Toc42179518][bookmark: _Toc42246791][bookmark: _Toc51245724][bookmark: _Toc129960197]3.3	Abbreviations
For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in 3GPP TR 21.905 [1].
A-KID	AKMA Key IDentifier
A-TID	AKMA Temporary UE IDentifier
AAnF	AKMA Anchor Function
AF	Application Function
AF_ID	AF Identifier
AKMA	Authentication and Key Management for Applications
AMF	Access and Mobility Management Function
AUSF	AUthentication Server Function
KAF	AKMA Application Key
KAKMA	AKMA Anchor Key
KDF	Key Derivation Function
NEF	Network Exposure Function
RID	Routing InDicator
UDM	Unified Data Management
[bookmark: clause4][bookmark: _Toc42177166][bookmark: _Toc42179519][bookmark: _Toc42246792][bookmark: _Toc51245725][bookmark: _Toc129960198]4	Architecture for AKMA
[bookmark: _Toc42177167][bookmark: _Toc42179520][bookmark: _Toc42246793][bookmark: _Toc51245726][bookmark: _Toc129960199]4.1	Reference model
Figure 4.1-1 shows a fundamental network model of AKMA, as well as the interfaces between them. 


Figure 4.1-1: Fundamental Network Model for AKMA
NOTE:	Figure 4.1-1 shows the case where AAnF is deployed as a standalone function. Deployments can choose to collocate AAnF with AUSF or with NEF according to operators' deployment scenarios. 
Figure 4.1-2 shows the AKMA architecture using the reference point representation.



Figure 4.1-2: AKMA Architecture in reference point representation for (a) internal AFs and (b) external AFs
The AKMA service requires a new logical entity, called the AKMA Anchor Function (AAnF). 
[bookmark: _Toc42177168][bookmark: _Toc42179521][bookmark: _Toc42246794][bookmark: _Toc51245727][bookmark: _Toc129960200]4.2	Network elements
[bookmark: _Toc42177169][bookmark: _Toc42179522][bookmark: _Toc42246795][bookmark: _Toc51245728][bookmark: _Toc129960201]4.2.1	AAnF
The AAnF is the anchor function in the HPLMN. The AAnF stores the AKMA Anchor Key (KAKMA) and SUPI for AKMA service, which is received from the AUSF after the UE completes a successful 5G primary authentication. The AAnF also generates the key material to be used between the UE and the Application Function (AF) and maintains UE AKMA contexts. The AAnF sends SUPI of the UE to AF located inside the operator's network according to the AF request or sends to  NEF.
[bookmark: _Toc42177170][bookmark: _Toc42179523][bookmark: _Toc42246796][bookmark: _Toc51245729][bookmark: _Toc129960202]4.2.2	AF
The AF is defined in TS 23.501 [3] with additional functions:
-	AF with the AKMA service enabling requests for AKMA Application Key, called KAF, from the AAnF using A-KID.
-	AF shall be authenticated and authorized by the operator network before providing the KAF to the AF. 
-	The AF located inside the operator's network performs the AAnF selection.
[bookmark: _Toc42177171][bookmark: _Toc42179524][bookmark: _Toc42246797][bookmark: _Toc51245730][bookmark: _Toc129960203]4.2.3	NEF
The NEF is defined in TS 23.501 [3] with additional functions:
-	The NEF enables and authorizes the external AF assessing AKMA service and forwards the request towards the AAnF.
-	The NEF performs the AAnF selection.
[bookmark: _Toc42177172][bookmark: _Toc42179525][bookmark: _Toc42246798][bookmark: _Toc51245731][bookmark: _Toc129960204]4.2.4	AUSF
The AUSF is defined in TS 23.501 [3] with additional functions:
-	AUSF provides the SUPI and AKMA key material (A-KID,KAKMA) of the UE to the AAnF. 
-	AUSF performs the AAnF selection.
[bookmark: _Toc42177173][bookmark: _Toc42179526][bookmark: _Toc42246799][bookmark: _Toc51245732][bookmark: _Toc129960205]4.2.5	UDM
The UDM is defined in TS 23.501 [3] with the additional functions:
 -	UDM stores AKMA subscription data of the subscriber.
[bookmark: _Toc42177174][bookmark: _Toc42179527][bookmark: _Toc42246800][bookmark: _Toc51245733][bookmark: _Toc129960206]4.3	AKMA Service Based Interfaces(SBIs)
[bookmark: _Toc51245734][bookmark: _Toc129960207]4.3.0	General
The following interfaces are involved in AKMA network architecture: 
-	Nnef: Service-based interface exhibited by NEF.
-	Nudm: Service-based interface exhibited by UDM.
NOTE 1:	UDM services related to AKMA service are defined in TS 33.501 [2] clause 14.2.2.
-	Naanf: Service-based interface exhibited by AAnF.
The AAnF interacts with the AUSF and the AF using Service-based Interfaces. When the AF is located in the operator's network, the AAnF shall use Service-Based Interface to communicate with the AF directly. When the AF is located outside the operator's network, the NEF shall be used to exchange the messages between the AF and the AAnF.
[bookmark: _Toc42177175][bookmark: _Toc42179528][bookmark: _Toc42246801][bookmark: _Toc51245735][bookmark: _Toc129960208]4.3.1	Void

[bookmark: _Toc42177176][bookmark: _Toc42179529][bookmark: _Toc42246802][bookmark: _Toc51245736][bookmark: _Toc129960209]4.4	Security requirements and principles for AKMA
[bookmark: _Toc51245737][bookmark: _Toc129960210]4.4.0	General
The following security requirements are applicable to AKMA:
-	AKMA shall reuse the same UE subscription and the same credentials used for 5G access.
-	AKMA shall reuse the 5G primary authentication procedure and methods specified in TS 33.501 [2] for the sake of implicit authentication for AKMA services.
 -	The SBA interface between the AAnF and the AUSF shall be confidentiality, integrity and replay protected.
-	The SBA interface between AAnF and AF/NEF shall be confidentiality, integrity and replay protected.
-	The AKMA Application Key (KAF) shall be provided with a maximum lifetime.
NOTE:	Roaming aspects are not considered in the present document.
[bookmark: _Toc42177177][bookmark: _Toc42179530][bookmark: _Toc42246803][bookmark: _Toc51245738][bookmark: _Toc129960211]4.4.1	Requirements on Ua* reference point
The Ua* reference point is application specific. The generic requirements for Ua* are:
-	Ua* protocol shall be able to carry AKMA Key Identifier (A-KID) . 
-	The UE and the AKMA AF shall be able to secure the reference point Ua* using the AKMA Application Key derived from the AKMA Anchor Key.
NOTE 1:	The exact method of securing the reference point Ua* depends on the application protocol used over reference point Ua*.
[bookmark: _Toc42177178]NOTE 2:	Void
-	The Ua* protocol shall be able to handle the expiration of KAF.
[bookmark: _Toc42177179][bookmark: _Toc42179531][bookmark: _Toc42246804][bookmark: _Toc51245739][bookmark: _Toc129960212]4.4.2	Requirements on AKMA Key Identifier (A-KID)
Requirements for AKMA Key Identifier (A-KID) are:
-	A-KID shall be globally unique.
-	A-KID shall be usable as a key identifier in protocols used in the reference point Ua*.
-	AKMA AF shall be able to identify the AAnF serving the UE from the A-KID.
[bookmark: _Toc129960213]4.4.3	Requirements on the UE
The requirements on the UE are:
-	Applications on the UE shall not be able to get access to KAKMA. 
-	An application on the UE shall only get the KAF keys related to specific AF Identifiers (AF_IDs) that the application is authorized to get.
-	An application on the UE shall not be able to get access to the KAF keys that belong to other applications.
NOTE:	How these requirements are satisfied is out of scope of 3GPP.
[bookmark: _Toc129960214]4.5	AKMA reference points
The AKMA architecture reuses the following reference point from the 5GC for the execution of the primary authentication procedure:
N1:	Reference point between the UE and the AMF.
N2:	Reference point between the (R)AN and the AMF.
N12:	Reference point between AMF and AUSF.
N13:	Reference point between the UDM and the AUSF.
N33:	Reference point between NEF and an external AF.
The AKMA architecture defines the following reference points:
N61:	Reference point between the AAnF and the AUSF.
N62:	Reference point between the AAnF and an internal AF.
N63:	Reference point between the AAnF and NEF.
Ua*:	Reference point between the UE and an AF.
NOTE: The reference point Ua* carries the application protocol, which is secured using the key material agreed between UE and AAnF as a result of successful AKMA procedures.
[bookmark: _Toc42179532][bookmark: _Toc42246805][bookmark: _Toc42177180][bookmark: _Toc51245740][bookmark: _Toc129960215]5	Key management 
[bookmark: _Toc42177181][bookmark: _Toc42179533][bookmark: _Toc42246806][bookmark: _Toc51245741][bookmark: _Toc129960216]5.1	AKMA key hierarchy
The key hierarchy (see Figure 5.1-1) includes the following keys: KAUSF, KAKMA, KAF. KAUSF is generated by AUSF as specified in clause 6.1 of TS 33.501 [2]. 
Keys for AAnF:
-	KAKMA is a key derived by ME and AUSF from KAUSF.
Keys for AF:
-	KAF is a key derived by ME and AAnF from KAKMA.
KAKMA and KAF are derived according to the procedures of clauses 6.1 and 6.2.


Figure 5.1-1: AKMA Key Hierarchy
[bookmark: _Toc42177182][bookmark: _Toc42179534][bookmark: _Toc42246807][bookmark: _Toc51245742][bookmark: _Toc129960217]5.2	AKMA key lifetimes
The KAKMA and A-KID are valid until the next successful primary authentication is performed (implicit lifetime), in which case the KAKMA and A-KID are replaced. 
AKMA Application Keys KAF shall use explicit lifetimes based on the operator's policy. The lifetime of KAF shall be sent by the AAnF as described in clauses 6.2 and 6.3. In case that a new AKMA Anchor Key KAKMA is established, the AKMA Application Key KAF can continue to be used for the duration of the current application session or until its lifetime expires, whichever comes first. When the KAF lifetime expires, a new AKMA Application Key is established based on the current AKMA Anchor Key KAKMA.
NOTE: When the KAF lifetime expires and the KAKMA has not changed in AAnF, according to the Annex A.4, the AKMA Application Key which is established based on the current AKMA Anchor Key KAKMA is not a new one.
[bookmark: _Toc42177183][bookmark: _Toc42179535][bookmark: _Toc42246808][bookmark: _Toc51245743][bookmark: _Toc129960218]6	AKMA Procedures
[bookmark: _Toc42177184][bookmark: _Toc42179536][bookmark: _Toc42246809][bookmark: _Toc51245744][bookmark: _Toc129960219]6.1	Deriving AKMA key after primary authentication
There is no separate authentication of the UE to support AKMA functionality. Instead, AKMA reuses the 5G primary authentication procedure executed e.g. during the UE Registration to authenticate the UE. A successful 5G primary authentication results in KAUSF being stored at the AUSF and the UE. Figure 6.1-1 shows the procedure to derive KAKMA after a successful primary authentication.



Figure 6.1-1: Deriving KAKMA after primary authentication
1)	During the primary authentication procedure, the AUSF interacts with the UDM in order to fetch authentication information such as subscription credentials (e.g. AKA Authentication vectors) and the authentication method using the Nudm_UEAuthentication_Get Request service operation. 
2)	In the response, the UDM may also indicate to the AUSF whether the AKMA Anchor key needs to be generated for the UE. If the AKMA indication is included, the UDM shall also include the RID of the UE.
3)	If the AUSF receives the AKMA indication from the UDM, the AUSF shall store the KAUSF and generate the AKMA Anchor Key (KAKMA) and the A-KID from KAUSF after the primary authentication procedure is successfully completed.
The UE shall generate the AKMA Anchor Key (KAKMA) and the A-KID from the KAUSF before initiating communication with an AKMA Application Function. 
4)	After AKMA key material is generated, the AUSF selects the AAnF as defined in clause 6.7, and shall send the generated A-KID and KAKMA to the AAnF together with the SUPI of the UE using the Naanf_AKMA_KeyRegistration Request service operation. The AAnF shall store the latest information sent by the AUSF.
NOTE 1:	The AUSF need not store any AKMA key material after delivery to the AAnF.
NOTE 1a: When re-authentication runs, the AUSF generates a new A-KID, and a new KAKMA and sends the new generated A-KID and KAKMA to the AAnF. After receiving the new generated A-KID and KAKMA, the AAnF deletes the old A-KID and KAKMA and stores the new generated A-KID and KAKMA.
5)	The AAnF sends the response to the AUSF using the Naanf_AKMA_AnchorKey_Register Response service operation.
A-KID identifies the KAKMA key of the UE.
A-KID shall be in NAI format as specified in clause 2.2 of IETF RFC 7542 [6], i.e. username@realm. The username part shall include the RID and the A-TID (AKMA Temporary UE Identifier), and the realm part shall include Home Network Identifier.
The A-TID shall be derived from KAUSF as specified in Annex A.3. 
The AUSF shall use the RID received from the UDM as described in step 2 to derive A-KID.
NOTE 2:	The chance of A-TID collision is not zero but practically low as the A-TID derivation is based on KDF specified in Annex B of TS 33.220 [4]. The detection of A-TID collision as well as potential handling of collision is not addressed in the present document.
KAKMA shall be derived from KAUSF as specified in Annex A.2. Since KAKMA and A-TID in A-KID are both derived from KAUSF based on primary authentication run, the KAKMA and A-KID can only be refreshed by a new successful primary authentication. 
[bookmark: _Toc42177185][bookmark: _Toc42179537][bookmark: _Toc42246810][bookmark: _Toc51245745][bookmark: _Toc129960220]6.2	Deriving AKMA Application Key for a specific AF
[bookmark: _Toc129960221]6.2.1	AAnF response with UE Identity
Figure 6.2-1 shows the procedure used by the AF to request application function specific AKMA keys from the AAnF, when the AF is located inside the operator's network.


Figure 6.2-1: KAF generation from KAKMA
Before communication between the UE and the AKMA AF can start, the UE and the AKMA AF need to know whether to use AKMA. This knowledge is implicit to the specific application on the UE and the AKMA AF or indicated by the AKMA AF to the UE (see clause 6.5). 
1.	The UE shall generate the AKMA Anchor Key (KAKMA) and the A-KID from the KAUSF before initiating communication with an AKMA Application Function. When the UE initiates communication with the AKMA AF, it shall include the derived A-KID (see clause 6.1) in the Application Session Establishment Request message. The UE may derive KAF before sending the message or afterwards.
2.	If the AF does not have an active context associated with the A-KID, then the AF selects the AAnF as defined in clause 6.7, and sends a Naanf_AKMA_ApplicationKey_Get request to AAnF with the A-KID to request the KAF for the UE. The AF also includes its identity (AF_ID) in the request.
AF_ID consists of the FQDN of the AF and the Ua* security protocol identifier (see Annex A.4). The latter parameter identifies the security protocol that the AF will use with the UE.
The AAnF shall check whether the AAnF can provide the service to the AF based on the configured local policy or based on the authorization information available in the signalling (i.e., Oauth2.0 token). If it succeeds, the following procedures are executed. Otherwise, the AAnF shall reject the procedure.
The AAnF shall verify whether the subscriber is authorized to use AKMA based on the presence of the UE specific KAKMA key identified by the A-KID.
	If KAKMA is present in AAnF, the AAnF shall continue with step 3. 
	If KAKMA is not present in the AAnF, the AAnF shall continue with step 4 with an error response.
3.	Once receving the request from the AF, if the AAnF determines this specific AF needs GPSI, according to its local policy, the AAnF sends a Nudm_SDM_Get Request to the UDM to fetch the GPSI of the UE. If the specific AF does not need GPSI, the AAnF shall continue with step 5.
4.	The UDM responds with the GPSI of the UE. The AAnF shall store the received GPSI as part of UE’s AKMA context.
5.	The AAnF derives the AKMA Application Key (KAF) from KAKMA if it does not already have KAF. 
	The key derivation of KAF shall be performed as specified in Annex A.4. 
6.	The AAnF sends Naanf_AKMA_ApplicationKey_Get response to the AF with SUPI, KAF and the KAF expiration time. Whether to send SUPI or GPSI is determined by AAnF based on the local policy.
7.	The AF sends the Application Session Establishment Response to the UE. If the information in step 4 indicates failure of AKMA key request, the AF shall reject the Application Session Establishment by including a failure cause. Afterwards, UE may trigger a new Application Session Establishment request with the latest A-KID to the AKMA AF.
[bookmark: _Toc129960222]6.2.2	AAnF response without UE Identity
In some scenarios, anonymous user access to the AF is desirable (e.g., UE identification is not required at the AF). For allowing such anonymous user access to the AF, the procedure detailed in clause 6.2.1 of the present document is used with the following changes:
-	in step 2, instead of Naanf_AKMA_ApplicationKey_Get request,  Naanf_AKMA_ApplicationKey_AnonUser_Get request is used by the AF; and 
-	in step 4, the AAnF sends Naanf_AKMA_ApplicationKey_AnonUser_Get response to the AF with KAF and the KAF expiration time.
The A-KID functions as a temporary user identifier.
[bookmark: _Toc42177186][bookmark: _Toc42179538][bookmark: _Toc42246811][bookmark: _Toc51245746][bookmark: _Toc129960223]6.3	AKMA Application Key request via NEF
Figure 6.3-1 shows the procedure used by the AF to request KAF from the AAnF via NEF, when the AF is located outside the operator's network. 


Figure 6.3-1: AKMA Application Key request via NEF
1.	When the AF is about to request AKMA Application Key for the UE from the AAnF, e.g. when UE initiates application session establishment request as in clause 6.2.1, the AF discovers the HPLMN of the UE based on the A-KID and sends the request towards the AAnF via NEF service API. The request shall include the A-KID and the AF_ID and optionally UE Id not needed indication.
NOTE:	In the case of architecture without CAPIF support, the AF is locally configured with the API termination points for the service. In the case of architecture with CAPIF support, the AF obtains the service API information from the CAPIF core function via the Availability of service APIs event notification or Service Discover Response as specified in TS 23.222 [5].
2.	If the AF is authorized by the NEF to request KAF, including the authorization after verification of the AF_ID in step 1, the NEF discovers and selects an AAnF as defined in clause 6.7. 
3.	The NEF sends a Naanf_AKMA_ApplicationKey_Get request to the selected AAnF with the A-KID to request the KAF for the UE.
The AAnF shall process the request in the same way as specified in clause 6.2.1 with following changes:
If KAKMA is present in AAnF, the AAnF shall continue with step 4 in this clause. 
If KAKMA is not present in the AAnF, the AAnF shall continue with step 5 in this clause with an error response.
4.	The AAnF generates the KAF as specified in clause 6.2.1 and sends the response to the NEF with the KAF, the KAF expiration time (KAF exptime) and SUPI.
5.	The NEF forwards the response to the AF with the KAF, the KAF expiration time (KAF exptime) and optionally GPSI (external ID). Based on local policy, the NEF uses the Nudm_SubscriberDataManagement service which is specified in TS 29.503[11] to translate SUPI to GPSI (external ID) and optionally include GPSI (external ID) in the response. If UE Id not needed indication is received in the incoming request, the NEF shall not provide the GPSI (external ID) to AF. The NEF shall not send the SUPI to the AF.
[bookmark: _Toc42177187][bookmark: _Toc42179539][bookmark: _Toc42246812][bookmark: _Toc51245747][bookmark: _Toc129960224]6.4	AKMA key change
[bookmark: _Toc42177188][bookmark: _Toc42179540][bookmark: _Toc42246813][bookmark: _Toc51245748][bookmark: _Toc129960225]6.4.1	KAKMA re-keying
KAKMA shall be re-keyed by running a successful primary authentication as described in clause 6.1.
[bookmark: _Toc42177189][bookmark: _Toc42179541][bookmark: _Toc42246814][bookmark: _Toc51245749][bookmark: _Toc129960226]6.4.2	KAF re-keying
The KAF re-keying depends on the lifetime of the KAF and may be trigged by the AF, which means that when a new KAKMA is derived, the KAF will not be re-keyed automatically. 
When the lifetime of KAF expires, the AF may reject UE’s access to the AF or refresh the KAF as described in clause 6.4.3 based on its policy. If the AF chooses to reject UE’s access, the AF may provide a cause indicating that the KAF has expired via Ua* protocol specific means so that the UE can take appropriate action. If therehas been a change of KAUSF (e.g., due to a successful run of primary authentication), the UE may re-try accessing the AF by using the A-KID derived from the new KAUSF.
[bookmark: _Toc51245750][bookmark: _Toc129960227]6.4.3	KAF refresh
There is no support for an explicit KAF refresh procedure in this document. If a primary authentication does not take place, the KAUSF, KAKMA and KAF remain unchanged since the latest primary authentication.
Ua* protocol may support refresh of derived session keys from KAF. If the Ua* protocol supports the refresh of derived session keys from KAF, the AF may refresh the KAF at any time using the Ua* protocol.
NOTE:	How a fresh key is derived for AKMA is up to Ua* protocol implementation.
[bookmark: _Toc51245751][bookmark: _Toc129960228]6.5	Initiation of AKMA
In case when the UE does not know to use AKMA for a service, then the following procedure shown in figure 6.5-1 applies.
[image: ]
Figure 6.5-1: Initiation of AKMA
1.	The UE may start communication over reference point Ua* with the AF with or without any AKMA-related parameters.
2.	If the AF requires the use of shared keys obtained by means of the AKMA, but the request from UE does not include AKMA-related parameters, the AF replies with an AKMA initiation message. The form of this initiation message may depend on the particular reference point Ua*.
In case the UE knows to use AKMA for a service, then it directly initiates the procedure in clause 6.2.
[bookmark: _Toc129960229]6.6	AAnF AKMA context removal
[bookmark: _Toc129960230]6.6.1	General
This procedure is used to remove the AKMA context in the AAnF. NF consumers may initiate this procedure due to local policy.


Figure 6.6.1-1: AAnF AKMA context removal procedure
1. NF initiates an AAnF AKMA context removal procedure to delete the AKMA context in AAnF.
2. NF discovers the AAnF of the UE, as specified in clause 6.7 and sends a Naanf_AKMA_Context_Remove request to AAnF to remove AKMA context for the UE. 
3. AAnF shall delete AKMA Context (e.g. SUPI, A-KID and KAKMA) from its local database. 
4. AAnF sends a Naanf_AKMA_Context_Remove response to NF.
[bookmark: _Toc129960231]6.7	AAnF Discovery and Selection
The NF consumer or the SCP performs AAnF discovery to discover an AAnF instance.
In the case of NF consumer-based discovery and selection, the following applies:
-	Internal AFs and the NEF performs AAnF instance selection that handles the AKMA request. The AF/NEF shall utilize the NRF to discover the AAnF instance(s) unless AAnF information is available by other means, e.g. locally configured on the AF/NEF.
-	The AUSF performs AAnF selection to allocate an AAnF Instance to send the AKMA key material related to the UE. The AUSF shall utilize the NRF to discover the AAnF instance(s) unless AAnF information is available by other means, e.g. locally configured on the AUSF.  
-	The NF specified in clause 6.6 performs AAnF instance selection that handles the AKMA request. The NF shall utilize the NRF to discover the AAnF instance(s) unless AAnF information is available by other means, e.g. locally configured on the the NF specified in clause 6.6.
The AAnF selection functionality in NF consumer or in SCP should consider the following factor:
-	the UE's Routing Indicator.
NOTE 1:	The AF/NEF obtains the Routing Indicator as part of the A-KID in the AKMA request. The AUSF obtains the Routing Indicator within the Nudm_UEAuthentication_Get Response from the UDM.
Internal AFs, the NEF and the AUSF shall select the same AAnF set based on the UE’s Routing Indicator. 
When the UE's Routing Indicator is set to its default value as defined in TS 23.003 [9], the AAnF NF consumer can select any AAnF instance within the home network of the UE. 
NOTE 2:	In scenarios where multiple sets of AAnFs are deployed, it is left up to implementation how to ensure that the AAnF NF consumers select an AAnF instance within the AAnF set the UE belongs to when the UE's Routing Indicator is set to its default value.
In the case of delegated discovery and selection in SCP, the AAnF NF consumer shall send all available factors to the SCP.
[bookmark: _Toc42177190][bookmark: _Toc42179542][bookmark: _Toc42246815][bookmark: _Toc51245752][bookmark: _Toc129960232]7	Security related services
[bookmark: _Toc42177191][bookmark: _Toc42179543][bookmark: _Toc42246816][bookmark: _Toc51245753][bookmark: _Toc129960233]7.1	Services provided by AAnF
[bookmark: _Toc42177192][bookmark: _Toc42179544][bookmark: _Toc42246817][bookmark: _Toc51245754][bookmark: _Toc129960234]7.1.1	General
[bookmark: _Toc42177193][bookmark: _Toc42179545][bookmark: _Toc42246818]The following table shows the AAnF Services and AAnF Service Operations.
Table 7.1.1-1: List of AAnF Services
	Service Name
	Service Operations
	Operation
Semantics
	Example Consumer(s)

	Naanf_AKMA
	AnchorKey_Register
	Request/Response
	AUSF

	
	ApplicationKey_Get
	Request/Response
	AF, NEF

	
	ApplicationKey_ AnonUser_Get
	Request/Response
	AF



[bookmark: _Toc51245755][bookmark: _Toc129960235]7.1.2	Naanf_AKMA_AnchorKey_Register service operation
Service operation name: Naanf_AKMA_AnchorKey_Register.
Description: The NF consumer requests the AAnF to store the AKMA related key material.
Input, Required: SUPI, A-KID, KAKMA 
Input, Optional: None. 
Output, Required: None.
Output, Optional: None.
[bookmark: _Toc129960236]7.1.3	Naanf_AKMA_ApplicationKey_Get service operation 
Service operation name: Naanf_AKMA_ApplicationKey_Get.
Description: The NF consumer requests AKMA Application Key and UE ID from the AAnF.
Input, Required: A-KID, AF_ID 
Input, Optional: None. 
Output, Required: KAF, KAF expiration time and SUPI or GPSI.
Output, Optional: None.
[bookmark: _Toc67392337][bookmark: _Toc129960237]7.1.4	Naanf_AKMA_Context_Remove operation 
Service operation name: Naanf_AKMA_Context_Remove.
Description: The NF consumer requests the AAnF to remove the AKMA related key material.
Input, Required: SUPI.
Input, Optional: None. 
Output, Required: None.
Output, Optional: None.
[bookmark: _Toc129960238]7.1.5	Naanf_AKMA_ApplicationKey_ AnonUser_Getservice operation 
Service operation name: Naanf_AKMA_ApplicationKey_AnonUser_Get.
Description: The NF consumer requests only the AKMA Application Key from the AAnF. This service is for allowing anonymous user access to the AF based on A-KID (i.e., UE identification is not required at the AF). The A-KID functions as a temporary user identifier.
Input, Required: A-KID, AF_ID 
Input, Optional: None. 
Output, Required: KAF, KAF expiration time.
Output, Optional: None.
[bookmark: _Toc42177194][bookmark: _Toc42179546][bookmark: _Toc42246819][bookmark: _Toc51245756][bookmark: _Toc129960239]7.2	Void
[bookmark: _Toc42177197][bookmark: _Toc42179549][bookmark: _Toc42246822][bookmark: _Toc51245757][bookmark: _Toc129960240]7.3	Services provided by NEF
[bookmark: _Toc42177198][bookmark: _Toc42179550][bookmark: _Toc42246823][bookmark: _Toc51245758][bookmark: _Toc129960241]7.3.1	General
The NEF exposes AKMA Application Key derivation service to the requester NF.
The following table shows the NEF Services and NEF Service Operations related to AKMA service.
Table 7.3.1-1: List of NEF Services
	Service Name
	Service Operations
	Operation
Semantics
	Example Consumer(s)

	Nnef_AKMA
	ApplicationKey_Get
	Request/Response
	AF



[bookmark: _Toc129960242][bookmark: _Toc42177199][bookmark: _Toc42179551][bookmark: _Toc42246824][bookmark: _Toc51245759]7.3.2	Nnef_AKMA_ApplicationKey_Get service operation 
Service operation name: Nnef_AKMA_ApplicationKey_Get.
Description: The NF consumer requests the NEF to provide AF related key material.
Input, Required: A-KID, AF_ID 
Input, Optional: UEID not needed indication. 
Output, Required: KAF, KAF expiration time.
Output, Optional: GPSI (external ID).
[bookmark: _Toc51245760][bookmark: _Toc129960243]7.4	Services provided by UDM
UDM services related to AKMA service are defined in TS 33.501 [2] clause 14.2.2.
[bookmark: tsgNames][bookmark: _Toc42177200]

[bookmark: _Toc42179552][bookmark: _Toc42246825][bookmark: _Toc51245761][bookmark: _Toc129960244]Annex A (normative): 
Key derivation functions
[bookmark: _Toc42177201][bookmark: _Toc42179553][bookmark: _Toc42246826][bookmark: _Toc51245762][bookmark: _Toc129960245]A.1	KDF interface and input parameter construction
[bookmark: _Toc42177202][bookmark: _Toc42179554][bookmark: _Toc42246827][bookmark: _Toc51245763][bookmark: _Toc129960246]A.1.1	General
All key derivations for AKMA shall be performed using the key derivation function (KDF) specified in Annex B.2.2 of TS 33.220 [4]. 
This clause specifies how to construct the input string, S, and the input key, KEY, for each distinct use of the KDF. Note that "KEY" is denoted "Key" in TS 33.220 [4]. 
[bookmark: _Toc42177203][bookmark: _Toc42179555][bookmark: _Toc42246828][bookmark: _Toc51245764][bookmark: _Toc129960247]A.1.2	FC value allocations
The FC number space used is controlled by TS 33.220 [4], FC values allocated for the present document are in the range of 0x80 – 0x82. 
[bookmark: _Toc42177204][bookmark: _Toc42179556][bookmark: _Toc42246829][bookmark: _Toc51245765][bookmark: _Toc129960248]A.2	KAKMA derivation function
When deriving a KAKMA from KAUSF, the following parameters shall be used to form the input S to the KDF:
-	FC = 0x80;
[bookmark: OLE_LINK17][bookmark: OLE_LINK18]-	P0 = "AKMA";
-	L0 = length of "AKMA"; (i.e. 0x00 0x04)
-	P1 = SUPI;
-	L1 = length of SUPI.
The input key KEY shall be the KAUSF. 
SUPI shall be the same value as parameter P0 in Annex A.7.0 of TS 33.501 [2].
[bookmark: _Toc42179557][bookmark: _Toc42246830][bookmark: _Toc51245766][bookmark: _Toc129960249]A.3	A-TID derivation function
When deriving the A-TID from KAUSF, the following parameters shall be used to form the input S to the KDF:
-	FC = 0x81;
-	P0 = "A-TID";
-	L0 = length of "A-TID"; (i.e. 0x00 0x05)
-	P1 = SUPI;
-	L1 = length of SUPI.
The input key KEY shall be KAUSF. 
SUPI shall be the same value as parameter P0 in Annex A.7.0 of TS 33.501 [2].
[bookmark: _Toc42179558][bookmark: _Toc42246831][bookmark: _Toc51245767][bookmark: _Toc129960250]A.4	KAF derivation function
When deriving a KAF from KAKMA, the following parameters shall be used to form the input S to the KDF:
-	FC = 0x82;
-	P0 =AF_ID;
-	L0 = length of AF_ID
The input key KEY shall be KAKMA. 
AF_ID is constructed as follows: 
AF_ID = FQDN of the AF || Ua* security protocol identifier, where the Ua* security protocol identifier is specified as Ua security protocol identifier in Annex H of TS 33.220 [4]. 


Annex B (normative): 
AKMA profiles for Ua* protocols
[bookmark: _Toc129960251]B.1	TLS based protocols
[bookmark: _Toc129960252]B.1.1	General
This annex contains profiles of the share key-based UE authentication with certificate-based AF authentication and the shared key-based mutual authentication between UE and AF that are similar to the ones defined in 3GPP TS 33.222 [7].
[bookmark: _Toc129960253]B.1.2	Shared key-based UE authentication with certificate-based AF authentication
[bookmark: _Toc129960254]B.1.2.1	General
The following clause provides the changes needed to adapt the Ua protocol given in clause 5.3 of TS 33.222 [7] to work with a KAF derived using the AKMA procedures.
[bookmark: _Toc129960255]B.1.2.2	Procedures
The procedures follow those given in clause 5.3.0 of TS 33.222 [7] with the AKMA AF taking the role of the NAF from GBA (see TS 33.220 [4]), with the following changes. 
At step 2, if the clients supports AKMA with this protocol then the client shall add the constant string "3gpp-akma" to the "User-Agent" HTTP header as product tokens as specified in IETF RFC 7231 [10].
At step 3, if the AF selects AKMA for deriving the key, then the AF shall include the "3GPP-bootstrapping-akma" within the WWW-Authenticate header field. If the AF has choice between GBA_Digest (see TS 33.220 [4]) and AKMA keying, then the AF shall select AKMA over GBA_Digest (see TS 33.222 [7] for similar consideration between GBA methods).
NOTE 1: The choice between AKMA and AKA-based GBA is application dependent.
At step 4, on receiving the response from the AF, the client shall verify that the FQDN in the realm attribute corresponds to the FQDN of the AF it established the TLS connection with. If failure the client shall terminate the TLS connection with the AF.
At step 5 given AKMA has been selected for keying, the client shall send a response with an Authorization header field where Digest is inserted using the A-KID as username. KAF shall be used as password in the Digest calculation.
At step 6 given AKMA has been selected for keying, the AF shall verify the value of the password attribute using KAF retrieved from AAnF using the A-KID received as username attribute in the query. If the AF is not able to obtain the AF-specific key when using AKMA mode, the AF shall respond with an appropriate error message not containing the realm attributes from step 3.
[bookmark: _Toc129960256]B.1.3	Shared key-based mutual authentication between UE and AF
[bookmark: _Toc129960257]B.1.3.1	General
The following clause provides the changes needed to adapt the Ua protocol given in clause 5.4 of TS 33.222 [7] to work with a KAF derived using the AKMA procedures.
[bookmark: _Toc129960258]B.1.3.2	Procedures
[bookmark: _Toc129960259]B.1.3.2.1	Procedures for TLS 1.2
The procedures follow those given in clause 5.4.0.1 of TS 33.222 [7] with the AKMA AF taking the role of the NAF from GBA (see TS 33.220 [4]), with the following changes.
At step 2, the AF shall include a constant string "3GPP-AKMA" is used as PSK-identity hint to indicate that AKMA based keying is supported.
At step 3, the UE may use an AKMA generated key if support was indicated by the AF (even if GBA-based keys were also indicated as supported by the AF). To use AKMA generated key, the UE shall derive the TLS premaster secret from KAF and shall send a ClientKeyExchange message including a PSK identity consisting of "3GPP-AKMA" and the A-KID. If the UE has choice between GBA_Digest (see TS 33.220 [4]) and AKMA keying, then the UE shall select AKMA over GBA_Digest (see TS 33.222 [7] for similar consideration between GBA methods).
NOTE 1: The choice between AKMA and AKA-based GBA is application dependent.
At step 4, if the AF receives the "3GPP-AKMA" prefix and the A-KID in the ClientKeyExchange messages it fetches the AF specific shared secret (KAF) from the AAnF using the A-KID. The AF shall derive the TLS premaster secret from the AF specific key (KAF).
[bookmark: _Toc129960260]B.1.3.2.2	Procedures for TLS 1.3 
The procedures follow those given in clause 5.4.0.2 of TS 33.222 [7] with the AKMA AF taking the role of the NAF from GBA (see TS 33.220 [4]), with the following changes.
In step 1, the PSK identities in the ClientHello shall include a prefix indicating the PSK-identity name space (i.e. "3GPP-AKMA") and the A-KID to indicate the UE supports keying with AKMA.
In step 2 if the AF is willing to establish a TLS tunnel using PSK authentication with AKMA keys, then the AF shall indicate the index of the AKMA psk identity in the ServerHello message. If the AF has choice between GBA_Digest (see TS 33.220 [4]) and AKMA keying, then the AF shall select AKMA over GBA_Digest (see TS 33.222 [7] for similar consideration between GBA methods).
NOTE 1: The choice between AKMA and AKA-based GBA is application dependent.
The UE and NAF shall derive the TLS external PSK from KAF.
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