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[bookmark: foreword][bookmark: _Toc72408434]Foreword
[bookmark: spectype3]This Technical Specification has been produced by the 3rd Generation Partnership Project (3GPP).
The contents of the present document are subject to continuing work within the TSG and may change following formal TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an identifying change of release date and an increase in version number as follows:
Version x.y.z
where:
x	the first digit:
1	presented to TSG for information;
2	presented to TSG for approval;
3	or greater indicates TSG approved document under change control.
y	the second digit is incremented for all changes of substance, i.e. technical enhancements, corrections, updates, etc.
z	the third digit is incremented when editorial only changes have been incorporated in the document.
In the present document, modal verbs have the following meanings:
shall		indicates a mandatory requirement to do something
shall not	indicates an interdiction (prohibition) to do something
The constructions "shall" and "shall not" are confined to the context of normative provisions, and do not appear in Technical Reports.
The constructions "must" and "must not" are not used as substitutes for "shall" and "shall not". Their use is avoided insofar as possible, and they are not used in a normative context except in a direct citation from an external, referenced, non-3GPP document, or so as to maintain continuity of style when extending or modifying the provisions of such a referenced document.
should		indicates a recommendation to do something
should not	indicates a recommendation not to do something
may		indicates permission to do something
need not	indicates permission not to do something
The construction "may not" is ambiguous and is not used in normative elements. The unambiguous constructions "might not" or "shall not" are used instead, depending upon the meaning intended.
can		indicates that something is possible
cannot		indicates that something is impossible
The constructions "can" and "cannot" are not substitutes for "may" and "need not".
will		indicates that something is certain or expected to happen as a result of action taken by an agency the behaviour of which is outside the scope of the present document
will not		indicates that something is certain or expected not to happen as a result of action taken by an agency the behaviour of which is outside the scope of the present document
might	indicates a likelihood that something will happen as a result of action taken by some agency the behaviour of which is outside the scope of the present document
might not	indicates a likelihood that something will not happen as a result of action taken by some agency the behaviour of which is outside the scope of the present document
In addition:
is	(or any other verb in the indicative mood) indicates a statement of fact
is not	(or any other negative verb in the indicative mood) indicates a statement of fact
The constructions "is" and "is not" do not indicate requirements.
[bookmark: introduction][bookmark: _Toc72408435]Introduction
The present document defines application behavioural tests for a terminal with a non-removable UICC/USIM where no access to the physical UICC-Terminal interface can be granted when interacting with a 3GPP network.
The aim of the present document is to ensure the correct behaviour of a UE interfacing with a 3GPP network whilst it is proved that card specific data and functionality is used wherever indicated, similar to application tests defined in 3GPP TS 31.121 [2] but without direct access to the UICC-terminal interface.
The present document does not define any aspects related to the administrative management phase of the UICC. Any internal technical realisation of either the UICC or the terminal is only specified where these are important for the verification of specific behaviour. Application specific details for applications residing on an UICC are specified in the respective application specific documents.
[bookmark: scope][bookmark: _Toc72408436]
1	Scope
The present document provides application behavioural tests for a UE to interoperability with dedicated 3GPP network operations. Where there shall be a description for each compliant implementation including the:
- the test case specific setting of the USIM;
- the applicability of each test case;
- the test configurations;
- the conformance requirement(s) and reference(s) to the related core specifications;
- the test purposes; and
- a brief description of the test procedure and the specific acceptance criteria.
The present document is applicable for MEs supporting a non-removable UICC only. MEs that allow access to the physical card interface as defined in ETSI TS 102 221 [8] or ETSI TS 102 671 [29] shall be tested in accordance to 3GPP TS 31.121 [2].
This document shall provide alternative verification and testing approaches for test cases initially defined in 3GPP TS 31.121 [2]. If no ETSI or 3GPP defined alternative method to verify an existing requirement is available or if the result generated by the proposed verification method is less reliable, this has to be clearly stated in the test description.
Due to possible limitations in profile handling and updating it is not intended to use the test case defined within this document with 2G only MEs.
A 3GPP ME may support functionality that is not required by 3GPP, but the requirements to do so are outside of the scope of 3GPP. The present document does not contain tests for features that are out of scope of 3GPP.
In the present document, unless explicitly stated otherwise, for Rel-13 onwards the term E-UTRAN implicitly refers to E-UTRAN in WB-S1 mode. E-UTRAN in NB-S1 mode is always explicitly referred to as NB-IoT.
[bookmark: references][bookmark: _Hlk62489853][bookmark: _Toc72408437]2	References
The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
-	References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
-	For a specific reference, subsequent revisions do not apply.
-	For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[1] [bookmark: _Ref62645866]3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
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[7] [bookmark: _Ref62646858]ISO/IEC 9646‑7: "Information technology - Open Systems Interconnection - Conformance testing methodology and framework - Part 7: Implementation Conformance Statements".
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[30] [bookmark: _Ref72232734]GSMA SGP.22: "RSP Technical specification"
[31] [bookmark: _Ref72251210]3GPP TS 24.008: "Mobile radio interface Layer 3 specification; Core network protocols; Stage 3"
[32] [bookmark: _Ref72251712]3GPP TS 25.331: "Radio Resource Control (RRC); Protocol specification"
[33] [bookmark: _Ref72312476]3GPP TS 31.101: "UICC-terminal interface; Physical and logical characteristics"
[bookmark: definitions][bookmark: _Toc72408438]3	Definitions of terms, symbols and abbreviations
[bookmark: _Toc72408439]3.1	Terms
For the purposes of the present document, the terms given in 3GPP TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in 3GPP TR 21.905 [1].
nrUSIM: non-removable Universal Subscriber Identity Module, i.e. a USIM application or equivalent functionality embedded or integrated into a ME.
[bookmark: _Toc72408440]3.2	Symbols
For the purposes of the present document, the following symbols apply:
bx		Bit x of byte (leftmost bit is MSB)
Bn		Byte No. n
[bookmark: _Toc72408441]3.3	Abbreviations
For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in 3GPP TR 21.905 [1].
TT		Test Tool
EUT	Equipment Under Test
[bookmark: _Toc72408442]3.4	Coding Conventions
For the purposes of the present document, the following coding conventions apply:
All lengths are presented in bytes, unless otherwise stated. Each byte B is represented by eight bits b8 to b1, where b8 is the most significant bit (MSB) and b1 is the least significant bit (LSB). In each representation, the leftmost bit is the MSB.
In the UICC, all bytes specified as RFU shall be set to '00' and all bits specifies as RFU shall be set to '0'. If the GSM and/or USIM application exists on a UICC or is built on a generic telecommunications card, then other values may apply for the non- GSM or non-USIM applications. The values will be defined in the appropriate specifications for such cards and applications. These bytes and bits shall not be interpreted by a Terminal in 3GPP session.
The coding of all data objects in the present document is according to ETSI TS 102 221 [8]. All data objects are BER-TLV except if otherwise defined.
[bookmark: _Toc10738245][bookmark: _Toc20396079][bookmark: _Toc29397661][bookmark: _Toc29398783][bookmark: _Toc36648793][bookmark: _Toc36654581][bookmark: _Toc44960852][bookmark: _Toc50982493][bookmark: _Toc50984664][bookmark: _Toc57111932][bookmark: _Toc57208079][bookmark: _Toc72408443]3.5	Generic procedures for 5G‑NR, E‑UTRAN, NB‑IoT, UTRAN and IMS
If a test case contains the statement "This test applies to Terminals accessing 5G-NR", the procedures defined in 3GPP TS 38.508‑1 [3] shall be the basis for all performed procedures during the test. The procedures in 3GPP TS 38.508‑1 [3] clause 4.5 describe the default behaviour of a conformant UE regarding the specified protocols to be used for 5G-NR and the required procedures from the NAS.
If a test case contains the statement "This test applies to Terminals accessing NB", the procedures defined in 3GPP TS 36.508 [4] shall be the basis for all performed procedures during the test. The procedures in 3GPP TS 36.508 [4] clause 8.1.5 describe the default behaviour of a conformant UE regarding the specified protocols to be used for NB-IoT and the required procedures from the NAS.
If a test case contains the statement "This test applies to Terminals accessing E-UTRAN", the procedures defined in 3GPP TS 36.508 [4] shall be the basis for all performed procedures during the test. The procedures in 3GPP TS 36.508 [4]clause 4.5 describe the default behaviour of a conformant UE regarding the specified protocols to be used for E-UTRAN and the required procedures from the NAS.
If a test case contains the statement "This test applies to Terminals accessing UTRAN", the procedures defined in 3GPP TS 34.108 [5], clause 7.2 shall be the basis for all performed procedures during the test. The procedures in 3GPP TS 34.108 [5], clause 7 describe the default behaviour of a conformant UE regarding the specified protocols to be used for UTRAN and the required procedures from the NAS.
3GPP TS 34.229‑1 [6] Annex C describes the generic test procedures for IMS.
[bookmark: _Toc10738246][bookmark: _Toc20396080][bookmark: _Toc29397662][bookmark: _Toc29398784][bookmark: _Toc36648794][bookmark: _Toc36654582][bookmark: _Toc44960853][bookmark: _Toc50982494][bookmark: _Toc50984665][bookmark: _Toc57111933][bookmark: _Toc57208080][bookmark: _Toc72408444]3.6	Applicability
[bookmark: _Toc10738247][bookmark: _Toc20396081][bookmark: _Toc29397663][bookmark: _Toc29398785][bookmark: _Toc36648795][bookmark: _Toc36654583][bookmark: _Toc44960854][bookmark: _Toc50982495][bookmark: _Toc50984666][bookmark: _Toc57111934][bookmark: _Toc57208081][bookmark: _Toc72408445]3.6.1	Applicability of the present document
The present document applies to terminal equipment where the UICC-terminal interface is not accessible and communication on the UICC-terminal interface cannot be traced.
[bookmark: _Toc10738248][bookmark: _Toc20396082][bookmark: _Toc29397664][bookmark: _Toc29398786][bookmark: _Toc36648796][bookmark: _Toc36654584][bookmark: _Toc44960855][bookmark: _Toc50982496][bookmark: _Toc50984667][bookmark: _Toc57111935][bookmark: _Toc57208082][bookmark: _Toc72408446]3.6.2	Applicability to user equipment
The applicability to user equipment supporting the non-removable USIM is specified in table B.1, unless otherwise specified in the specific clause.
Test cases where no verification of APDUs, APDU timing or checks on file (DF/EF) content is required may refer to tests defined in 3GPP TS 31.121 [2]. Tests might not be applicable to specific UEs if a verification of conformance requirements is neither possible with the verification methods defined in the present document nor in accordance to an equivalent and referenced test case defined in 3GPP TS 31.121 [2].
[bookmark: _Toc10738249][bookmark: _Toc20396083][bookmark: _Toc29397665][bookmark: _Toc29398787][bookmark: _Toc36648797][bookmark: _Toc36654585][bookmark: _Toc44960856][bookmark: _Toc50982497][bookmark: _Toc50984668][bookmark: _Toc57111936][bookmark: _Toc57208083][bookmark: _Toc72408447]3.6.3	Applicability of the individual tests
Table B.1 lists the optional, conditional or mandatory features for which the supplier of the implementation states the support. As pre-condition the supplier of the implementation shall state the support of possible options in table A.1.
The "Release XY ME" columns shows the status of the entries as follows:
The following notations, defined in ISO/IEC 9646‑7 [7], are used for the status column:
M	mandatory – the capability is required to be supported.
O	optional – the capability may be supported or not.
N/A	not applicable – in the given context, it is impossible to use the capability.
X	prohibited (excluded) – there is a requirement not to use this capability in the given context.
O.i	qualified optional – for mutually exclusive or selectable options from a set. "i" is an integer which identifies a unique group of related optional items and the logic of their selection which is defined immediately following the table.
Ci	conditional – the requirement on the capability ("M", "O", "X" or "N/A") depends on the support of other optional or conditional items. "i" is an integer identifying an unique conditional status expression which is defined immediately following the table. For nested conditional expressions, the syntax "IF … THEN (IF … THEN … ELSE…) ELSE …" shall be used to avoid ambiguities. 
The "Additional test case execution recommendation" column shows the status of the entries as follows:
A	applicable - the test is applicable according to the corresponding entry in the "Rxx ME" column
R	redundant – the test has to be considered as redundant when the corresponding E-UTRAN/EPC related test of the present document has been validated and successfully executed. In that case the requirement may be verified by means of the E-UTRAN/EPC functionality only.
AERi	Additional test case Execution Recommendation – with respect to the above listed definitions of ("A") and ("R") the test is applicable ("A") or redundant ("R") depending on the support of other optional or conditional items. "i" is an integer identifying a unique conditional status expression which is defined immediately following the table. For nested conditional expressions, the syntax "IF ... THEN (IF ... THEN ... ELSE...) ELSE ..." shall be used to avoid ambiguities.
References to items
For each possible item answer (answer in the support column) there exists a unique reference, used, for example, in the conditional expressions. It is defined as the table identifier, followed by a solidus character "/", followed by the item number in the table. If there is more than one support column in a table, the columns shall be discriminated by letters (a, b, etc.), respectively.
EXAMPLE:	A.1/4 is the reference to the answer of item 4 in table A.1.
[bookmark: _Toc10738250][bookmark: _Toc20396084][bookmark: _Toc29397666][bookmark: _Toc29398788][bookmark: _Toc36648798][bookmark: _Toc36654586][bookmark: _Toc44960857][bookmark: _Toc50982498][bookmark: _Toc50984669][bookmark: _Toc57111937][bookmark: _Toc57208084][bookmark: _Toc72408448]3.7	Table of optional features
Support of several features is optional or release dependent for the user equipment. However, if a UE states conformance with a specific 3GPP release, it is mandatory for the UE to support all mandatory functions of that release, as stated in table A.1.
The supplier of the implementation shall state the support of possible options in table A.1.
Table A.1: Options
	Item
	Option
	Status
	Support
	Mnemonic

	1
	Support of UTRAN access
	O
	
	O_UTRAN

	2
	Support of E-UTRAN access
	O
	
	O_E-UTRAN

	3
	Support of NB-IoT access only
	O
	
	O_NB-IoT

	4
	Support of 5G Core Network 
	O
	
	O_5GC

	5
	Support of New Radio access
	O
	
	O_5G_NR

	6
	Terminal supports SM-over-IP-receiver
	O
	
	O_SM-OVER-IP_RECEIVER

	7
	Support for multiple PDN
connections
	O
	
	O_MULTIPLE_PDN

	8
	Terminal does support CSG (for UTRA)
	O
	
	O_CSG

	9
	Support of manual CSG selection
	O
	
	O_MANUAL_CSG_SELECTION

	10
	Support of PS
	O
	
	O_PS

	11
	Support of URSP by USIM
	O
	
	O_URSP_by_USIM

	[bookmark: clause4][bookmark: _Toc10738251][bookmark: _Toc20396085][bookmark: _Toc29397667][bookmark: _Toc29398789][bookmark: _Toc36648799][bookmark: _Toc36654587][bookmark: _Toc44960858][bookmark: _Toc50982499][bookmark: _Toc50984670][bookmark: _Toc57111938][bookmark: _Toc57208085][bookmark: _Toc58494982]12
	Support of RSP(SGP.22)
	C003
	
	O_RSP22

	13
	Support of AT+CSIM
	O
	
	O_AT+CSIM

	14
	ME supports non-removable UICC only (see NOTE 1)
	O
	
	O_NON-REMOVABLE_UICC_ONLY

	15
	Support of UICC and USIM API for Java Card (see NOTE 2) 
	O
	
	O_JAVA_CARD_API

	16
	Support of USAT functionality (see NOTE 3)
	O
	
	O_USAT

	NOTE1:
	‘ME supports non-removable UICC only’ means that access to the physical card interface as defined in ETSI TS 102 221 is not available

	NOTE 2:
	The UE shall claim to support the Java Card API if test relevant functions as defined in Annex A, clause A.2 are supported.

	NOTE 3:
	The support of the USAT as defined here requires the support of the UICC API defined in ETSI TS 102 241 [23] and the USIM API defined in 3GPP TS 31.130 [17]
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[bookmark: _Toc72408449]3.8	Applicability table
Table B.1: Applicability of tests
	Item
	Description
	defined in Rel
	Test Seq.(s)
	Rel-13 ME
	Rel-14 ME
	Rel-15 ME
	Rel-16 ME
	Rel-17 ME
	Network Simulation
	Support
	AER

	…
	
	
	
	
	
	
	
	
	
	
	

	X
	UE identification by short IMSI using a 2 digit MNC
	R99
	5.1.2
	C001
	C001
	C001
	C001
	
	USS
	
	AER001

	…
	
	
	
	
	
	
	
	
	
	
	

	Y
	SUCI calculation by ME using Profile B
	Rel-15
	5.3.2
	C001
	C001
	C001
	C001
	
	NG-SS
	
	AER002

	…
	
	
	
	
	
	
	
	
	
	
	

	Z
	Adding FPLMN to the forbidden PLMN list when accessing E UTRAN
	Rel-8
	7.1.4
	C001
	C001
	C001
	C001
	
	E-USS or NB-SS
	
	AER003

	…
		Comment by Arne M.: To be aligned if all TCs are transferred, referenced or marked RFU
	
	
	
	
	
	
	
	
	
	



	C001
	IF A.1/14 THEN M ELSE N/A
	O_NON-REMOVABLE_UICC_ONLY

	O.1
	TBD
	

	AER001
	IF A.1/1 AND A.1/14 THEN A ELSE R
	O_UTRAN AND O_NON-REMOVABLE_UICC_ONLY

	AER002
	IF A.1/4 AND A.1/5 AND A.1/14 THEN A ELSE R
	O_5GC AND O_5G_NR AND O_NON-REMOVABLE_UICC_ONLY

	AER003
	IF (A.1/2 OR A.1/3) AND A.1/14 THEN A ELSE R
	(O_E-UTRAN OR O_NB-IoT) AND O_NON-REMOVABLE_UICC_ONLY

	NOTE 1:	IF C001 FFS.




4	Test environment
[bookmark: _Toc58494983]4.0	Description of the test environment
Without having the UICC-terminal interface accessible a direct verification of APDU contents is not possible. The present document shall provide a test environment and test methods that allow the verification of test results for UEs with an integrated and not removable UICC/USIM (nrUSIM).
Figure 4.1 gives an overview of what elements are needed to be defined in the current document:
•	the Test Purpose;
•	the Conformance Requirements;
•	the Initial Conditions;
•	the Test Procedure;
•	the Acceptance Criteria.

[image: ]
[bookmark: _Ref51741380][bookmark: _Ref52373867]Figure 4.1: 3GPP Test Case Definitions as provided in the current document
Related to an identified test purpose a conformance requirement (CR) is phrased, derived from functional descriptions and definitions given in related standardization documents. Each test case definition includes an initial conditions (IC) clause that is defining pre-conditions, specific data and settings to be used. This clause may also include procedures needed for preparation. The procedure clause either includes a table representing the test procedure (TP) in numbered steps defining the actions that shall be executed and identifying the requirements that shall be fulfilled when executing this step or a reference to a test procedure defined in another test specification. The acceptance criteria clause (AC) provides information about when and how conformance requirements shall be fulfilled and what particular function, behaviour or response is needed to validate a requirement as verified.
Figure 4.2 shows an example of a test tool implementation.
[image: ]
Figure 4.2: Test tool (out of scope of 3GPP)
NOTE:	The handling of data and implementation of instances or processes shown in Figure 4.2 are shown as example. Technical realisation in accordance to the figure is not required and out of scope of the current specification.
[bookmark: _Toc72408450]4.1	Requirements to the test environment
[bookmark: _Toc72408451]4.1.1	General Requirements
All tests defined in the subsequent clauses apply to UEs operating an nrUSIM, what implies that the UICC‑terminal interface cannot be exposed to a TT. The verification of APDU data sent via the UICC‑terminal interface is not possible. The tests are not applicable for UEs providing a UICC‑terminal interface in accordance to interface form factors defined in ETSI TS 102 221 [28] or ETSI TS 102 671 [29].
The following sequence of tests confirms:
a) the usage of the test specific UICC/USIM data;
b) the correct interpretation of data read from the USIM (Universal Subscriber Identification Module) by the ME;
c)	the correct writing of data to the USIM by the ME;
d)	the initiation of appropriate procedures by the ME;
e)	the correct execution of functions
All tests apply to the USIM application on the UICC or an equivalent application implemented in accordance to the ETSI SSP specifications ETSI TS 103 666-1 [10], ETSI TS 103 666-2 [11] and ETSI TS 103 666-3 [12]
[bookmark: _Toc72408452]4.1.2	Requirements to the UE – supported interfaces
The IUT has to support interfaces and administration methods to allow the TT or the tester to set the initial conditions defined for the test cases. Where the IUT may be solely the UE or the UE connected to an interface device.
NOTE:	The connection of the UE and an interface device is set up similar to what is described in the Companion Device scenario in GSMA SGP.22 [30], but not limited to remote SIM provisioning functionality.
Suggested interfaces:
Wi-Fi (IEEE 802.11-2016 [13])
USB (USB-IF, USB 2.0 or higher)
The UE has to support at least one of the following data transfer methods:
RFM and OTA via ETSI TS 102 225 [14] and ETSI TS 102 226 [15]
AT commands as defined in 3GPP TS 27.007 [16]
JavaTMCard as defined in 3GPP TS 31.130 [17]
Even though the availability of at least one of the suggested interfaces and one of the suggested data transfer method is recommended, definition of interfaces and methods for UICC/USIM preparation are out of scope of the present document.
Supported RATs:
UEs tested in accordance to the present document shall support any 3GPP defined RATs. Test cases defined in the present document may contain RAT or RAN specific conformance requirements and methods of test. The applicability of the individual test cases can be determined by using Table B.1.
Tests that would require 2G network access are out of scope of the present document.
[bookmark: _Toc72408453]4.1.3	Initial and final procedure steps
Initial and final procedure steps are out of scope of the current specification to not explicitly exclude methods that might be used to get a UE set up at test case start or to have it ‘cleaned up’ at the end of a test (if required).
The testing person has to ensure that the UE has installed test specific the UICC and USIM data- in accordance to the definitions of the particular test (see note). The UE has to be accessible and is switched into a specific reception mode if required by the test case. It has to be ensured that interfaces that are used to verify file data or a specific functionality do not interfere or block the operation of the test procedure as defined within this specification. 
For verification purposes an interaction with the UE is allowed even after ending the defined test procedure. If such interaction takes place it has to be reported to the test system. A verification of conformance requirements that is based on data or information that is generated during this post-procedure interaction has to be identifiable as a post process, but can be used for the result generation.
NOTE:	For all EFs, DFs and ADFs building the UICC and USIM data not explicitly defined in the test or by reference, an appropriate test value can be used (e.g.: values from GSMA TS.48 [9]).
[bookmark: _Toc10738253][bookmark: _Toc20396087][bookmark: _Toc29397669][bookmark: _Toc29398791][bookmark: _Toc36648801][bookmark: _Toc36654589][bookmark: _Toc44960860][bookmark: _Toc50982501][bookmark: _Toc50984672][bookmark: _Toc57111940][bookmark: _Toc57208087][bookmark: _Toc72408454]4.2	Definition of default values
To correctly run test cases defined in the present document appropriate UICC and USIM data shall to be used. Therefore, test cases may explicitly define content of EFs and/or DFs and/or reference test UICC values from 3GPP TS 31.121 [2]. For files the test UICC is not defining specific values, it is recommended to use the values from GSMA TS.48 [9] UICC Test Profile (see note 2).
NOTE 1:	Installation, provisioning or modification methods for EFs and DFs defined in the test USIMs or in the test cases are out of scope of the present document. Respective methods have to be provided by the UE vendor.
NOTE 2:	The usage of file values defined in GSMA TS.48 [9] does not imply that remote SIM provisioning as defined in GSMA or profiles as defined by the TCA have to be supported by the nrUSIM.
[bookmark: _Toc10738254][bookmark: _Toc20396088][bookmark: _Toc29397670][bookmark: _Toc29398792][bookmark: _Toc36648802][bookmark: _Toc36654590][bookmark: _Toc44960861][bookmark: _Toc50982502][bookmark: _Toc50984673][bookmark: _Toc57111941][bookmark: _Toc57208088][bookmark: _Toc72408455]4.2.1	Values of the EF
If not explicitly given in the test case the default values for USIM-Terminal interface testing as defined on 3GPP TS  31.121 [2] are referenced by the appropriate clause number.
EF and DF values provided in the test case of the present document take precedence over values referenced from [2].
[bookmark: _Toc72408456]4.3	Random value generation
To avoid that the UE under test uses EF values not read from the integrated UICC/USIM, identified EFs are to be used with random EF content.
If random test values shall be used, the EF content is generated on test case initialization. An EF containing random values always is specified in the initial condition clause of the test case. At least the EF coding is showing one or more placeholders (characters x to z, highlighted in red) where a generated random value has to be inserted. To avoid ambiguities a codomain (D) of possible values is defined for each random character. 
Example:
EFIMSI
	Logically:
		24681357x
	Coding:

	Byte
	B1
	B2
	B3
	B4
	B5
	B6
	B7
	B8
	B9

	Hex
	05
	29
	64
	18
	53
	x7
	FF
	FF
	FF



	D:	 x ∈ {0x0; …; 0x9, 0xF}
Explanation:
The random IMSI can become any logical value from 246813570 to 246813579 or 24681357 in case of x = 0xF.
NOTE: the verification method using the generated random value is described in Annex A.4
[bookmark: _Toc10738318][bookmark: _Toc20396157][bookmark: _Toc29397739][bookmark: _Toc29398861][bookmark: _Toc36648871][bookmark: _Toc36654659][bookmark: _Toc44960929][bookmark: _Toc50982570][bookmark: _Toc50984741][bookmark: _Toc57112008][bookmark: _Toc57208167][bookmark: _Toc72408457]5	Subscription related tests
[bookmark: _Toc10738319][bookmark: _Toc20396158][bookmark: _Toc29397740][bookmark: _Toc29398862][bookmark: _Toc36648872][bookmark: _Toc36654660][bookmark: _Toc44960930][bookmark: _Toc50982571][bookmark: _Toc50984742][bookmark: _Toc57112009][bookmark: _Toc57208168][bookmark: _Toc72408458]5.1	IMSI / TMSI handling
[bookmark: _Toc72408459]5.1.1	UE identification by short IMSI
Editors Note:
During analysis of existing TS 31.121 test cases this test case was marked red. As with the methods currently available a verification of the execution of a ‘READ’ command on APDU level is not possible on an nrUSIM. Thus, not all conformance requirements listed in TS 31.121 can be verified.
The following test description is using the ‘random value generation’. What could be a method for an implicit verification of READ commands on some EFs.
It has to be agreed if (and if YES – in which cases) correctly transferring the random value of e.g. EFIMSI and verifying this value on the USS 
5.1.1.1	Test purpose
The purpose of this test is to verify that:
1)	the IMSI stored in the USIM is used when attaching to the network;
2)	the ME can handle an IMSI of less than the maximum length;
3)	the READ BINARY command on EFIMSI is performed correctly by the ME
[bookmark: _Toc72408460]5.1.1.2	Conformance requirement
CR 1	The ME correctly performs the READ BINARY command on EFIMSI.
	References:
· 3GPP TS 31 101 [33], clause 11.1.3.
· ETSI TS 102 221 [8], clause 11.1.3.
CR 2	After successful completion of the RRC Connection Establishment procedure the UE shall send a PAGING RESPONSE/ATTACH REQUEST containing the IMSI of the USIM which has less than the maximum length.
	References:
· 3GPP TS 31.102 [19], clause 4.2.2, 4.2.18, 5.1.1.2 and 5.1.2.
· 3GPP TS 24.008 [31], clause 10.5.1.4.
[bookmark: _Toc72408461]5.1.1.3	Method of test
[bookmark: _Toc72408462]5.1.1.3.1	Initial conditions
The values of the Default UICC as defined in [2] clause 4.1.1 are used with the following exception:
EFIMSI
	Logically:
		24681357x
	Coding:

	Byte
	B1
	B2
	B3
	B4
	B5
	B6
	B7
	B8
	B9

	Hex
	05
	29
	64
	18
	53
	x7
	FF
	FF
	FF



	D:	 x ∈ {0x0; …; 0x9, 0xF}
The USS transmits on the BCCH, with the following network parameters:
· Attach/detach:						disabled
· RAI (MCC/MNC/LAC/RAC):		246/81/0001/05
· Access control:						unrestricted

The defined UICC/USIM data is installed on the UE.
The UE runs an initial activation.
[bookmark: _Toc72408463]5.1.1.3.2	Procedure
Execute the test procedure "Expected Sequence A" of 3GPP TS 31.121 [2], clause 5.1.1.4.2.
[bookmark: _Toc72408464]5.1.1.4	Acceptance criteria
CR 2 is verified by analyzing the IMSI value transferred to the USS in the PAGING RESPONSE or the ATTACH REQUEST. The conformance requirement CR 2 is met if the IMSI value stored on the USIM matches the IMSI value provided to the TT(USS).
[bookmark: _Toc72408465]5.1.2	UE identification by short IMSI using a 2-digit MNC
Editors Note: adapted using the ‘Random value generation’. 
The original TC is not explicitly asking for a verification of the IMSI – so a transfer may not have been needed, but, using the random value for EFIMSI and verifying this value on the USS is probably better than not testing if the value stored on the USIM is used.
5.1.2.1	Test purpose
The purpose of this test is to verify that:
1)	The IMSI stored in the USIM is used when attaching to the network;
2)	The ME is capable of handling an IMSI with a 2-digit MNC if indicated in EFAD.
5.1.2.2 [bookmark: _Toc72408466]Conformance requirement
CR 1	After successful completion of the RRC Connection Establishment procedure the UE shall send PAGING RESPONSE/ATTACH REQUEST containing the IMSI of the USIM.
Reference:
· 3GPP TS 31.102 [19], clause 4.2.2 and 4.2.18, 5.1.1.2 and 5.1.2.	Comment by Arne M.: Verify in TS 31.102 and correct if needed
· 3GPP TS 24.008 [31], clause 10.5.1.4 and 4.7.9.1.2.
[bookmark: _Toc72408467]5.1.2.3	Method of test
[bookmark: _Toc72408468]5.1.2.3.1	Initial conditions
The values of the Default UICC as defined in [2] clause 4.1.1 are used with the following exception:
EFLOCI and EFAD are used as defined in [2] clause 5.1.2.4.1
EFIMSI
	Logically:
		24681357x
	Coding:

	Byte
	B1
	B2
	B3
	B4
	B5
	B6
	B7
	B8
	B9

	Hex
	05
	29
	64
	18
	53
	x7
	FF
	FF
	FF



	D:	 x ∈ {0x0; …; 0x9, 0xF}
The USS transmits on the BCCH, with the following network parameters:
· Attach/detach:						disabled.
· RAI (MCC/MNC/LAC/RAC):		246/81/0001/05
· Access control:						unrestricted.

The UICC/USIM data is installed in the UE.
Ensure that the UE is using the test profile and runs an initial activation.
[bookmark: _Toc72408469]5.1.2.3.2	Procedure
Execute the test procedure "Expected Sequence A" of 3GPP TS 31.121 [2] clause 5.1.2.4.2.
[bookmark: _Toc72408470]5.1.2.4	Acceptance criteria
CR 1 is verified by analyzing the IMSI value transferred to the USS in the PAGING RESPONSE or the ATTACH REQUEST. The conformance requirement CR 1 is met if the IMSI value stored on the USIM matches the IMSI value provided to the TT(USS).
[bookmark: _Toc72408471]5.1.3	UE identification by "short" TMSI
5.1.3.1	Test purpose
The purpose of this test is to verify that:
1) the TMSI stored in the USIM is used to identify the UE in the network;
2) the ME can handle a TMSI of less than the maximum length.
NOTE:	According to TS 23.003 [xx], clause 2.4, a TMSI always consists of 8 digits (4 bytes). Within this test the handling of a TMSI with leading zeros will be tested. The term "short" TMSI is used in the present test in order to distinguish from the tests defined in clause 5.1.4.	Comment by Arne M.: Do we need two different references for the same thing?
[bookmark: _Toc72408472]5.1.3.2	Conformance requirement
CR 1	After successful completion of the RRC Connection Establishment procedure the UE shall send a PAGING RESPONSE containing the TMSI of the USIM.
CR 2	The TMSI has a fixed length of 32 bit (8 digits) when used inside the PAGING TYPE 1/PAGING REQUEST message (see clause 10.3.1.17 of 3GPP TS 25.331 [32])

Reference:
· 3GPP TS 31.102 [19], clause 5.1.1 and 5.1.2.	Comment by Arne M.: Verify in TS 31.102 and correct if needed
· 3GPP TS 24.008 [19], clause 10.5.1.4.
· 3GPP TS 25.331 [32], clause 10.3.1.17.
[bookmark: _Toc20396264][bookmark: _Toc29397847][bookmark: _Toc29398969][bookmark: _Toc36648979][bookmark: _Toc36654767][bookmark: _Toc44961037][bookmark: _Toc50982678][bookmark: _Toc50984849][bookmark: _Toc57112116][bookmark: _Toc57208284][bookmark: _Toc72408473]5.1.3.3	Method of test
[bookmark: _Toc72408474]5.1.3.3.1	Initial conditions
The values of the Default UICC as defined in [2] clause 4.1.1 are used with the following exception:
EFLOCI
	Logically:
		LAI-MCC:	246
		LAI-MNC:	081
		LAI-LAC:	0001
		TMSI:			0000214x
	Coding:

	Byte
	B1
	B2
	B3
	B4
	B5
	B6
	B7
	B8
	B9
	B10
	B11

	Hex
	00
	00
	21
	4x
	42
	16
	80
	00
	01
	FF
	00



	D:	 x ∈ {0x0; …; 0x9}
The USS transmits on the BCCH, with the following network parameters:
· Attach/detach:				disabled.
· LAI (MCC/MNC/LAC):		246/81/0001
· Access control:				unrestricted.

The UICC/USIM data is installed in the UE.
Ensure that the UE is using the test profile and runs an initial activation.
[bookmark: _Toc72408475]5.1.3.3.2	Procedure
Execute the test procedure "Expected Sequence A" of 3GPP TS 31.121 [2] clause 5.1.3.4.2.
[bookmark: _Toc72408476]5.1.3.4	Acceptance criteria
CR 1 and CR 2 are verified by analyzing the TMSI value transferred to the USS in the PAGING RESPONSE. The conformance requirements CR 1 and CR 2 are met if the TMSI value stored on the USIM matches the TMSI value provided to the TT(USS).
[bookmark: _Toc72408477]5.1.4	UE identification by "long" TMSI
5.1.4.1	Test purpose
Verify that the TMSI stored in the USIM is used to identify the UE in the network and that the ME can handle a TMSI of the maximum length. Verify that the ME is not responding to a page request containing the previous TMSI
[bookmark: _Toc72408478]5.1.4.2	Conformance requirement
CR 1	After successful completion of the RRC Connection Establishment procedure the UE shall send a PAGING RESPONSE containing the TMSI of the USIM.
CR 2	The TMSI has a fixed length of 32 bit (8 digits) when used inside the PAGING TYPE 1/ PAGING (see clause 10.3.1.17 of 3GPP TS 25.331 [32])
CR 3	The UE is not responding to a PAGING TYPE 1 with a TMSI other than the TMSI stored in the USIM.
Reference:
· 3GPP TS 31.102 [19], clause 5.1.1 and 5.1.2.	Comment by Arne M.: Verify in TS 31.102 and correct if needed
· 3GPP TS 24.008 [19], clause 10.5.1.4.
· 3GPP TS 25.331 [32], clause 10.3.1.17.
[bookmark: _Toc72408479]5.1.4.3	Method of test
[bookmark: _Toc72408480]5.1.4.3.1	Initial conditions
The values of the Default UICC as defined in [2] clause 4.1.1 are used with the following exception:
EFLOCI
	Logically:
		LAI-MCC:	246
		LAI-MNC:	081
		LAI-LAC:	0001
		TMSI:			214x0000
	Coding:

	Byte
	B1
	B2
	B3
	B4
	B5
	B6
	B7
	B8
	B9
	B10
	B11

	Hex
	21
	4x
	00
	00
	42
	16
	80
	00
	01
	FF
	00



	D:	 x ∈ {0x0; …; 0x9}, but similar to the x value used in the previous test (if test case 5.1.3 was executed before) or an initial activation using:
Initial EFLOCI
	Logically:
		LAI-MCC:	246
		LAI-MNC:	081
		LAI-LAC:	0001
		TMSI:			0000214x
	Coding:

	Byte
	B1
	B2
	B3
	B4
	B5
	B6
	B7
	B8
	B9
	B10
	B11

	Hex
	00
	00
	21
	4x
	42
	16
	80
	00
	01
	FF
	00



	D:	 x ∈ {0x0; …; 0x9}
The USS transmits on the BCCH, with the following network parameters:
· Attach/detach:				disabled.
· LAI (MCC/MNC/LAC):		246/81/0001
· Access control:				unrestricted.

If test case 5.1.3 was executed directly before and the provided TMSI can be used by the USS:
The UICC/USIM data including EFLOCI is installed in the UE.
Ensure that the UE is using the test profile and runs an initial activation.
If no known "short" TMSI’ can be used by the USS:
The UICC/USIM data including the Initial EFLOCI is installed in the UE.
Ensure that the UE is using the test profile, runs an initial activation and attaches to the BCCH provided by the USS.
Deactivate the UE and provide the data defined for EFLOCI to the USIM.
Activate the UE
[bookmark: _Toc72408481]5.1.4.3.2	Procedure
Execute the test procedure "Expected Sequence A" of 3GPP TS 31.121 [2] clause 5.1.4.4.2, where the TMSI used by the USS in the PAGING TYPE 1 shall be "0000214x" as set when executing test case 5.1.3 or the alternative initial procedure.
[bookmark: _Toc72408482]5.1.4.4	Acceptance criteria
CR 3 is met if the UE is not responding to the PAGING TYPE 1 with TMSI "0000214x" sent by the USS. CR 1 and CR 2 are verified by analyzing the TMSI value transferred to the USS in the PAGING RESPONSE. The conformance requirements CR 1 and CR 2 are met if the TMSI value stored on the USIM matches the TMSI value provided to the TT(USS).
[bookmark: _Toc72408483]5.1.5	UE identification by long IMSI, TMSI updating and key set identifier assignment
RFU – agreed method to verify the UPDATE command needed.
[bookmark: _Toc72408484]5.1.6	UE identification by short IMSI when accessing E-UTRAN/EPC
RFU – agreed method to verify the READ command on EFIMSI needed.
[bookmark: _Toc72408485]5.1.7	UE identification by short IMSI using a 2-digit MNC when accessing E-UTRAN/EPC
RFU – agreed method to verify the READ command on EFIMSI needed.
[bookmark: _Toc72408486]5.1.8	UE identification after changed IMSI with service "EMM Information" not available
RFU – agreed method to verify the READ command on EFUST needed.
[bookmark: _Toc72408487]5.1.9	UE identification by GUTI when using USIM with service "EMM Information" not available
RFU – agreed method to verify the READ command on EFUST needed.
[bookmark: _Toc72408488]5.1.10	UE identification by GUTI when using USIM with service "EMM Information" available
RFU – agreed method to verify the READ command on EF_UST and EF_EPSLOCI needed, verification of EF_EPSLOCI expected.
[bookmark: _Toc72408489]5.2	Access Control handling
[bookmark: _Toc72408490]5.2.1	Access Control information handling
TBD for the first release of the present document.
[bookmark: _Toc72408491]5.2.2	Access Control information handling for E-UTRAN/EPC
TBD for the first release of the present document.
[bookmark: _Toc72408492]5.3	Handling subscription identifier privacy for 5G
[bookmark: _Toc72408493]5.3.1	SUCI calculation by ME using null scheme
RFU – agreed method to verify READ command on EF_IMSI, EF_Routing_Indicator and EF_SUCI_calc_Info needed. Verification of EF_UST expected
[bookmark: _Toc72408494]5.3.2	SUCI calculation by ME using Profile B
RFU – agreed method to verify READ command on EF_IMSI, EF_Routing_Indicator and EF_SUCI_calc_Info needed. Verification of EF_UST expected
[bookmark: _Toc72408495]Example for functional testing where the test procedure from TS  31.121 is explicitly asking for a confirmation that EFs are read.
5.3.2.1	Test purpose
The ME shall read the SUCI calculation information from the USIM, including the SUPI, the Home Network Public Key, the Home Network Public Key Identifier, and the list of Protection Scheme Identifiers. The ME shall select the protection scheme from its supported schemes that has the highest priority in the list obtained from the USIM.
5.3.2.2	Conformance requirement
CR 1	SUCI calculation procedure shall be performed by the ME if Service n°124 is "available" and Service n°125 is not "available" in EFUST
Reference:
· 3GPP TS 31.102 [19], clause 4.4.11.8
CR 2	As part of the SUCI calculation performed by the ME, the ME performs the reading procedure with EFSUCI_Calc_Info.
Reference:
· 3GPP TS 31.102 [19], clause 4.4.11.8 and 5.3.47
CR 3	The ME shall calculate the SUCI using the ECIES scheme profile B if highest priority of the protection schemes listed in the USIM is the ECIES scheme profile B.
Reference:
· 3GPP TS 31.102 [19], clause 4.4.11.8
· 3GPP TS 33.501 [24], Annex C, clause C.3 and C.4
· 3GPP TS 24.501 [25], clause 9.11.3
5.3.2.3	Method of test
5.3.2.3.1	Initial conditions
A UICC containing the Default 5G-NR Test UICC defined in clause 4.9 is used with the following exceptions:
[bookmark: _Hlk4002484]EFIMSI
	Logically:
		24608135793579x
Coding:
	Byte
	B1
	B2
	B3
	B4
	B5
	B6
	B7
	B8
	B9

	Hex
	08
	29
	64
	80
	31
	75
	39
	75
	x9



	D:	 x ∈ {0x0; …; 0x9, 0xF}
EFRouting_Indicator
	Logically:
		1y
	Coding:
	Byte
	B1
	B2
	B3
	B4

	Hex
	y1
	FF
	FF
	FF



	D:	 x ∈ {0x0; …; 0x9}
EFSUCI_Calc_Info
	Logically:
		Protection Scheme Identifier List data object:
			Protection Scheme Identifier 1 – ECIES scheme profile B
				Key Index 1: 1
			Protection Scheme Identifier 2 – ECIES scheme profile A
				Key Index 2: 2
			Protection Scheme Identifier 3 – null-scheme
				Key Index 3: 0
			Home Network Public Key List data object
				Home Network Public Key 1 Identifier: 27
				Home Network Public Key 1:
					04 72 DA 71 97 62 34 CE 83 3A 69 07 42 58 67 B8 2E 07 4D 44 EF 90 7D FB 4B 3E 21 C1 C2 25 
					6E BC D1 5A 7D ED 52 FC BB 09 7A 4E D2 50 E0 36 C7 B9 C8 C7 00 4C 4E ED C4 F0 68 CD 7B
					F8 D3 F9 00 E3 B4
				Home Network Public Key 2 Identifier: 30
				Home Network Public Key 2: 
					5A 8D 38 86 48 20 19 7C 33 94 B9 26 13 B2 0B 91 63 3C BD 89 71 19 27 3B F8 E4 A6 F4 EE C0
					A6 50
The NG-SS transmits on the BCCH, with the following network parameters:
· TAI (MCC/MNC/TAC):		244/083/000001.
· Access control:				unrestricted.
The NG-SS shall be configured with Home Network Private Key as following:
Coding:
	B1
	B2
	B3
	B4
	B5
	B6
	B7
	B8

	F1
	AB
	10
	74
	47
	7E
	BC
	C7

	B9
	B10
	B11
	B12
	B13
	B14
	B15
	B16

	5F
	54
	EA
	1C
	5F
	C3
	68
	B1

	B17
	B18
	B19
	B20
	B21
	B22
	B23
	B24

	61
	67
	30
	15
	5E
	00
	41
	AC

	B25
	B26
	B27
	B28
	B29
	B30
	B31
	B32

	44
	7D
	63
	01
	97
	5F
	EC
	DA



The defined test profile shall be used and has to be made available on the UE.
Ensure that the UE is using the test profile and runs an initial activation when executing the test procedure.
5.3.2.3.2	Procedure
	Step
	Direction
	Action
	Comments
	REQ

	1
	TT
	Activate the RF output on the BCCH with:
· TAI (MCC/MNC/TAC):
244/083/000001
· Access control:
unrestricted
	
	

	2
	UE > TT
	Send REGISTRATION REQUEST
	The UE sends the REGISTRATION REQUEST to the NG-SS indicating the 5GS registration type IE as "initial registration" and 5GS mobile identity information element type "SUCI"
	CR 1
CR 2
CR 3

	3
	TT > UE
	Send REGISTRATION ACCEPT message with a new 5G-GUTI
	
	

	4
	UE > TT
	Send REGISTRATION COMPLETE
	
	



5.3.2.4	Acceptance criteria
CR 1, CR 2 and CR 3 are validated in step 2) of the test procedure. 
The verification is done by analysing the SUCI value provided in the 5GS mobile identity IE of the REGISTRATION REQUEST. The correct behaviour can be testified if the REGISTRATION REQUEST is sent as "initial registration" and the SUCI values are the following:
SUPI format:	0
Home Network Identifier	246/081
Routing indicator:	1y
Protection scheme ID:	02
Home network public key ID;	27
Scheme output: ECC ephemeral public key, encryption of 35793579x and MAC tag value

[bookmark: _Toc72408496]5.3.3	UE identification by SUCI during initial registration – SUCI calculation by USIM using profile B
RFU – agreed method to verify the GET IDENTITY command needed.
[bookmark: _Toc72408497]5.3.4	UE identification by SUCI in response to IDENTITY REQUEST message
TBD for the first release of the present document.
[bookmark: _Toc72408498]5.3.5	UE identification by SUCI in response to IDENTITY REQUEST message with T3519 timer expiry
TBD for the first release of the present document.
[bookmark: _Toc72408499]5.3.6	UE identification by SUCI in response to IDENTITY REQUEST message and AUTHENTICATION REJECT
TBD for the first release of the present document.
[bookmark: _Toc72408500]5.3.7	SUCI calculation by the ME using null scheme – missing parameters for subscription identifier privacy support by the USIM
RFU – agreed method to verify the READ command on EF_UST, EF_IMSI, EF_Routing_Indicator and EF_SUCI_calc_Info needed.
[bookmark: _Toc72408501]5.3.8	UE identification by 5G-GUTI – Last Registered TAI stored on USIM
RFU – agreed method to verify 	multiple READ commands on EF_IMSI and EF_5GS3GPPLOCI needed.
[bookmark: _Toc72408502]5.3.9	UE identification by 5G-GUTI – Last Registered TAI stored by ME
RFU – agreed method to verify 	READ command on EF_IMSI.
[bookmark: _Toc72408503]5.3.10	UE identification after SUPI is changed
RFU – agreed method to verify 	READ command on EF_IMSI.
[bookmark: _Toc72408504]5.3.11	SUCI calculation by ME using Profile A
RFU – agreed method to verify the READ command on EF_UST, EF_IMSI, EF_Routing_Indicator and EF_SUCI_calc_Info needed.
[bookmark: _Toc72408505]5.3.12	UE identification by SUCI during initial registration – SUCI calculation by USIM using profile A
TBD? - probably random values shall be used. No other modification needed to align with the present document.
[bookmark: _Toc72408506]5.3.13	SUCI calculation by ME using null scheme– no Protection Scheme Identifier provisioned in the USIM
TBD? - probably random values shall be used. No other modification needed to align with the present document.
[bookmark: _Toc72408507]5.3.14	SUCI calculation by ME using null scheme – no Home Network Public Key for supported protection scheme provisioned in the USIM
RFU – agreed method to verify the READ command on EF_UST, EF_IMSI, EF_Routing_Indicator and EF_SUCI_calc_Info needed.
[bookmark: _Toc72408508]5.3.15	SUCI calculation by ME using null scheme with the E-UTRAN/EPC UICC
RFU – agreed method to verify 	READ command on EF_IMSI.
[bookmark: _Toc72408509]5.3.16	SUCI calculation by ME using the lower priority protection scheme when the higher priority protection scheme is not supported by the ME
RFU – agreed method to verify the READ command on EF_UST, EF_IMSI, EF_Routing_Indicator and EF_SUCI_calc_Info needed.
[bookmark: _Toc72408510]5.3.17	SUCI calculation by ME using Profile B with compressed Home Network Public Key
RFU – agreed method to verify the READ command on EF_UST, EF_IMSI, EF_Routing_Indicator and EF_SUCI_calc_Info needed.
[bookmark: _Toc72408511]5.4	Unified Access Control information handling for 5G-NR
[bookmark: _Toc72408512]5.4.1	Unified Access Control – Access identity 0, no access identities indicated by USIM
TBD for the first release of the present document.
[bookmark: _Toc72408513]5.4.2	Unified Access Control – Access Identity 1 – MPS indicated by USIM
TBD for the first release of the present document.
[bookmark: _Toc72408514]5.4.3	Unified Access Control – Access Identity 1 – no MPS indication by USIM and SUPI not changed
TBD for the first release of the present document.
[bookmark: _Toc72408515]5.4.4	Unified Access Control – Access Identity 1 – no MPS indication by USIM and SUPI is changed
TBD for the first release of the present document.

[bookmark: _Toc72408516]5.4.5	Unified Access Control – Access Identity 2 – MCS indicated by USIM
TBD for the first release of the present document.
[bookmark: _Toc72408517]5.4.6	Unified Access Control – Access Identity 2 – no MCS indication by USIM and SUPI is not changed
TBD for the first release of the present document.
[bookmark: _Toc72408518]5.4.7	Unified Access Control – Access Identity 2 – no MCS indication by USIM and SUPI is changed
TBD for the first release of the present document.
[bookmark: _Toc72408519]5.4.8	Unified Access Control – Access Identities 11 and 15 indicated by USIM
TBD for the first release of the present document.
[bookmark: _Toc72408520]5.4.9	Unified Access Control – Access Identities 12, 13 and 14 indicated by USIM
TBD for the first release of the present document.
[bookmark: _Toc72408521]5.4.10	Unified Access Control – Operator-Defined Access Category
TBD for the first release of the present document.
[bookmark: _Toc72408522]5.4.11	Unified Access Control – Operator-Defined Access Categories, no change in SUPI
TBD for the first release of the present document.
[bookmark: _Toc72408523]5.4.12	Unified Access Control – Operator-Defined Access Categories, SUPI change
TBD for the first release of the present document.
[bookmark: _Toc72408524]5.5	Handling of operator controlled features
[bookmark: _Toc72408525]5.5.1	Display of registered 5G PLMN name from USIM
TBD? - probably random values shall be used. No other modification needed to align with the present document.
[bookmark: _Toc72408526]5.5.2	Display of registered 5G PLMN name from ME
TBD? - probably random values shall be used. No other modification needed to align with the present document.
[bookmark: _Toc72408527]6	Security related Tests
[bookmark: _Toc72408528]6.1	PIN handling
[bookmark: _Toc72408529]6.1.1	Entry of PIN
RFU – agreed method to verify the VERIFY PIN command needed.
[bookmark: _Toc72408530]6.1.2	Change of PIN
RFU – agreed method to verify the CHANGE PIN command needed.
[bookmark: _Toc72408531]6.1.3	Unblock PIN
RFU – agreed method to verify the UNBLOCK PIN command needed.
[bookmark: _Toc72408532]6.1.4	Entry of PIN2
RFU – agreed method to verify the VERIFY PIN command needed.
[bookmark: _Toc72408533]6.1.5	Change of PIN2
RFU – agreed method to verify the CHANGE PIN2 command needed.
[bookmark: _Toc72408534]6.1.6 	Unblock PIN2
RFU – agreed method to verify the UNBLOCK PIN2 command needed.
[bookmark: _Toc72408535]6.1.7	Replacement of PIN
RFU – agreed method to verify the VERIFY PIN, DISABLE PIN and ENABLE PIN commands needed.
[bookmark: _Toc72408536]6.1.8	Change of Universal PIN 
RFU – agreed method to verify the CHANGE PIN command needed.
[bookmark: _Toc72408537]6.1.9	Unblock Universal PIN
RFU – agreed method to verify the UNBLOCK PIN command needed.
[bookmark: _Toc72408538]6.1.10	Entry of PIN on multi-verification capable UICCs
RFU – agreed method to verify the VERIFY PIN command needed.
[bookmark: _Toc72408539]6.1.11	Change of PIN on multi-verification capable UICCs
RFU – agreed method to verify the CHANGE PIN command needed.
[bookmark: _Toc72408540]6.1.12	Unblock PIN on multi-verification capable UICCs
RFU – agreed method to verify the UNBLOCK PIN command needed.
[bookmark: _Toc72408541]6.1.13	Entry of PIN2 on multi-verification capable UICCs
RFU – agreed method to verify the VERIFY PIN, DISABLE PIN and ENABLE PIN commands needed.
[bookmark: _Toc72408542]6.2	Fixed Dialling Numbers (FDN)
[bookmark: _Toc72408543]6.2.1	Terminal and USIM with FDN enabled, EFADN readable and updateable
TBD for the first release of the present document. Discrepancies to be corrected. 
[bookmark: _Toc72408544]6.2.2	Terminal and USIM with FDN disabled
TBD for the first release of the present document. Discrepancies to be corrected. 
[bookmark: _Toc72408545]6.2.3	Enabling, disabling and updating of FDN
TBD for the first release of the present document. Discrepancies to be corrected. 
[bookmark: _Toc72408546]6.2.4	Terminal and USIM with FDN enabled, EFADN readable and updateable (Rel-4 and onwards)
TBD for the first release of the present document. Discrepancies to be corrected. 
[bookmark: _Toc72408547]6.3	Void
[bookmark: _Toc72408548]6.4	Advice of charge (AoC) handling
[bookmark: _Toc72408549]6.4.1	AoC not supported by USIM
TBD for the first release of the present document.
[bookmark: _Toc72408550]6.4.2	Maximum frequency of ACM updating
RFU – agreed method to verify the INCREMENT command needed.
[bookmark: _Toc72408551]6.4.3	Call terminated when ACM greater than ACMmax
TBD for the first release of the present document.
[bookmark: _Toc72408552]6.4.4	Response codes of increase command of ACM
TBD for the first release of the present document.
[bookmark: _Toc10738665][bookmark: _Toc20396517][bookmark: _Toc29398170][bookmark: _Toc29399292][bookmark: _Toc36649302][bookmark: _Toc36655144][bookmark: _Toc44961447][bookmark: _Toc50983110][bookmark: _Toc50985281][bookmark: _Toc57112542][bookmark: _Toc57208715][bookmark: _Toc72408553]7	PLMN related tests
[bookmark: _Toc10738666][bookmark: _Toc20396518][bookmark: _Toc29398171][bookmark: _Toc29399293][bookmark: _Toc36649303][bookmark: _Toc36655145][bookmark: _Toc44961448][bookmark: _Toc50983111][bookmark: _Toc50985282][bookmark: _Toc57112543][bookmark: _Toc57208716][bookmark: _Toc72408554]7.1	FPLMN handling
[bookmark: _Toc72408555]7.1.1	Adding FPLMN to the Forbidden PLMN list
RFU – agreed method to verify the UPDATE command on EF_Keys/EF_KeysPS and EF_FPLMN needed.
[bookmark: _Toc72408556]7.1.2	UE updating forbidden PLMNs
TBD for the first release of the present document. Agreement on alternative verification of EF_FPLMN contents needed. See suggested method used in TC 7.1.4
[bookmark: _Toc72408557]7.1.3	UE deleting forbidden PLMNs
TBD for the first release of the present document. Agreement on alternative verification of EF_FPLMN, EF_LOCI/EF_PSLOCI contents needed. See suggested method used in TC 7.1.4
7.1.4	Adding FPLMN to the forbidden PLMN list when accessing E‑UTRAN
Example for functional testing (aka black-box) where the test procedure from 3GPP TS 31.121 is explicitly asking for a verification of EF data at the end of the test procedure.
7.1.4.1	Test purpose
See clause 7.1.4.1 Definition and applicability of 3GPP TS 31.121 [2].
[bookmark: _Toc10738693][bookmark: _Toc20396545][bookmark: _Toc29398198][bookmark: _Toc29399320][bookmark: _Toc36649330][bookmark: _Toc36655172][bookmark: _Toc44961475]7.1.4.2	Conformance requirement
CR 1 In automatic PLMN selection mode the UE shall only attempt an AttachRequest during registration on E‑UTRAN/EPS if it receives a BCCH containing a PLMN (MCC, MNC) that is not indicated in the EFFPLMN in the USIM
Reference:
· 3GPP TS 22.011 [18], clause 2.3;
· 3GPP TS 31.102 [19], clauses 5.1.1 and 5.2.7.
CR 2 After receipt of an AttachReject message during registration on E-UTRAN/EPS with the EMM cause "PLMN not allowed" the ME shall update the EFFPLMN in the USIM.
Reference:
· TS 22.011 [18], clause 3.2.2 2;
· TS 31.102 [19], clauses 5.1.1 and 5.2.7
CR 3 After receipt of an AttachReject message during registration on E-UTRAN/EPS with the EMM cause "PLMN not allowed" the ME shall update the EFEPSLOCI in the USIM.
Reference:
· TS 24.301 [21], clause 5.5.1.2.5;
· TS 31.102 [19], clauses 5.1.2 and 4.2.9.1.
CR 4 After registration on E-UTRAN/EPS the USIM shall contain the correct GUTI and TAI received by the UE.
Reference:
· TS 31.102 [19], clauses 5.1.2 and 4.2.9.1;
· TS 21.111 [20], clause 10.1.
[bookmark: _Toc10738695][bookmark: _Toc20396547][bookmark: _Toc29398200][bookmark: _Toc29399322][bookmark: _Toc36649332][bookmark: _Toc36655174][bookmark: _Toc44961477]7.1.4.3	Method of test
[bookmark: _Toc10738696][bookmark: _Toc20396548][bookmark: _Toc29398201][bookmark: _Toc29399323][bookmark: _Toc36649333][bookmark: _Toc36655175][bookmark: _Toc44961478]7.1.4.3.1	Initial conditions
The defined test profile shall be used and has to be made available on the UE.
Ensure that the automatic PLMN selection mode is set and that the UE is using the test profile and runs an initial activation when executing the test procedure.
[bookmark: _Toc10738697][bookmark: _Toc20396549][bookmark: _Toc29398202][bookmark: _Toc29399324][bookmark: _Toc36649334][bookmark: _Toc36655176][bookmark: _Toc44961479]7.1.4.3.2	Procedure
[bookmark: _Toc72408558]7.1.4.3.2.1	Common test procedure
	Step
	Direction
	Action
	Comment
	REQ

	1
	TT
	Activate the RF output on the BCCH with:
· TAI (MCC/MNC/TAC):
234/002/0001
· Access control:
unrestricted
	The UE does not send an AttachRequest message as the PLMN provided by the TT is listed in EFFPLMN
	CR 1

	2
	TT
	Stop RF output on the BCCH
	The UE starts a reselection procedure
	

	3
	TT
	Resume the RF output on the BCCH with:
· TAI (MCC/MNC/TAC):
234/003/0001
· Access control:
unrestricted
	The UE does not send an AttachRequest message as the PLMN provided by the TT is it is listed in EFFPLMN
	CR 1

	4
	TT
	Stop RF output on the BCCH
	The UE starts a reselection procedure
	

	5
	TT
	Resume the RF output on the BCCH with:
· TAI (MCC/MNC/TAC):
234/004/0001
· Access control:
unrestricted
	The UE does not send an AttachRequest message as the PLMN provided by the TT is it is listed in EFFPLMN
	CR 1

	6
	TT
	Stop RF output on the BCCH
	The UE starts a reselection procedure
	

	7
	TT
	Resume the RF output on the BCCH with:
· TAI (MCC/MNC/TAC):
234/005/0001
· Access control:
unrestricted
	The UE does not send an AttachRequest message as the PLMN provided by the TT is it is listed in EFFPLMN
	CR 1

	8
	TT
	Stop RF output on the BCCH
	The UE starts a reselection procedure
	

	9
	TT
	Resume the RF output on the BCCH with:
· TAI (MCC/MNC/TAC):
234/007/0001
· Access control:
unrestricted
	The UE tries to connect to the PLMN provided by the TT
	CR 1

	10
	UE > TT
	Send RRCConnectionRequest / RRCConnectionRequest-NB
	The TT responds with a RRCConnectionSetup / RRCConnectionSetup-NB
	

	11
	UE > TT
	Send RRCConnectionSetupComplete / RRCConnectionSetupComplete-NB
	
	

	12
	UE > TT
	Send an AttachRequest
	The TT performs an authentication and starts NAS integrity protection
	

	13
	TT > UE
	Send AttachReject message with cause ’PLMN not allowed’
	The UE updates EFFPLMN
The UE updates EFEPSLOCI
	CR 2 CR 3

	14
	TT > UE
	Send RRCConnectionRelease / RRCConnectionRelease-NB
	
	

	15
	TT
	Stop RF output on the BCCH
	
	

	16
	UE
	Disable signalling on RAN
	
	

	17
	TT
	Read out EFEPSLOCI
	EFEPSLOCI content can be verified by the TT
	

	18
	UE
	Enable signalling on RAN
	The UE starts a reselection procedure
	

	19
	TT
	Resume the RF output on the BCCH with:
· TAI (MCC/MNC/TAC):
234/008/0001
· Access control:
unrestricted
	The UE tries to connect to the PLMN provided by the TT
	CR 1

	20
	UE > TT
	Send RRCConnectionRequest / RRCConnectionRequest-NB
	The TT responds with a RRCConnectionSetup / RRCConnectionSetup-NB
	

	21
	UE > TT
	Send RRCConnectionSetupComplete / RRCConnectionSetupComplete-NB
	
	

	22
	UE > TT
	Send AttachRequest
	The TT performs an authentication and starts NAS integrity protection
	

	23
	TT > UE
	Send AttachAccept message with:
· TAI (MCC/MNC/TAC):
234/008/0001
· GUTI (as generated from TT)
	The UE responds with an AttachComplete message
The UE updates EFEPSLOCI
	CR 4

	24
	TT > UE
	Send a RRCConnectionRelease / RRCConnectionRelease-NB
	
	


[bookmark: _Toc10738698][bookmark: _Toc20396550][bookmark: _Toc29398203][bookmark: _Toc29399325][bookmark: _Toc36649335][bookmark: _Toc36655177][bookmark: _Toc44961480]
7.1.4.4	Acceptance criteria
CR 1 is met if the UE is not sending an AttachRequest in steps 1), 3), 5) and 7) but in step 9) and 19) as indicated by correctly interpreted EFFPLMN content. During test execution the TT shall provide status information related to the AttachRequests. 	Comment by Arne Marquordt: As information about the Attach Requests can be generated from the test flow and the data available on the system simulator this information could be helpful e.g. for debugging
CR 2 requirements shall be verified in step 13). Test environments not capable of evaluating the content of EFFPLMN while the common test procedure is executed, may verify the correct update of EFFPLMN by reading out the file at the end of the test execution. All entries generated during test execution shall be available and comply to the EF listings below, else the conformance requirement is not met.
The requirement CR 3 shall be verified in step 17). Test environments not capable of evaluating the content of EFEPSLOCI while the common test procedure is executed, may verify the correct update of EFEPSLOCI by reading out the file at the end of the test execution. All entries generated during test execution shall be available and comply to the EF listings below, else the conformance requirement is not met.
CR 4 is met if the GUTI derived from EFEPSLOCI matches the GUTI generated from the TT in step 13).
EFEPSLOCI (EPS Information)
Logically:
	GUTI:	as generated from TT in step 13)
	Last visited registered TAI:	234/007/0001
	EPS update status:	updated

Coding in Hex:
	B1
	B2
	B3
	B4
	B5
	B6
	B7
	B8
	B9
	B10
	B11
	B12
	B13
	B14
	B15
	B16

	0B
	F6
	xx
	xx
	xx
	xx
	xx
	xx
	xx
	xx
	xx
	xx
	32
	74
	00
	00

	
	

	B17
	B18

	01
	00



The EFs of the USIM read after finishing the common test procedure shall contain the following values:
EFFPLMN (Forbidden PLMNs)
	Logically:
		PLMN1:	234 002 (MCC MNC)
		PLMN2:	234 003
		PLMN3:	234 004
		PLMN4:	234 005
		PLMN5:	234 006
		PLMN6:	234 007
Coding:
	B1
	B2
	B3
	B4
	B5
	B6
	B7
	B8
	B9
	B10
	B11
	B12
	B13
	B14
	B15
	B16

	32
	24
	00
	32
	34
	00
	32
	44
	00
	32
	54
	00
	32
	64
	00
	32

	
	

	B17
	B18

	74
	00



EFEPSLOCI (EPS Information)
	Logically:
		GUTI:	as generated from TT in step 13)
		Last visited registered TAI:	234/008/0001
		EPS update status:	updated
	Coding:
	B1
	B2
	B3
	B4
	B5
	B6
	B7
	B8
	B9
	B10
	B11
	B12
	B13
	B14
	B15
	B16

	0B
	F6
	xx
	xx
	xx
	xx
	xx
	xx
	xx
	xx
	xx
	xx
	32
	84
	00
	00

	
	

	B17
	B18

	01
	00



[bookmark: _Toc72408559]7.1.5	UE updating forbidden PLMNs when accessing E-UTRAN
TBD for the first release of the present document. Agreement on alternative verification of EF_FPLMN contents needed. See suggested method used in TC 7.1.4
[bookmark: _Toc72408560]7.1.6	UE deleting forbidden PLMNs when accessing E-UTRAN
TBD for the first release of the present document. Agreement on alternative verification of EF_FPLMN, EF_LOCI/EF_PSLOCI contents needed. See suggested method used in TC 7.1.4
[bookmark: _Toc72408561]7.1.7	Updating the Forbidden PLMN list after receiving non-integrity protected reject message – UTRAN
RFU – agreed method to verify the EF_FPLMN during test execution(?) needed.
[bookmark: _Toc72408562]7.1.8	Updating the Forbidden PLMN list after receiving non-integrity protected reject message – EUTRAN
RFU – agreed method to verify the EF_FPLMN during test execution(?) needed.
[bookmark: _Toc72408563]7.2	User controlled PLMN selector handling
[bookmark: _Toc72408564]7.2.1	UE updating the User controlled PLMN selector list
RFU – currently no system simulator involved - agreed method to verify the EF_PLMwACT on test case end needed.
[bookmark: _Toc72408565]7.2.2	UE recognizing the priority order of the User controlled PLMN selector list with the same access Technology
TBD for the first release of the present document. Agreement on alternative verification of EF_LOCI/EF_PSLOCI contents needed.
[bookmark: _Toc72408566]7.2.3	UE recognizing the priority order of the User controlled PLMN selector list using an ACT Preference
TBD for the first release of the present document. Agreement on alternative verification of EF_LOCI/EF_PSLOCI contents needed.
[bookmark: _Toc72408567]7.2.4	Void
[bookmark: _Toc72408568]7.2.5	UE updating the User controlled PLMN selector list for E-UTRAN
RFU – currently no system simulator involved - agreed method to verify the EF_PLMwACT on test case end needed.
[bookmark: _Toc72408569]7.2.6	UE recognizing the priority order of the User controlled PLMN selector list using an ACT preference- UTRAN/E-UTRAN
TBD for the first release of the present document. Agreement on alternative verification of EF_EPSLOCI contents needed.
[bookmark: _Toc72408570]7.2.7	UE recognizing the priority order of the User controlled PLMN selector list using an ACT preference- GSM/E-UTRAN
TBD for the first release of the present document. Agreement on alternative verification of EF_EPSLOCI contents needed.
[bookmark: _Toc72408571]7.3	Operator controlled PLMN selector handling
[bookmark: _Toc72408572]7.3.1	UE recognizing the priority order of the Operator controlled PLMN selector list
TBD for the first release of the present document. Agreement on alternative verification of EF_LOCI/EF_PSLOCI contents needed.
[bookmark: _Toc72408573]7.3.2	UE recognizing the priority order of the User controlled PLMN selector over the Operator controlled PLMN selector list
TBD for the first release of the present document. Agreement on alternative verification of EF_LOCI/EF_PSLOCI contents needed.
[bookmark: _Toc72408574]7.3.3	UE recognizing the priority order of the Operator controlled PLMN selector list when accessing E-UTRAN
TBD for the first release of the present document. Agreement on alternative verification of EF_LOCI/EF_PSLOCI contents needed.
[bookmark: _Toc72408575]7.3.4	UE recognizing the priority order of the User controlled PLMN selector over the Operator controlled PLMN selector list – E-UTRAN
TBD for the first release of the present document. Agreement on alternative verification of EF_EPSLOCI contents needed.
[bookmark: _Toc72408576]7.4	Higher priority PLMN search handling
[bookmark: _Toc72408577]7.4.1	UE recognizing the search period of the Higher priority PLMN
TBD for the first release of the present document. Agreement on alternative verification of EF_LOCI/EF_PSLOCI contents needed.
[bookmark: _Toc72408578]7.4.2	GSM/UMTS dual mode UEs recognizing the search period of the Higher priority PLMN
TBD for the first release of the present document. Agreement on alternative verification of EF_LOCI/EF_PSLOCI contents needed.
[bookmark: _Toc72408579]7.4.3	UE recognizing the search period of the Higher priority PLMN – E‑UTRAN
TBD for the first release of the present document. Agreement on alternative verification of EF_EPSLOCI contents needed.
[bookmark: _Toc72408580]7.4.4	E-UTRAN/EPC capable UEs recognizing the search period of the Higher priority PLMN – GSM/E-UTRAN
TBD for the first release of the present document. Agreement on alternative verification of EF_EPSLOCI contents needed.
[bookmark: _Toc72408581]7.4.5	E-UTRAN/EPC capable UEs recognizing the search period of the Higher priority PLMN – UTRAN/E-UTRAN
TBD for the first release of the present document. Agreement on alternative verification of EF_EPSLOCI contents needed.
[bookmark: _Toc72408582]7.5	Void
[bookmark: _Toc72408583]8	Subscription independent tests
[bookmark: _Toc72408584]8.1	Phone book procedures
[bookmark: _Toc72408585]8.1.1	Recognition of a previously changed phonebook
RFU – currently no system simulator involved - agreed method to verify the EF_PBC and EF_CC on test case end needed.
[bookmark: _Toc72408586]8.1.2	Update of the Phonebook Synchronization Counter (PSC)
RFU – currently no system simulator involved - agreed method to verify the EF_PBC and EF_CC on test case end needed.
[bookmark: _Toc72408587]8.1.3	Phonebook content handling
RFU – currently no system simulator involved - agreed method to verify multiple SELECT commands on the global phonebook, READ command on EF_PBR, multiple verifications of EF_ADN and EF_EXT1 needed.
[bookmark: _Toc72408588]8.1.4	Phonebook selection
RFU – currently no system simulator involved - agreed method to verify local phonebook status from EF_UST, READ command on EF_PBR, and contents checks on EF_ADN needed.

[bookmark: _Toc72408589]8.1.5	Local Phonebook handling
RFU – currently no system simulator involved - agreed method to verify the local phonebook status from EF_UST, READ command on EF_PBR and contents checks needed.
[bookmark: _Toc72408590]8.2	Short message handling report
[bookmark: _Toc72408591]8.2.1	Correct storage of a SM on the USIM
TBD for the first release of the present document. Agreement on alternative verification of EF_SMS contents at the end of the TC is needed.
[bookmark: _Toc72408592]8.2.2	Correct reading of a SM on the USIM
TBD for the first release of the present document. Agreement on alternative verification of EF_SMS contents at the end of the TC is needed.
[bookmark: _Toc72408593]8.2.3	SM memory capacity exceeded handling
RFU – agreed method to verify the READ command on EF_SMS and ED_SMSS at the beginning and the end of the TC is needed.
[bookmark: _Toc72408594]8.2.4	Correct storage of an SM on the UICC
A - TBD for the first release of the present document. Agreement on alternative verification of EF_SMS contents at the beginning and the end of the TC is needed.
B - TBD for the first release of the present document. Agreement on alternative verification of EF_SMS contents at the beginning and the end of the TC is needed.
[bookmark: _Toc72408595]8.2.5	Correct reading of a SM on the USIM if USIM and ISIM are present
RFU – currently no system simulator involved - agreed method to verify the contents from EF_SMS is needed.
[bookmark: _Toc72408596]8.2.6	Correct reading of a SM on the ISIM if USIM and ISIM are present
RFU – currently no system simulator involved - agreed method to verify the contents from EF_SMS and EF_SMSS is needed.
[bookmark: _Toc72408597]8.3	MMS related tests
[bookmark: _Toc72408598]8.3.1	UE recognizing the priority order of MMS Issuer Connectivity Parameters
TBD for the first release of the present document. Agreement on alternative verification of EF_MMSUCP contents is needed
[bookmark: _Toc72408599]8.3.2	UE recognizing the priority order of MMS User Connectivity Parameters
TBD for the first release of the present document. Agreement on alternative verification of EF_MMSICP and EF_MMSUCP contents is needed
[bookmark: _Toc72408600]8.3.3	UE recognizing the priority order of MMS Issuer Connectivity Parameters over the MMS User Connectivity Parameters
TBD? - probably random values shall be used. No other modification needed to align with the present document
[bookmark: _Toc72408601]8.3.4	Usage of MMS notification
TBD? - probably random values shall be used. No other modification needed to align with the present document
[bookmark: _Toc72408602]8.4	UICC presence detection
Integrated UICC/USIM – test not applicable
[bookmark: _Toc72408603]8.5	UICC presence detection when connected to E‑UTRAN/EPC
Integrated UICC/USIM – test not applicable
[bookmark: _Toc72408604]9	USIM service handling
[bookmark: _Toc72408605]9.1	Access Point Name Control List handling
[bookmark: _Toc72408606]9.1.1	Access Point Name Control List handling for terminals supporting ACL
RFU – agreed method to verify EF_UST, EF_EST and the UPDATE command on EF_ACL is needed.
[bookmark: _Toc72408607]9.1.2	Network provided APN handling for terminals supporting ACL
RFU – agreed method to verify the READ command on EF_UST and EF_EST and the verification of EF_ACL content at the end of the TC is needed.
[bookmark: _Toc72408608]9.1.3	Access Point Name Control List handling for terminals not supporting ACL
RFU – agreed method to verify the status from a READ command on EF_UST and EF_EST is needed.
[bookmark: _Toc72408609]9.1.4	Access Point Name Control List handling for terminals supporting ACL connected to E-UTRAN/EPC
RFU – agreed method to verify the content of EF_UST and EF_EST and EF_ACL at the start and during execution of the TC is needed.
[bookmark: _Toc72408610]9.1.5	Void
[bookmark: _Toc72408611]9.1.6	Void
[bookmark: _Toc72408612]9.2	Service Dialling Numbers handling
RFU – agreed method to verify the READ command on EF_UST and EF_SDN and EF_EXT1 is needed.
[bookmark: _Toc72408613]10	CSG list handling
[bookmark: _Toc72408614]10.1	CSG list handling for E-UTRA
[bookmark: _Toc72408615]10.1.1	Automatic CSG selection in E-UTRA with CSG list on USIM, success
TBD for the first release of the present document. Agreement on alternative verification of EF_EPSLOCI contents at the end of the TC is needed.
[bookmark: _Toc72408616]10.1.2	Automatic CSG selection in E-UTRA with CSG list on USIM, removal of CSG ID from the USIM
TBD for the first release of the present document. Agreement on alternative verification of EF_EPSLOCI contents at the end of the TC is needed.
[bookmark: _Toc72408617]10.1.3	Manual CSG selection in E-UTRA with CSG list on USIM, success
TBD for the first release of the present document. Agreement on alternative verification of EF_EPSLOCI and EF_ACSGL contents at the end of the TC is needed.
[bookmark: _Toc72408618]10.1.4	Manual CSG selection in E-UTRA with CSG list on USIM, rejected
TBD for the first release of the present document. Agreement on alternative verification of EF_EPSLOCI and EF_ACSGL contents at the end of the TC is needed.
[bookmark: _Toc72408619]10.1.5	CSG selection in E-UTRA with no CSG list on USIM, no IMSI change
TBD? - probably random values shall be used. No other modification needed to align with the present document
[bookmark: _Toc72408620]10.1.6	CSG selection in E-UTRA with no CSG list on USIM, with IMSI change
TBD? - probably random values shall be used. No other modification needed to align with the present document.
[bookmark: _Toc72408621]10.1.7	Manual CSG selection without display restrictions in E-UTRA with ACSG list and OCSG list on USIM
TBD for the first release of the present document. Agreement on alternative verification of EF_EPSLOCI, EF_ACSGL and EF_OCSGL contents at the end of the TC is needed.
[bookmark: _Toc72408622]10.1.8	Manual CSG selection with display restrictions in E-UTRA with ACSG list and OCSG list on USIM
TBD for the first release of the present document. Agreement on alternative verification of EF_EPSLOCI, EF_ACSGL and EF_OCSGL contents at the end of the TC is needed.
[bookmark: _Toc72408623]10.2	CSG list handling for UTRA
[bookmark: _Toc72408624]10.2.1	Manual CSG selection without display restrictions in UTRA with ACSG list and OCSG list on USIM
TBD for the first release of the present document. Agreement on alternative verification of EF_PSLOCI, EF_ACSGL and EF_OCSGL contents at the end of the TC is needed.
[bookmark: _Toc72408625]10.2.2	Manual CSG selection with display restrictions in UTRA with ACSG list and OCSG list on USIM
TBD for the first release of the present document. Agreement on alternative verification of EF_PSLOCI, EF_ACSGL and EF_OCSGL contents at the end of the TC is needed.
[bookmark: _Toc72408626]10.2.3	Manual CSG selection in UTRA with CSG list on USIM, success
TBD for the first release of the present document. Agreement on alternative verification of EF_PSLOCI and EF_ACSGL contents at the end of the TC is needed.
[bookmark: _Toc72408627]11	NAS security context parameter handling
[bookmark: _Toc72408628]11.1	NAS security context parameter handling when service "EMM Information" is available
RFU – agreed method to verify the READ command on EF_UST and EF_EPSNSC and verification of EF_EPSNSC contents is needed.
[bookmark: _Toc72408629]11.2	NAS security context parameter handling when service "EMM Information" is not available, no IMSI change
RFU – agreed method to verify the READ command on EF_UST is needed.
[bookmark: _Toc72408630]11.3	NAS security context parameter handling when service "EMM Information" is not available, IMSI Changed
RFU – agreed method to verify the READ command on EF_UST is needed.
[bookmark: _Toc72408631]11.4	EPS NAS Security Context Storage
RFU – agreed method to verify the READ command on EF_UST and EF_EPSNSC and verification of EF_EPSNSC contents is needed.
[bookmark: _Toc72408632]12	Non Access Stratum (NAS) Configuration parameter handling
[bookmark: _Toc72408633]12.1	EFNASCONFIG – NAS signaling priority handling
Incorrectly marked as No Sytem Simulator involved TC – reference to 34.123-1 –  not action but referencing needed.
[bookmark: _Toc72408634]12.2	EFNASCONFIG – NMO I Network Mode of Operation I handling
Incorrectly marked as No Sytem Simulator involved TC – reference to 34.123-1 –  not action but referencing needed.
[bookmark: _Toc72408635]12.3	EFNASCONFIG – Attach with IMSI handling
Incorrectly marked as No Sytem Simulator involved TC – reference to 34.123-1 –  not action but referencing needed.
[bookmark: _Toc72408636]12.4	EFNASCONFIG – Verifying Minimum Periodic Search Timer
Incorrectly marked as No Sytem Simulator involved TC – reference to 34.123-1 –  not action but referencing needed.
[bookmark: _Toc72408637]12.5	EFNASCONFIG – Extended access barring handling
Incorrectly marked as No Sytem Simulator involved TC – reference to 34.123-1 –  not action but referencing needed.
[bookmark: _Toc72408638]12.6	EFNASCONFIG – Verifying Timer T3245 Behaviour
RFU – agreed method to verify READ commands on EF_NASCONFIG, multiple UPDATE commands on the EF_FPLMN needed.
[bookmark: _Toc72408639]12.7	EFNASCONFIG – Override NAS signalling low priority
RFU – agreed method to verify READ commands on EF_NASCONFIG needed.
[bookmark: _Toc72408640]12.8	EFNASCONFIG – Override Extended access barring
RFU – agreed method to verify READ commands on EF_NASCONFIG needed.
[bookmark: _Toc72408641]12.9	EFNASCONFIG – Fast First Higher Priority PLMN Search
RFU – agreed method to verify READ commands on EF_NASCONFIG needed.
[bookmark: _Toc72408642]12.10	EFNASCONFIG – E-UTRA Disabling Allowed for EMM cause #15
RFU – agreed method to verify READ commands on EF_NASCONFIG needed.
[bookmark: _Toc72408643]12.11	EFNASCONFIG – SM_RetryWaitTime
RFU – agreed method to verify READ commands on EF_NASCONFIG needed.
[bookmark: _Toc72408644]12.12	EFNASCONFIG – SM_RetryAtRATChange
Not applicable – currently no system simulator involved – Test marked as FFS.
[bookmark: _Toc72408645]13	UICC interface during PSM
[bookmark: _Toc72408646]13.1	UICC interface in PSM handling for E-UTRAN – No UICC deactivation in PSM
TBD? - probably random values shall be used. No other modification needed to align with the present document.
[bookmark: _Toc72408647]13.2	UICC interface in PSM handling for E-UTRAN – PSM not accepted by E-USS/NB-SS
TBD? - probably random values shall be used. No other modification needed to align with the present document.
[bookmark: _Toc72408648]13.3	UICC interface in PSM handling for E-UTRAN – UICC deactivation in PSM
RFU – agreed method to verify contents of EF_ICCID, EF_IMSI and EF_EPSLOCI needed.
[bookmark: _Toc72408649]13.4	UICC interface in PSM for E-UTRAN – SUSPEND UICC
TBD? - probably random values shall be used. No other modification needed to align with the present document
[bookmark: _Toc72408650]14	UICC interface during eDRX
[bookmark: _Toc72408651]14.1	UICC interface during eDRX for E-UTRAN – eDRX is not supported by the UICC
TBD? - probably random values shall be used. No other modification needed to align with the present document
[bookmark: _Toc72408652]14.2	UICC interface during eDRX for E-UTRAN – eDRX is not accepted by E-USS/NB-SS
TBD? - probably random values shall be used. No other modification needed to align with the present document
[bookmark: _Toc72408653]14.3	UICC interface during eDRX for E-UTRAN – UICC deactivation during eDRX
RFU – agreed method to verify contents of EF_ICCID, EF_IMSI and EF_EPSLOCI needed.
[bookmark: _Toc72408654]14.4	UICC interface during eDRX for E-UTRAN– SUSPEND UICC
Not applicable  – verification of correct activation and deactivation procedure.
[bookmark: _Toc72408655]15	Authentication procedure and NAS security context handling for 5G
[bookmark: _Toc72408656]15.1	Authentication procedure for EAP-AKA'
[bookmark: _Toc72408657]15.1.1	Authentication procedure for EAP-AKA' - Authentication is successful
RFU – agreed method to verify READ commands on EF_UST, EF_5GS3GPPNSC and EF_5GAUTHKEYS and UPDATE commands on EF_5GS3GPPNSC and EF_5GAUTHKEYS needed.
[bookmark: _Toc72408658]15.1.2	Authentication procedure for EAP-AKA' – Authentication is successful - GSM UICC
RFU – agreed method to verify READ commands on EF_UST needed.
[bookmark: _Toc72408659]15.1.3	Authentication procedure for EAP-AKA' – AUTN fails on the USIM
TBD? - probably random values shall be used. No other modification needed to align with the present document. But CR to verify the transfer of RAND and AUTN missing.
[bookmark: _Toc72408660]15.1.4	Authentication procedure for EAP-AKA' - after SUPI is changed
TBD? - probably random values shall be used. No other modification needed to align with the present document
[bookmark: _Toc72408661]15.2	Authentication procedure for 5G AKA
[bookmark: _Toc72408662]15.2.1	Authentication procedure for 5G AKA - Authentication is successful
RFU – agreed method to verify READ commands on EF_UST, EF_5GS3GPPNSC and EF_5GAUTHKEYS and UPDATE commands on EF_5GS3GPPNSC and EF_5GAUTHKEYS needed.
[bookmark: _Toc72408663]15.2.2	Authentication procedure for 5G AKA – Authentication is successful - GSM UICC
RFU – agreed method to verify READ commands on EF_UST needed.
[bookmark: _Toc72408664]15.2.3	Authentication procedure 5G AKA – AUTN fails on the USIM
RFU – agreed method to verify the transfer of RAND and AUTN to the USIM needed – align with 15.1.3.
[bookmark: _Toc72408665]15.2.4	Authentication procedure for 5G AKA - after SUPI is changed
TBD? - probably random values shall be used. No other modification needed to align with the present document
[bookmark: _Toc72408666]Proforma copyright release text block
(e.g. for PICS and PIXIT Proformas)
This text block shall immediately follow the heading of an element (i.e. clause or annex) containing a proforma or template which is intended to be copied by the user. Such an element shall always start on a new page.
[bookmark: _Toc72408667]X.1	The right to copy
Notwithstanding the provisions of the copyright clause related to the text of the present document, the 3GPP Organizational Partners grant that users of the present document may freely reproduce the <proformatype> proforma in this clause|annex so that it can be used for its intended purposes and may further publish the completed <proformatype>.



[bookmark: _Toc72408668]Annex A (normative):
Requirement verification methods
[bookmark: _Toc72408669]A.1		Verification using AT commands
To verify the content of a file AT commands as defined in 3GPP TS 27.007 [16] shall be supported.
Details TBD
[bookmark: _Toc72408670]A.2		Verification using the Java Card API
To verify the execution of commands functions defined in ETSI TS 102 241 [23] for the UICC API and in 3GPP TS 31.130 [17] the USIM API shall be supported.
Details TBD
[bookmark: _Toc72408671]A.3		Verification using the Card Application Toolkit
To verify the execution of commands card application functionality as defined in ETSI TS 102 223 [27] and USIM Application Toolkit functionality as defined in 3GPP TS 31.111 [26] shall be supported.
Details TBD
[bookmark: _Toc72408672]A.4	Verification using random values
[bookmark: _Toc72408673]A.4.0	Scope
To verify that file content stored in the card is used rather than data stored in the NVM of the ME the file content of dedicated EFs is set to a random value whenever indicated in the initial condition of the test case.
[bookmark: _Toc72408674]A.4.1	Definition of random values for verification purposes
In test cases where it is indicated that a random value or digit is used for a particular EF the Test Tool has to ensure that different EF content is used each time the test case is initialized. It has to be ensured that the random value(s) of the EF(s) is not transferred to the ME other than during profile provisioning of the test case specific test profile.
Test cases indicate that the usage of a random value is required by replacing digits or values in test case specific files with a letter.
Example with an EFIMSI:
Logically:		24608135793579x
Coding:

	Byte:
	B1
	B2
	B3
	B4
	B5
	B6
	B7
	B8
	B9

	Hex
	08
	29
	64
	80
	31
	75
	39
	75
	x9



The tester shall use a method supported by the UE to update the EF content e.g. the EFIMSI shown in the example above: 24608135793579x, where "x" can be any random digit between 0 – 9.
The random value replacing digit in the EF coding can be built from all values appropriate for that digit within the particular EF. In cases where it is not obvious what appropriate values are, possible coding is given in the EF description within the test case.
[bookmark: _Toc72408675]
Annex <B> (informative):
<Informative annex for a Technical Specification>
Informative annexes may appear in both Technical Specifications and Technical Reports. Use style "Heading 8" for use in TSs.
Informative annexes shall not contain requirements for the implementation of the Technical Specification.
[bookmark: _Toc72408676]B.1	Heading levels in an annex
Heading levels within an annex are used as in the main document, but for Heading level selection, the "A.", "B.", etc. are ignored. e.g. B.1.2 is formatted using Heading 2 style.
[bookmark: _Toc72408677]
Annex <B>:
<Informative annex title for a Technical Report>
Informative annexes in Technical Reports do not use "(informative") in the title, since all annexes in TRs are informative. Use style "Heading 9" in TRs.

[bookmark: _Toc72408678]
Annex <C> (informative):
Bibliography
The Bibliography is optional. If it exists, it shall follow the last technical annex in the document.
The following material, though not specifically referenced in the body of the present document (or not publicly available), gives supporting information.
Bibliography format
<Publication>: "<Title>".
[bookmark: _Toc72408679]
Annex <D> (informative):
Index
The Index is optional. If it exists, it shall immediately precede the Changes history annex.
Generate the index using MS Word's index field feature.

[bookmark: _Toc72408680]
Annex <X> (informative):
Change history
This is the last annex for TS/TSs which details the change history using the following table.
This table is to be used for recording progress during the WG drafting process till TSG approval of this TS/TR.
For TRs under change control, use one line per approved Change Request
Date: use format YYYY-MM
CR: four digits, leading zeros as necessary
Rev: blank, or number (max two digits)
Cat: use one of the letters A, B, C, D, F
Subject/Comment: for TSs under change control, include full text of the subject field of the Change Request cover
New vers: use format [n]n.[n]n.[n]n
[bookmark: historyclause]
	Change history

	Date
	Meeting
	TDoc
	CR
	Rev
	Cat
	Subject/Comment
	New version

	
	
	
	
	
	
	
	




Change history of this template:
	2001-07
	Copyright date changed to 2001; space character added before TTC in copyright notification; space character before first reference deleted.
	1.3.3

	2002-01
	Copyright date changed to 2002.
	1.3.4

	2002-07
	Extra Releases added to title area.
	1.3.5

	2002-12
	"TM" added to 3GPP logo.
	1.3.6

	2003-02
	Copyright date changed to 2003.
	1.3.7

	2003-12
	Copyright date changed to 2004. Chinese OP changed from CWTS to CCSA
	14.0

	2004-04
	North American OP changed from T1 to ATIS
	1.5.0

	2005-11
	Stock text of clause 3 includes reference to 21.905. 
	1.6.0

	2005-11
	Caters for new TSG structure. Minor corrections.
	1.6.1

	2006-01
	Revision marks removed.
	1.6.2

	2008-11
	LTE logo line added, © date changed to 2008, guidance on keywords modified; acknowledgement of trade marks; sundry editorial corrections and cosmetic improvements
	1.7.0

	2010-02
	3GPP logo changed for cleaner version, with tag line;
LTE-Advanced logo line added;
 © date changed to 2010;
editorial change to cover page footnote text;
trade marks acknowledgement text modified;
additional Releases added on cover page;
proforma copyright release text block modified
	1.8.0

	2010-02
	Smaller 3GPP logo file used.
	1.8.1

	2010-07
	Guidance note concerning use of LTE-Advanced logo added.
	1.8.2

	2011-04-01
	Guidance of use of logos on cover page modified; copyright year modified.
	1.8.3

	2013-05-15
	Changed File Properties to MCC macro default. 
Removed R99, added Rel-12/13.
Modified Copyright year.
Guidance on annex X Change history.
	1.8.4

	2014-10-27
	Updated Release selection on cover. In clause 3, added "3GPP" to TR 21.905.
	1.8.5

	2015-01-06
	New Organizational Partner TSDSI added to copyright block.
Old Releases removed.
	1.9.0

	2015-12-03
	Provision for LTE Advanced Pro logo 
Update copyright year to 2016
	1.10.0

	2016-03-08
	Standarization of the layout of the Change History table in the last annex.(Unreleased)
	1.11.0

	2016-06-15
	Minor adjustment to Change History table heading
	1.11.1

	2017-03-13
	Adds option for 5G logo on cover
	1.12.0

	2017-05-03
	Smaller 5G logo to reduce file size
	1.12.1

	2019-02-25
	Replacement of frames on cover pages by in-line text.
Clarification of help text on when to use 5G logo.
Removal of defunct keywords frame on page 2.
Add Rel-16, Rel-17 options, eliminated earlier, frozen, Releases (cover page, below title)
Corrections to some guidance text, addition of guidance text concerning automatic page headers under Word 2016 ff.
Use of modal auxiliary verbs added to Foreword.
More explicit guidance on Bibliography and Index annexes.
Converted to .docx format.
	1.13.0

	2019-09-12
	Cover page table outline shown dotted for ease of logo selection. (Author to hide outline after logo selection.) User now needs to delete whole table rows instead of individual cells, which proved to be tricky.
Change of style for "notes" in the Foreword to normal paragraphs.
Insertion of new bookmarks, correction of location of existing bookmarks. (To improve navigation.)
Improvements to guidance text.
	1.13.1




image2.png
=

A GLOBAL INITIATIVE




image3.png
3GPP Test Case Definition

Purpose

Requirements

Initial Conditions

Procedure

Acceptance

information about
the test purpose

conformance
requirements
(with references)

= preparation steps
= specific conditions
= RAN settings

= available files

= contents of files

procedure steps with
related requirements

definition of when
and how
conformance
requirements are
verified





image4.png
AC [CR| [TP IC
Test Tool

.|™ initial conditions

= test flow —|= E-USS
~ = add. verification steps = NB-SS

> = |UT response data -

>|= RAN SS data
== File content

Test Report

i
i
?

= clean up : = NG-SS
i
i
i
i





image1.jpeg
s




