3GPP TSG-SA3 Meeting #123
draft_S3-253006-r4 was S3-252922
Goteborg, Sweden, 25 – 29 August 2025
Source:
Lenovo
Title:
New KI on Secure AIMLE ML Model Access
Document for:
Approval

Agenda Item:
6.1.1
1
Decision/action requested

This pCR provides a new key issue to the AIMLE Service Security TR.
2
References

[1]
TS 23.482, ‘Functional architecture and information flows for AIML Enablement Service’, Release-19.

[2]
TS 33.434, ‘Security aspects of Service Enabler Architecture Layer (SEAL) for verticals’, Release-18.
3
Rationale

The AIML enabler service framework supports ML model retrieval, training, and ML model management procedures where the AIMLE client or VAL server can retrieve ML model from the AIMLE Server; VAL server can train the ML models by requesting the AIMLE Server; and On request from AIML consumer, the AIMLE server can store the ML model information in the ML repository (called AIMLE consumer-initiated ML model information storage) respectively, but these procedures may not be adequate to support authorization and may lead to 
unauthorized AIMLE client or VAL server request and get the ML model for which the AIMLE client/VAL server has no permission to access.
1. 
2. 
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Detailed proposal

***** Start of Change 1*****
4.X
Key Issue #X: Secure AIMLE ML Model Access

4.X.1
Key Issue details

TS 23.482 describes AIMLE services which supports ML Model retrieval, ML model taining, ML model management (model information storage and discovery) ML model update, and ML model selection aspects.AIMLE Services uses SEAL as the fundamental architecture and the authorization aspects of SEAL Security in TS 33.434 [y] which allows requested service specific authorization which can be limited and necessary controls can be in place for the different ML access and management work flow authorization for the over all AIMLE based ML access security. 
4.X.2
Security threats




Unauthorized AIMLE client(s)/ VAL server using AIMLE services may gain access to ML model data leading to leakage of model. 
Lack of robust authorization allows unauthorized AIMLE client(s) or VAL servers to degrade the quality, efficiency, or availability of AIMLE operations.
4.X.3
Potential security requirements
The 3GPP system shall support authorization to secure AIMLE service-based ML Model operations such as retrieval, training, update, selection, and management (i.e., ML model information storage and discovery).




***** End of Change 1*****
