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Editor's Note: This clause contains overall assumption and/or security assumptions for this study. 
4.1	General
This clause contains overall assumption and/or security assumptions for this study
4.2	Overview
The security protocols that use symmetric and/or asymmetric cryptography in 3GPP systems are listed in TR 33.938 [x1]. It is assumed that all the security protocols using asymmetric algorithms are potentially undermined by quantum computation. 3GPP specifications employ public-key cryptography in the TLS 1.2 and TLS 1.3 handshakes, IKEv2, PKI (including X.509 certificates, CMP, CRL, and OCSP), JOSE, COSE, SUCI Protection, and MIKEY-SAKKE. The TLS 1.3 handshake is used in DTLS 1.3, QUIC, and TLS-based EAP methods such as EAP-TLS 1.3. TLS 1.2 handshake is used in DTLS 1.2 and EAP-TLS 1.2. The DTLS handshake is also applied in DTLS-SRTP and DTLS over SCTP. COSE is used for SEAL CWT tokens. JOSE is used in PRINS and for JWT tokens in OAuth and OpenID.
Given the wide variation in requirements, specifications, technical capabilities, and implementation maturity across protocols, this study is organized by security protocol. Each major protocol, MIKEY-SAKKE, SUCI Protection, TLS 1.2 Handshake, TLS 1.3 Handshake, IKEv2, JOSE, and COSE, is covered in a separate clause. Technical evidence suggests that symmetric cryptography is not practically affected by quantum computers[X1–X5,X21, X22]. However, we need to further investigate this aspect in this study as some governmental agencies such as ANSSI and ENISA still encourage using larger key sizes [X19, X20]. This study does not focus on any particular generation of mobile networks and analyses various aspects that will be useful for PQC migration.
All 3GPP implementations using a security protocol need to comply with the corresponding 3GPP profile. If a specification does not explicitly reference the applicable profile, the reference needs to be added, with exceptions where appropriate.
In the present document, Post-quantum cryptography (PQC) is referred to as cryptographic algorithms that are deemed secure against attacks from both classical and quantum computation. Considering that the current PQC algorithms lack long-term validation in reality, the 3GPP system is assumed to support the capabilities to replace a PQC algorithm and/or add a new PQC algorithm wherever needed in an agile and smooth way to avoid potential security breaches.


4.3	Other organisations recommendations on PQC, deployments, and implications for 3GPP
Countries and agencies around the world are generally aligned on the need to migrate to post-quantum cryptography (PQC) as soon as possible. The common recommendation is to complete migration for prioritized systems by around 2030 and for all systems by approximately 2035. Examples of government-issued PQC migration timelines can be found in [X6–X15]. While definitions of "prioritized systems" vary between governments, they typically include systems protecting confidentiality, firmware and software updates, and critical infrastructure.
It is important to note that these government requirements apply to deployments. To enable full PQC adoption in deployed systems, standards need to be updated and implementations need to be available well in advance. Although the migration of signature-based authentication in protocols such as TLS and IPsec is typically not prioritized for completion until 2035, transitioning public key infrastructures (PKI) often takes a decade or more, making it critical to begin the development process immediately.
Since 3GPP Rel-21 is expected to enter deployment around 2030, all normative work related to PQC migration for prioritized systems needs to be finalized in Rel-20. Furthermore, to meet more aggressive government targets aiming for 100% PQC in deployment by 2030–2031, completing normative work early in Rel-20, rather than at the end, is strongly preferred.
Most governments require use of standardized or conservative PQC algorithms, such as the already standardized ML-KEM (FIPS 203), ML-DSA (FIPS 204), and SLH-DSA (FIPS 205) [X16–X18]. These are global standards designed by cryptographers from all over the world
A point of disagreement among governments is the use of hybrids. Some agencies require standalone ML-KEM and ML-DSA, while others mandate that, for now, ML-KEM and ML-DSA be hybridized with, for example, ECC. No government requires SLH-DSA to be hybridized. While the IETF and real-world deployments have embraced hybrid KEMs, hybrid signatures have not seen the same adoption. 
With the publication of ML-KEM, ML-DSA, and SLH-DSA, Post-Quantum Cryptography (PQC) has quickly moved from research to implementation and deployment. In TLS, X25519MLKEM in has already seen massive implementation support and is the default in OpenSSL, Firefox, Chrome, Edge, Go, etc. Cloudflare reports that over 40% of all HTTPS client requests use PQC. OpenSSL 3.5 LTS supports ML-KEM, ML-DSA, and SLH-DSA. OpenSSH is now using mlkem768x25519 as the default key exchange, Many IKEv2 implementations support ML-KEM. IKEv2 always uses ML-KEM in hybrid with (EC)DHE. The availability of well-tested and interoperable implementations is an important factor for 3GPP standardization, as it enables cost-effective, reliable, and interoperable deployments.
5G relies on IETF protocols, such as IKEv2, TLS 1.3, DTLS, JOSE, the Internet X.509 profile, CMP, CRL, OCSP, EAP-TLS, and EAP-AKA-FS, for almost all uses of public-key cryptography. The IETF is therefore critical to the migration of 5G to PQC. For protocols like TLS 1.3 and IKEv2, which support negotiation of cryptographic parameters, PQC algorithms can be deployed as soon as the relevant IETF specifications and implementations are available. Since the 3GPP TLS 1.3 and IKEv2 profiles do not currently list any PQC algorithms, ML-KEM, ML-DSA, and SLH-DSA are optional and can be implemented by vendors. Nodes supporting PQC algorithms can still interoperate with legacy nodes that do not, provided both sides are standards-compliant. The most urgent profiles to update are those for protocols such as SUCI protection, which are defined by 3GPP and require explicit 3GPP specification for UE and core network interoperability.
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