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1
Decision/action requested

This contribution proposes a solution update on command protection.
2
References

[1]

TS 33.369
3
Rationale

There are 3 ENs for command protection:

Editor’s Note: The derivation and retrieval of the KAIOTF key are FFS. 

Editor’s Note: How to prevent key stream reuse is FFS.
Editor’s Note: the selection of confidentiality and integrity algorithms by the network is FFS

For 1st EN, it is proposed that ADM and AIoT device generate KAIOTF. The AIOTF will retrieve KAIOTF key during authentication procedure.

For 2nd EN, it is proposed that both AIoT device generated RANDAIOT_d and network generated RANDAIOT_n are used for KAIOTF derivation, so that KAIOTF is fresh for the command so that key stream reuse can be prevented.
For 3rd EN, it was concluded that the supporting algorithms are part of device profile stored in ADM, it is proposed that AIOTF selects algorithms based on local policy and the supporting algorithms obtained from ADM and indicates the selected algorithms to the AIoT device via the NAS Command Request message in plaintext.
4
Detailed proposal

It is proposed that SA3 approve the below pCR for inclusion in the TS [1].
***** START OF 1st CHANGE *****

5.3.2
Security procedure on information protection during command procedure



[image: image2.emf]1. AIoT_Command Request

AIoT device NG-RAN AIOTF

AF

3. Command Request 

(Protected NAS Command 

Request with selected 

algorithms in plaintext)

7. Command Response 

(Protected NAS Command 

Response)

9. AIoT_Command Notify

5. Derive session key 

and process the 

protected message

4. R2D message

(Protected NAS Command 

Request with selected 

algorithms in plaintext)

6. D2R message

(Protected NAS Command 

Response)

8. Process the 

protected message

ADM

2. authentication procedure, K

AIOTF

 is derived


Figure 5.3.2-1:  Security procedure on the information protection during command procedure

1.
The command procedure is initiated as specified in step 1-6 of clause 6.2.3 of TS 23.369 [2].

     2.
The procedure as described in clause 5.2.2 shall be performed. The device and AIOTF acquire the KAIOTF key to be used for command protection. ADM computes KAIOTF as specified in clause X.Y, then returns KAIOTF and security capabilities of the AIoT Device to AIOTF.

Editor’s Note: How to prevent key stream reuse is FFS. 
3.
The AIoTF shall construct a NAS Command Request and protect the message based on the KAIoTF, the selected confidentiality and integrity algorithms for the AIoT device. The AIOTF shall select the confidentiality and integrity algorithms based on the configured algorithm priority list and the security capabilities received from ADM, as well as the AIOTF shall include the selected confidentiality and integrity algorithms in the protected NAS Command Request message in plaintext (i.e., not ciphered). If confidentiality algorithm is not null, the NAS Command Request shall be partly ciphered except for the selected algorithms. The whole NAS Command Request shall be integrity protected. The AIoTF shall send the Command Request containing the protected NAS Command Request to NG-RAN. 


4.
The NG-RAN shall send a R2D message containing the protected NAS Command Request as specified in as specified in TS 38.300 [3] and TS 38.391 [6].
5.
The device shall verify the integrity of the protected NAS Command Request message based on the KAIOTF and the selected integrity algorithm indicated in the protected NAS Command Request. If the verification of integrity is successful, the AIoT device shall decipher the ciphered part based on the KAIOTF and the selected confidentiality algorithm indicated in the protected NAS Command Request. The AIoT device shall construct a NAS Command Response and protect the message based on the KAIOTF key using the selected confidentiality and integrity algorithms. 
NOTE:
When to deriving KAIOTF on the AIoT device is left to device implementation.
6.
The AIoT device shall send a D2R message containing the protected NAS Command Response to the NG-RAN as specified in as specified in TS 38.300 [3] and TS 38.391 [6]. 

7.
The NG-RAN shall forward the Command Response containing the protected NAS Command Response to the AIoTF.

8-9.
The AIOTF shall verify the integrity of the protected NAS Command Response message based on the KAIOTF and the selected integrity algorithm. If the verification of integrity is successful, the AIOTF shall decipher it based on the KAIOTF and the selected confidentiality algorithm. Then, the AIOTF shall continue the procedure as specified in clause 6.2.3 of TS 23.369 [2].

***** START OF 2nd CHANGE *****

5.3.3
Input parameters to integrity algorithm
The input parameters to the integrity algorithm as described in Annex D.3 in TS 33.501[5] shall be set as follows.

The KEY input is equal to the KAIOTF key.


The DIRECTION bit is set to 0 for uplink and 1 for downlink.

The BEARER is set to all zeros.

The COUNT is set to all zeros.

Editor’s Note: input key is FFS.


***** END OF 2nd CHANGE *****
***** START OF 3rd CHANGE *****

5.3.4
Input parameters to ciphering algorithm

The input parameters for the ciphering algorithms shall be the same as the ones used for integrity protection as described in clause 5.3.3.

***** END OF 3rd CHANGE *****
***** START OF 4th CHANGE *****

Annex X (normative): 
Key derivation functions

X.1
KAIOTF derivation function

When deriving a KAIOTF from KAIOT for protecting the information in the command message, the following parameters shall be used to form the input S to the  KDF:
-
FC =  TBD;
-
P0 = RANDAIOT_n;
-
L0 = length of RANDAIOT_n;
-
P1 = RANDAIOT_d;
-
L1 = length of RANDAIOT_d.
The input key KEY shall be the AIoT device root key KAIOT.

***** END OF 4th CHANGE *****
�Change from S3-252559(Vivo)


�Change from S3-252866 (Xiaomi)


�Outstanding issue:  Whether a second network generated RAND is needed.
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�Change from S3-252866 (Xiaomi)





1. AIoT_Command Request
AIoT device
NG-RAN
AIOTF
AF

3. Command Request (Protected NAS Command Request with selected algorithms in plaintext)
7. Command Response (Protected NAS Command Response)
9. AIoT_Command Notify
5. Derive session key and process the protected message
4. R2D message
(Protected NAS Command Request with selected algorithms in plaintext)
6. D2R message
(Protected NAS Command Response)
8. Process the protected message
ADM
2. authentication procedure, KAIOTF is derived



