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**************** START of CHANGES****************
[bookmark: _Toc202434880][bookmark: _Toc202434881]K.2.10	Threats related to session establishment procedure
K.2.10.1	Incorrect validation of S-NSSAIs
-	Threat name: Incorrect Validation of S-NSSAIs. 
-	Threat category: Elevation of Privilege.
-	Threat Description: After the successful network slice-specific authentication and authorization, there will be an Allowed NSSAI list both in UE and AMF. Then, the UE will initiate the PDU session establishment request with the requested S-NSSAIs included. If the AMF does not verify whether the received S-NSSAIs is within the Allowed NSSAI list stored at the AMF, an attacker can still include the rejected S-NSSAIs in the request and access the slice after it fails the NSSAA procedure.
-	Threatened Asset: Mobility management data, sufficient processing capacity.
[bookmark: _Toc35533757][bookmark: _Toc26887119][bookmark: _Toc19783335]K.2.10.2	Failure to deregister UE after NSSAA revocation
-	Threat name: Failure to deregister UE after NSSAA revocation.
-	Threat Category: Resource misuse.
-	Threat Description: AAA Server can initiate slice specific authorization revocation for a S-NSSAI, and after the revocation the AMF will remove the S-NSSAI from the Allowed NSSAI list. In the case where no S-NSSAI is left in Allowed NSSAI for an access after the revocation, and no Default NSSAI can be provided to the UE in the Allowed NSSAI or a previous NSSAA failed for the Default NSSAI over this access, if AMF fails to deregister the UE from the network, the UE will have unauthorized use of network slice.
-	Threatened Asset: Sufficient Processing Capacity.
**************** END of CHANGES****************
