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In SA#108, Way Forward on AIoT device credentials storage was endorsed as below in SP-250851.

“for Rel-19, the AIoT system is defined as private network (isolated network deployment that does not interact with a public network) e.g. SNPN, and the AIoT device credentials storage follows 3GPP defined requirements, the exact mechanism is out of scope of 3GPP (similar to Annex I.2.2 of TS 33.501). This bullet means that no interconnection exists between AIoT systems and PLMNs ;” 

This contribution proposes to address the editor’s note in draft TS 33.369 accordingly.
**** START OF 1st CHANGE *****
4
Security requirements for AIoT service
4.1
General
This clause contains security requirements for AIoT service. 

***** END OF 1st  CHANGE *****
**** START OF 2nd CHANGE *****
4.2
Security Requirements
4.2.1
Requirements on the device Type 1 in Topology 1


The requirements on secure storage and processing of credentials in this clause apply only to AIoT Devices where communications are triggered by the network. The long-term credentials used for authentication shall be securely stored and processed on the AIoT device. 

The long term credentials shall be protected against cloning when stored or processed.

The long term credentials shall be confidentiality and integrity protected when stored and processed.

The long term credentials shall be protected against physical and logical attacks when stored and processed.




The AIoT device shall support 
a method for pseudo-random bit generation.




The AIoT device shall support confidentiality protection of AIoT NAS messages between the AIoT device and the AIOTF.

Confidentiality protection of AIoT NAS messages between the AIoT device and the AIOTF is optional to use.

The AIoT device shall support the following ciphering algorithms:


NEA0 and 128-NEA2 as specified in Annex D of TS 33.501 [5].

The AIoT device shall support integrity protection and replay protection of AIoT NAS messages between the AIoT device and the AIOTF.

Integrity protection of AIoT NAS messages between the AIoT device and the AIOTF is mandatory to use.

The AIoT device shall support the following integrity algorithms:


128-NIA2 as specified in Annex D of TS 33.501 [5].



The device may support a mechanism for the use of temporary IDs.

The device may support resynchronization of desynchronized temporary IDs.
Protection of AIoT device identifier privacy is optional to use.

***** END OF 2nd CHANGE *****
