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	Reason for change:
	Enhance the clause 8.3 of the MCData specification by adding support for " on-network and first-to-answer" scenarios, where communication is sent to multiple users and secured with the first responder. It uses MIKEY-SAKKE I_MESSAGE for flexible key distribution, ensuring confidentiality and optional authentication for SDS and FD payloads. This makes the framework more adaptable for mission-critical situations.  Instead of the One-to-one communication, the MCData security also needs to support Point-to-Point MCData communications. This contribution aims to clarify this point.
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[bookmark: _Toc3886232][bookmark: _Toc26797598][bookmark: _Toc35353443][bookmark: _Toc44939416][bookmark: _Toc201658810][bookmark: _Hlk205192366]8.3	One-to-one and point-to-point communications
The purpose of key management is to establish a MCData Payload Protection Key (DPPK) for private the one-to-one and point-to-point MCData communication channel between the pair of communicating clients. In the case of a one-to-one and point-to-point MCData communication, the DPPK shall be the PCK. The PCK is used for end-to-end protection of one-to-one (private) and point-to-point SDS or FD data payloads.
The PCK and PCK-ID are distributed within the SIP message used to initiate the session. 
The PCK and PCK-ID is distributed using service-specific signalling. For all MCData services, SIP signalling is used to establish or send the MCData communication. The PCK and PCK-ID is distributed within a MIKEY payload contained within the SDP offer sent from the initiator to the receiver in the same way as for MCPTT and MCVideo. The procedures for PCK distribution are defined within clause 5.6.
[bookmark: m_1774943207234777657__GoBack]For off-network MCData operations, an MCData payload containing a MIKEY_SAKKE I-MESSAGE (clause 8.5.4.1) is used to distribute an MCData DPPK (PCK) from the initiating MCX client to the terminating MCX client.

This key distribution mechanism applies to the following messages defined in TS 23.282 [38]:
-	MCData standalone data request
-	MCData session data request
-	MCData FD request
When required by the MCData service provider, protection shall be applied to the MCData Data payloads using the PCK. Payload authentication may also be applied. The mechanisms used to secure these payloads are described in clause 8.5. 
Once the PCK is established between the source and destination, SDS and FD exchanges between this same source and destination may continue to use the same PCK for subsequent MCData communications by simply providing the PCK-ID in every SDS message.  
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