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**************** START of CHANGE****************
[bookmark: _Toc3886229][bookmark: _Toc26797595][bookmark: _Toc35353440][bookmark: _Toc44939413][bookmark: _Toc201658807]8	MCData
[bookmark: _Toc3886230][bookmark: _Toc26797596][bookmark: _Toc35353441][bookmark: _Toc44939414][bookmark: _Toc201658808]8.1	Overview
MCData SDS allows transmission of short data messages (SDS), either private or group, over both the signalling plane (reference point MCData-SDS-1) and media plane (reference point MCData-SDS-2).
MCData File Distribution (FD) also allows for transmission of files, either private or group, over the media plane or using HTTP. When distributed using HTTP, binary data representing the file is uploaded and downloaded using HTTP POST and HTTP GET.
MCData signalling parameters for SDS and File Distribution are routed within SIP messages. Protection for these signalling messages and files when distributed using HTTP, use the same key material as for MCPTT and MCVideo. 
The MCData SDS or FD messages may also contain a MCData Data signalling payload or a MCData Data payload or both. These payloads may be within a SIP message should the signalling plane be used, or within a MSRP message should the media plane be used. The MCData Data payload may be end-to-end confidentiality and integrity protected according to an end to end security context payload. 
The file when distributed using HTTP may be end-to-end confidentiality and integrity protected according to an end to end security context payload before being uploaded. 
Components of MCData messages:
-	MCData signalling parameters: generic Mission Critical Services signalling elements e.g. MCData Group ID, MCData user ID. These parameters are confidentiality protected between the MCData Client and the MCData server with signalling plane security mechanisms. 
-	MCData Data signalling payload: information elements necessary for identification and management of the MCData messages e.g. conversation identifiers, session identifiers, transaction identifiers, disposition requests, etc. This payload is confidentiality protected between the MCData Client and the MCData server with signalling plane security mechanisms.
-	End to end security parameters: information specifying the cryptographic elements used to protect the data payload).
-	MCData Data payload: the actual user payload for MCData user or application consumption. This payload is end to end confidentiality and integrity protected. 
Components of the MCData message (MCData signalling parameters and MCData Data signalling payload) are integrity protected between the MCData Client and the MCData server with the signalling plane security mechanisms.


Figure 8.1-1: MCData message components
For the MCData one-to-one and point-to-point communications the PCK is used to protect the MCData data payload or the file when distributed using HTTP. For group communications, the GMK is used to protect the MCData data payload or the file when distributed using HTTP. The data payload or the file when distributed using HTTP may also be authenticated by the initiator.
Distribution of the PCK is within the signalling channel setup for the MCData private message (either SDS or FD). Distribution of the GMK is as defined in clause 5.7.
[bookmark: _GoBack]**************** START of 2nd CHANGE****************
[bookmark: _Toc3886233][bookmark: _Toc26797599][bookmark: _Toc35353444][bookmark: _Toc44939417][bookmark: _Toc201658811][bookmark: _Hlk204079000]8.4	Group communications
The purpose of key management is to establish a MCData Payload Protection Key (DPPK) for the group communication between the group of communicating clients, where the MCData user is affiliated to the respected group according to TS 23.282 [38] clause 7.2. In the case of group communication, the DPPK shall be the GMK. The GMK is distributed in the same way as for MCPTT and MCVideo group communications, as defined in clause 5.7.
When required by the MCData service provider, protection shall be applied to the MCData Data payloads using the GMK. Payload authentication may also be applied. The mechanisms used to secure these payloads are described in clause 8.5.
**************** END of CHANGES****************
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