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Comments
1. Introduction
This contribution proposes a sub-clause of cryptographic agility.
2. Reason for Change
The 6G system has been foreseen to face the threat of quantum computing attacks, thus the cryptographic system of the 6G network need to be quantum-resistant. To minimize the impact brought by rounds of migration of cryptograhpic algorithms, the 6G system is requiring the ability to flexibly evolve and dynamically adjust, including agile negotiation of algorithms/protocols, real-time updates of algorithms/protocols, and agile scheduling of cryptographic algorithms. 

* * * First Change * * * *
[bookmark: _Toc205541837][bookmark: _Toc184968651]5		Principles and attributes of PQC to use in 3GPP procedures
5.X	Cryptographic agility 
A major cryptographic transition is expected in the near future to mitigate against the threat of quantum computers, cryptographic algorithms could be constantly updated to increase their security strength, which may lead the mobile communication network face continuous reconstruction of the cryptographic system, which not only incurs investment in funds and manpower, but also poses many challenges to the business continuity and compatibility of the communication network.
Cryptographic agility [X] is the ability to replace and adapt cryptographic algorithms while preserving security of existing operations. In 3GPP protocols, an important attribute of crypto agility is needed to maintain interoperability when introducing new cryptographic algorithms while preventing the use of weak algorithms.
Based on real-time threat situations and environmental changes, the mobile communication system needs to quickly and cost effectively replace existing cryptographic algorithms, protocols, keys, digital certificates, and other cryptographic technologies, providing a flexible and effective security protection mechanism to ensure the maximum security of networks in the face of constantly changing threats. This is the so-called cryptographic agility[X] which is crucial for dealing with future quantum computing attacks and evolving cryptographic cracking attacks, as well as a key factor for achieving smooth migration in the future.
* * * Next Change * * * *
2	References
[X] NIST Cybersecurity White Paper NIST CSWP 39ipd Considerations for Achieving Crypto Agility.
* * * End of Changes * * * *

