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	Reason for change:
	Mutual authentication shall be supported between NFs or SCP and SEPP; not just between NFs, according to requirements in clause 13:

A network function and the SEPP shall mutually authenticate before the SEPP forwards messages sent by the network function to network functions in other PLMN, and before the SEPP forwards messages sent by other network functions in other PLMN to the network function.

A SCP and the SEPP shall mutually authenticate before forwarding incoming or outgoing requests.

The SCP and network functions shall use one of the following methods described in clause 13.1 to mutually authenticate each other before service layer messages can be exchanged on that interface:

Mutual authentication is not supported with hop-by-hop security.

	
	

	Summary of change:
	Clarify the mutual authentication is supported with direct connections.

Clarify that the requirement applies to SCP and SEPP as well.

	
	

	Consequences if not approved:
	5GS security requirements are not clear. Can lead to assumption that 5GS supports mutual authentication in all scenarios.
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**************** START of CHANGE****************
[bookmark: _Toc19634593][bookmark: _Toc26875651][bookmark: _Toc35528401][bookmark: _Toc35533162][bookmark: _Toc45028504][bookmark: _Toc45274169][bookmark: _Toc45274756][bookmark: _Toc51168013][bookmark: _Toc193466046]5.9.2.1	Security Requirements for service registration, discovery and authorization
NF Service based discovery and registration shall support confidentiality, integrity, and replay protection.
NRF shall be able to ensure that NF Discovery and registration requests are authorized.
NF Service based discovery and registration shall be able to hide the topology of the available / supported NF's in one administrative/trust domain from entities in different trust/administrative domains (e.g. between NFs in the visited and the home networks.)
NF Service Request and Response procedure shall support mutual authentication for direct communication between NF Service Consumer and NF Service Producer.
NOTE:  There is no mutual authentication between NF Service Consumer and NF Service Producer in case of indirect communication via SCP or SEPP.  

Each NF shall validate all incoming messages. Messages that are not valid according to the protocol specification and network state shall be either rejected or discarded by the NF.
**************** END of CHANGE****************
