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	Reason for change:
	Sending an RRC message does not result in a UP packet being sent over the N2 interface so the current text in clause 4.2.2.1.9 is incorrect. Checking the logs is also unnecessary.

Some other clarfications to help make the test description clearer.

	
	

	Summary of change:
	Clarify that the messages on the N2 interface could be a NAS message from inside an RCC message for example. 

In addition step 4 was re-worded to make it that the gNB needs to detect the replay as processing of the message is necessary to check if is a replay. Also the need to check logs was removed as unnecessary.

Step 5 is almost a repeat of step 4 so is re-worded. 

	
	

	Consequences if not approved:
	Confusing test case.
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	This CR's revision history:
	Rev 1 deletes the checking of logs as well. 



**** START OF CHANGES ****
[bookmark: _Toc19696870][bookmark: _Toc26876864][bookmark: _Toc35529494][bookmark: _Toc35529584][bookmark: _Toc187239670]4.2.2.1.9	Replay protection of RRC-signalling
Requirement Name: Replay protection of RRC-signalling.
Requirement Reference: TS 33.501 [2], clause 5.3.3
Requirement Description: The gNB supports integrity protection and replay protection of RRC-signalling as specified in TS 33.501 [2], clause 5.3.3.
[bookmark: _Hlk11248275]Threat References: TR 33.926 [5], clause D.2.2.2 – Control plane data integrity protection.
Test Case:
Test Name: TC-UP-DATA-RRC-REPLAY_gNB
Purpose: 
To verify the replay protection of RRC-signalling between UE and gNB over the NG RAN air interface.
Pre-Condition: 
-	The gNB network product shall be connected in emulated/real network environments.
-	Tester shall have knowledge of the integrity algorithm and the corresponding protection keys.
-	The tester shall have access to the NG RANs air interface. 
-	The tester shall have access to the N2 interface.
-	The tester shall activate the integrity protection of RRC-signalling.
Execution Steps:
1.	The tester shall capture the data sent between UE and the gNB using any network analyser over the NG RAN air interface. 
2.	Tester shall filter RRC signalling packets. 
3.	Tester shall check for the PDCP COUNT of the filtered RRC signalling packets and shall use any packet crafting tool to create RRC signalling packets similar to the captured packets or the tester shall replay the captured RRC uplink packet to the gNB to perform the replay attack over gNB.
4.	Tester shall check whether the replayed RRC signalling packets were processed detected by the gNB or not, by capturing over NG RAN air interface to see if any corresponding response message is received from the gNB or by verifying the gNB log files if there are entries about RRC packet discard or by capturing the N2 interface to see if any of the replayed RRC signalling user plane packets have resulted in a message sent been forwarded by the gNB (e.g. a NAS messages from inside an RRC message). 	Comment by MITRE-r1: change from 2588. verifying logs is not needed
5.	Tester shall verify from the result that if the replayed RRC signalling packets are not accepted by the gNB, the RRC signalling on the NG RAN air interface is replay protected. Tester shall confirm that gNB provides replay protection by dropping/ignoring the replayed packet if no corresponding response is sent by the gNB to the replayed packet or if the gNB logs include corresponding log entries or if no replayed user plane packets have been forwarded over the N2 interface.
Expected Results:  
The RRC signalling over the NG RAN air interface is replay protected. 
Expected format of evidence:
-	Evidence suitable for the interface, e.g. Screenshot containing the operational results.
-	Log files, e.g., containing corresponding log events.
**** END OF CHANGES ****
