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Comments

This contribution proposes to address the editor’s notes in clause 5.3.2 of draft TS 33.369.

There are several editor’s notes on the key derivation and prevention of keystream reuse, it’s proposed to use the random from both sides as input parameter for derivation of the KAIOTF key to address the related concern.
Considering integrity protection is mandatory to support and for future-proofness, it is proposed to signal the selected ciphering and integrity protection algorithms in clear in the command request message.

Based on the assumption is that there is only one round of command request response messages per inventory procedure run, there is no need for additional freshness parameters. The KAIOTF key resulting from a successful authentication run is fresh for command request and response message.
**** START OF 1st CHANGE *****
5.3.2
Security procedure on information protection during command procedure
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Figure 5.3.2-1:  Security procedure on the information protection during command procedure
1.
The command procedure is initiated as specified in step 1-6 of clause 6.2.3 of TS 23.369 [2].

     2.
The procedure as described in clause 5.2.2 shall be performed. The device and AIOTF acquire the KAIOTF key to be used for command protection. The derivation of KAIOTF key is specified in Annex X.2.



3.
The AIoTF shall construct a AIOT NAS Command Request and protect the message based on the KCommand_enc, KCommand_int, the confidentiality and integrity algorithms for the AIoT device. The AIoTF shall send the protected Command Request containing the selected protection algorithms in clear text 

to NG-RAN

. 


NOTE: The whole AIOT NAS Command Request message is integrity protected. If confidentiality algorithm is not null-scheme, the AIOT NAS Command Request message is partly ciphered with the exception that the selected protection algorithms are in clear text. 

4.
The NG-RAN shall send a R2D message containing the protected AIOT NAS Command Request as specified in as specified in TS 38.300 [3] and TS 38.391 [6] .
5.
The device shall verify the integrity of the command message. If the verification of integrity is successful, the AIoT device shall decipher it in case it is confidentiality protected. The AIoT device shall construct a NAS Command Response and protect the message based on the KCommand_enc and KCommand_int using the same algorithms. 
6.
The AIoT device shall send a D2R message containing the protected AIOT NAS Command Response to the NG-RAN as specified in as specified in TS 38.300 [3] and TS 38.391 [6]. 

7.
The NG-RAN shall forward the AIOT NAS Command Response containing the protected AIOT NAS Command Response to the AIoTF.

8-9.
The AIoTF shall verify the integrity of the command message. If the verification of integrity is successful, the AIoT device shall decipher it in case it is confidentiality protected. Then, the AIOTF shall continue the procedure as specified in clause 6.2.3 of TS 23.369 [2].


NOTE x: It is assumed that there is only one round of command procedure per device following an inventory procedure. Since the KAIOTF key is fresh, there is no need for additional freshness parameters for replay protection.
NOTE y: It is assumed that no new algorithms will ever be introduced for information protection during command procedure. 
***** END OF 1st CHANGE *****
**** START OF 2nd CHANGE *****
5.3.3
Input parameters to integrity algorithm
The input parameters to the integrity algorithm as described in Annex D.3 in TS 33.501[5] shall be set as follows.

The KEY input is equal to the KCommand_int key

.


The DIRECTION bit is set to 0 for uplink and 1 for downlink.

The BEARER is set to all zeros.

The COUNT is set to all zeros.




***** END OF 2nd CHANGE *****
**** START OF 3rd CHANGE *****
5.3.4
Input parameters to ciphering algorithm
The input parameters for the ciphering algorithms shall be the same as the ones used for NAS integrity protection as described in clause 5.3.3

, with the exception that there is an additional input parameter, namely the length of the key stream to be generated by the ciphering algorithms and the KEY input is equal to the KCommand_enc key.


***** END OF 3rd CHANGE *****
**** START OF 4th CHANGE *****
Annex X (normative): 
Key derivation functions

X.1
KDF interface and input parameter construction

X.1.1
General

All key derivations (including input parameter encoding) for 5GC shall be performed using the key derivation function (KDF) specified in Annex B.2.0 of TS 33.220 [yy]. 
This clause specifies how to construct the input string, S, and the input key, KEY, for each distinct use of the KDF. Note that "KEY" is denoted "Key" in TS 33.220 [yy].
X.1.2
FC value allocations

The FC number space used is controlled by TS 33.220 [yy], FC value allocated for the present document is 0xAA-0xZZ. 

X.2
KAIOTF derivation function

When deriving a KAIOTF from KAIOT, the following parameters shall be used to form the input S to the  KDF:
-
FC = 0xZZ,

-
P0 = RANDAIOT_n,
-
L0 = length of RANDAIOT_n (i.e. 0x00  0x10),
-
P1 = RANDAIOT_d.

-
L1 = length of RANDAIOT_d (i.e. 0x00  0x10),
The input key KEY shall be the KAIOT. 
X.3
KCommand_enc and KCommand_int derivation function

When deriving a KCommand_enc or KCommand_int from KAIOTF, the following parameters shall be used to form the input S to the  KDF:
-
FC = 0xZZ,

-
P0 = algorithm identity as specified in TS 33.501[5].
-
L0 = length of algorithm identity (i.e. 0x00 0x01)

The input key KEY shall be the KAIOTF. 
***** END OF 4th CHANGE *****
�Figure to be updated to illustrate KAIOTF retrieval from ADM. Alternatively the authentication procedure is enhanced to describe that.


�Proposal to add the necessary description in the authentication procedure clause to minimize changes here and avoid redundant description about authentication steps (result)


�The reference to the annex for the key derivation is to be moved to where the step is described


�Discuss whether we need to indicate both algorithms


�Suggest to go with the both algorithms


�NOTE to clarify the scope of the ciphering and interity protection


�done


�FFS whether one key or different keys are needed


��Suggest to move forward with 2 keys for this meeting


�Align name of the messages AIoT NAS/remove NAS, message names command request, command response


�Done, use AIoT NAS


�Align according to the discussion outcome on one key versus 2 keys


�Suggest to move forward with 2 keys for this meeting and merge with 2811 from Qualcomm


�Consider moving this to a place where it is more visible


�Move to clause 5.3.2


�Align according to the discussion outcome on one key versus 2 keys


��Suggest to move forward with 2 keys for this meeting
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