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* * * First Change * * * *
[bookmark: _Toc201658039]6.5.3.4	Revocation 
The CCF can initiate the Authorization Revocation Request message as defined in clause 8.23.4 of TS 23.222 [3] with additional information to identify the RNAA-related revoked token. 
NOTE:  The CCF can receive a revocation request message from the resource owner via the UE, resource owner function, web page etc. 
The AEF, storing the information about the RNAA-related revoked token, shall check whether the token presented by an API invoker is revoked or not, before responding to the API invoker’s invocation request. 
The CCF provided notification message to the API invoker shall include the information to identify the RNAA-related revoked token.
The procedure illustrated in Figure 6.5.3.4-1 and explained below can be used for revoking RNAA-related token in RNAA scenarios.
Pre-conditions:
1.	The API invoker is authenticated and authorized to use the service API.


Figure 6.5.3.4-1: Procedure for revoking resource owner authorization
0.	The CCF and the ROF shall establish TLS sessions over the CAPIF-8 reference point as specified in clause 6.11. 
1.	Triggered by the resource owner, the resource owner function sends a resource owner authorization revocation request to the CCF. 
The resource owner authorization revocation information in the request message shall include the API invoker information (where the API invoker may be either an application on a server, or an application on a UE as specified in TS 23.222 [3]) and information related to service API (e.g., service operation information, service information). 
The request may include Resource Owner ID (e.g., GPSI), resource information and application identifier. The request may include other information specified in TS 23.222 [3].  
[bookmark: _GoBack]Editor’s Note: Whether purpose of data processing is needed is FFS.
2.	The CCF determines the information of the resource owner ID, API invoker ID and the service API in the scope of the token based on the received resource owner authorization revocation information to identify the RNAA-related token to be revoked.
3.	The CCF sends the Revoke resource authorization request message to the AEF as defined in clause 8.35 of TS 23.222 [3] with information in RNAA-related token (e.g., token itself,  or token id) to identify the RNAA-related revoked token. 
4.	The AEF, storing the information about the RNAA-related revoked token, checks whether the token presented by an API invoker is revoked or not, before responding to the API invoker’s invocation request. 
NOTE:	The need of updating the resource due to the token revocation and how to do it if resource update is needed are not in the scope of the present document.
5-7. Steps 5-7 are the same as in the steps 4-6 in clause 8.23.4 of TS 23.222 [3].
8.	The CCF sends a resource owner authorization revocation response as an acknowledgement to the ROF that the resource owner authorization has been revoked.

* * * End of Changes * * * *
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